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Abstract—Software-Deﬁned Networking (SDN) aims to alleviate the limitations imposed by traditional IP networks by
decoupling network tasks performed on each device in particular
planes. This approach offers several beneﬁts, such as standard
communication protocols, centralized network functions, and
speciﬁc network elements, for example, controller devices. Despite
these beneﬁts, there is still a lack of adequate support for
performing tasks related to trafﬁc classiﬁcation, because (i)
there are trafﬁc proﬁles that are very similar, which makes
their classiﬁcation difﬁcult (e.g., both HTTP and DNS ﬂows are
characterized by packet bursts); (ii) OpenFlow, the key SDN
implementation today, only offers native ﬂow features, such as
packet and byte count, that do not describe intrinsic trafﬁc
proﬁles; and (iii) there is a lack of support to determine what
is the optimal set of ﬂow features to characterize different types
of trafﬁc proﬁles. In this paper, we introduce an architecture to
collect, extend, and select ﬂow features for trafﬁc classiﬁcation in
OpenFlow-based networks. The main goal of our solution is to
offer an extensive set of ﬂow features that can be analyzed and
reﬁned and to be capable of ﬁnding the optimal subset of features
to classify different types of trafﬁc ﬂows. The experimental
evaluation of our proposal shows that some features emerge as
meaningful, occupying the top positions for the classiﬁcation of
distinct ﬂows in different experimental scenarios.

the control logic is moved from the forwarding devices to a
logically centralized device often referred to as the network
controller. In this approach, every control decision is taken by
the network controller, while network devices become simple
packet forwarders, programmable through a standardized protocol, such as OpenFlow [3]. However, despite the beneﬁts
brought by SDN, there is still an important lack of adequate
support for performing tasks related to trafﬁc classiﬁcation in
OpenFlow-based networks. Achieving high accuracy of trafﬁc
classiﬁcation in SDN is difﬁcult for several reasons: (i) there
are trafﬁc proﬁles that are very similar, which makes their
classiﬁcation difﬁcult, e.g., both HTTP and DNS ﬂows are
characterized by packet bursts; (ii) the native ﬂow features
available in OpenFlow, such as packet and byte counts, do
not convey sufﬁcient information to accurately distinguish
between some types of ﬂows; and (iii) there is a lack of
support to determine what is the optimal set of ﬂow features
to characterize different types of trafﬁc proﬁles.
Considering the aforementioned issues, we introduce in
this paper an architecture to identify, extend, and select sets
of ﬂow features derived from native OpenFlow counters as
well as from mathematical statistics, e.g., mean, variance,
maximum and minimum values, 1st and 3rd quartiles, and
Fourier Transform. Our main objective is to offer an architecture capable of deﬁning the optimal subset of ﬂow features
to identify different types of ﬂows, thus helping to improve
the accuracy of network tasks, such as anomaly detection and
QoS enforcement. The contribution of this paper is threefold:
(i) to devise a module capable of gathering and identifying
network ﬂow characteristics; (ii) to create a set of advanced
ﬂow features to characterize trafﬁc proﬁles; and (iii) to investigate the use of two different feature selection techniques,
the Principal Component Analysis (PCA) and the Genetic
Algorithm (GA), to determine the subset of ﬂow features that
is more appropriate for classifying a particular trafﬁc proﬁle.
Some of the trafﬁc features proposed in this paper are indeed
more meaningful than the native ﬂow counters provided by
OpenFlow, and allow a more accurate classiﬁcation of different
types of trafﬁc. Further, our experimental results show that
different subsets of ﬂow features can yield a more accurate
trafﬁc classiﬁcation depending on the trafﬁc proﬁle.
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I.

I NTRODUCTION

Trafﬁc classiﬁcation assists network providers in guaranteeing quality of service (QoS), detecting malicious attacks,
reallocating network resources, and performing trafﬁc modeling [1]. In order to achieve more accurate trafﬁc classiﬁcation,
it is important to retrieve precise information about individual
trafﬁc ﬂows features, which include, for example, the average
packet transmission time. Retrieving relevant network information in traditional IP networks presents several challenges.
First, heterogeneous network devices, such as switches and
routers, often expose ﬂow information through proprietary
management interfaces. Second, to tune how monitoring data
is handled internally to devices, one needs to conﬁgure each
device individually. Finally, because of the distributed control
state in forwarding devices, the features of a ﬂow can be
changed along its transmission, e.g., ending up with modiﬁcations on TCP/IP header ﬁelds or facing packet drops, thus
causing unanticipated network behavior in subsequent hops.

The paper is organized as follows. In Section II, we discuss
the related work. In Section III, we present our proposed
solution for the identiﬁcation and selection of trafﬁc ﬂow
features in OpenFlow-based networks. In Section IV, we
describe the experiments and initial results. Finally, in Section
V, we present concluding remarks and outline the future work.

Software-Deﬁned Networking (SDN) offers a reformulation of the network control logic and alleviate the limitations
imposed by traditional IP networks [2]. In SDN, the control
plane is decoupled from the forwarding plane, i.e., part of
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BACKGROUND AND R ELATED W ORK

IP address, TCP/UDP source port, TCP/UDP destination port,
and transport protocol identiﬁcation. It is important to emphasize that this tuple can be adjusted according to the needs
of each network infrastructure. Thus, some approaches can
ignore information such as destination TCP/UDP port when
the network infrastructure performs only one type of service,
e.g., HTTP.

Trafﬁc classiﬁcation algorithms use as input the ﬂows to be
classiﬁed as well as ﬂows’ descriptive features. The accuracy
of classiﬁcation algorithms depends not only on the quality of
collected features but also on the amount of features considered
too. Too few features hinders more precise classiﬁcations;
too many features hinders that as well, because of noise
caused by an excessive number of variables (i.e., features)
being considered. As such, there is an optimal number of
features that should be taken into account, and ﬁnding such an
optimal number is a research challenge per se. To achieve that,
feature selection techniques are necessary, and they have been
investigated for many years already [4] [5]. However, network
applications change continuously and new trafﬁc proﬁles are
hard to predict. As a result, trafﬁc classiﬁcation and feature
selection become even more challenging.

A. Architecture Overview
Our proposed architecture is depicted in Figure 1. It
comprises two main components: (i) Flow Feature Manager,
which is responsible for handling network information and
for computing additional ﬂow features; and (ii) Flow Feature
Selector, which is responsible for analyzing each ﬂow feature
exposed by the Flow Feature Manager, and for selecting the
most meaningful ones to be applied in trafﬁc classiﬁcation.
Note that the implementation of these components, which
execute in the Application Plane, does not require modiﬁcations to the SDN controller implementation. Further, these
components can communicate with other SDN applications
(e.g., monitoring or management systems) regardless of the
SDN controller implementation.

Blum et al. [6] describe several solutions to deal with large
amounts of irrelevant features. The authors discuss solutions
for feature selection based on (i) heuristics methods, (ii) ﬁltering of irrelevant data, and (iii) weight assignment to features.
Fahad et al. [7] investigate the advantages of using techniques
to select trafﬁc features, such as information gain (IG), gain
ratio (GR), principal component analysis (PCA), correlation
based feature selection (CBFS), Chi-square, and consistencybased-search (CBS). The performance of each technique was
evaluated using metrics such as stability (i.e., selection of the
same set of ﬂow features despite producing variations in trafﬁc
classiﬁcation) and similarity (i.e., how similar is each subset
of features generated by a technique). Finally, Lanzi et al. [8]
present feature selection using heuristics, including a solution
based on genetic algorithms.
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Previous research on feature selection investigated the use
of techniques and algorithms to assist trafﬁc classiﬁcation
in traditional IP networks. These research efforts suffered
from numerous limitations imposed by traditional IP networks,
such as (i) distributed control state in forwarding devices,
(ii) proprietary decision-making logic, and (iii) heterogeneous
protocols and interfaces. These limitations have an impact on
solutions that aim, for example, to obtain an overall view of
the network trafﬁc since it is difﬁcult and expensive to collect
decentralized and non-standard information. The emergence
of the SDN paradigm brought new possibilities to assist
trafﬁc classiﬁcation and feature selection. As an example, ﬂow
statistics from each switch can be gathered through standard
interfaces and protocols, such as OpenFlow. However, speciﬁc
solutions to feature selection speciﬁcally in SDN environments
have not been investigated yet. Thus, our goal is to explore the
native collection of ﬂow statistics and extend it to obtain more
appropriate features for trafﬁc classiﬁcation.
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Fig. 1: Architecture for feature identiﬁcation and selection.

III. A N A RCHITECTURE FOR F LOW F EATURE
I DENTIFICATION AND S ELECTION IN SDN

In the following, we describe these components in details:

In this section, we propose an architecture to collect,
extend, and select ﬂow features for trafﬁc classiﬁcation in
Software-Deﬁned Networking (SDN). Its main goal is to offer
an extensive set of ﬂow features that can be analyzed and
reﬁned, and to be capable of ﬁnding the optimal subset of
features to classify different types of trafﬁc ﬂows. We consider
a ﬂow as a 5-tuple consisting of source IP address, destination

•
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Flow Feature Manager comprises three modules:
(i) the Network Monitor, responsible for gathering
network information from the network through requests sent to the controller; (ii) the Flow Feature
Filter, which ﬁlters the information received from
the Network Monitor and sends it to the Statistics

Generator; and (iii) the Statistics Generator, which
extends the information gathered in a set of more
complex ﬂow features, as discussed later on in this
section.
•

algorithm creates an initial population representing a set of
solutions. During each iteration, called generation, it selects the
ﬁttest solutions and creates new ones through a combination
(crossover) or mutation [11]. A series of parameters must
be determined a priori, such as population size and mutation
probability. Although we used two well-known algorithms for
realizing the Flow Feature Selector module, we emphasize that
this module can support a wide-range of other algorithms.

Flow Feature Selector comprises three modules: (i)
the Flow Feature Formatter, which organizes the data
for the feature selection algorithms and automatically
creates the training and testing sets for the trafﬁc
classiﬁcation algorithms; (ii) the Feature Selector,
which is responsible for creating the optimal subset of
ﬂow features using a speciﬁc technique, e.g., Principal
Component Analysis (PCA); and (iii) the Flow Classiﬁer that evaluates the ﬂow feature subsets created
using trafﬁc classiﬁcation accuracy as metric.

B. Extended Flow Features
OpenFlow is currently the most important protocol for
SDN implementation [12]. Although trafﬁc classiﬁcation can
be performed using the native trafﬁc counters provided by
OpenFlow (e.g., packet counts), this approach presents several limitations, since these counters do not allow detecting
atypical trafﬁc behavior, such as packet bursts. Because of
the wide range of possible trafﬁc proﬁles, more descriptive
trafﬁc discriminators are necessary. In this paper, we propose
an extension of the native OpenFlow counters through statistics
analysis, with the goal of producing more descriptive information about the trafﬁc behavior, such as bytes per second
mean and packets per second variance. More speciﬁcally, we
rely on the standard byte and packet counts retrieved from the
network controller, but create an enhanced ﬂow feature set.
We introduce a third type of counter, named samples counter,
which indicates the number of times each ﬂow appears during
feature polling. This counter is maintained by the Statistics
Generator and is essential to compute some of the more
advanced ﬂow features, as discussed below.

These components operate as follows. Periodically, the Network Monitor sends to the controller a request for trafﬁc information. The time interval for this request can be conﬁgured on
demand. For example, ﬂows with short duration and frequent
bursts require a smaller time interval between requests, while a
longer time interval can be used for ﬂows with longer duration
and more constant behavior. The controller then gathers the
trafﬁc information from the ﬂow tables of each switch1 and
replies to the Network Monitor. This information is then sent
to the Flow Feature Filter, selecting only the native counters,
i.e., byte and packet counters. The Statistics Generator uses
the native counters gathered from the switches to calculate
new ﬂow features (e.g., packet length mean), extend the ﬂow
features, and store these in a data structure that we call Flow
Feature Set.
Subsequently, the process of analyzing the full set of features and selecting the optimal features subset is started. First,
the Flow Feature Formatter receives the ﬂow feature set sent
by the Flow Feature Manager, and performs two operations:
(i) it creates a training and a test set that will be used by the
Flow Classiﬁer; and (ii) it organizes the full ﬂow feature set
in the speciﬁc format employed by the Flow Feature Selector.
The formatted data is used as input to the feature selection
algorithms implemented in this module, which are able to
identify the most meaningful features for ﬂow classiﬁcation.
Finally, the Flow Classiﬁer module classiﬁes the ﬂows using
the feature subset yielded by the Feature Selector to evaluate
the ﬁtness of each subset for some trafﬁc proﬁle. Similarly to
the Feature Selector module, the Flow Classiﬁer also supports
the implementation of a range of different algorithms.

The extended set of ﬂow features introduced in this paper
is classiﬁed into three categories: (i) statistical features –
mean, variance, ﬁrst, and third quartiles; (ii) scalar features –
maximum and minimum values, ﬂow size, and ﬂow duration;
and (iii) complex feature – Discrete Fourier Transform (DFT)
of packet inter-arrival-time. Table I presents the complete set
comprising 33 new ﬂow features. We advocate that these
extended ﬂow features can improve the performance of classiﬁcation schemes in SDN. First, the statistical features are
suitable to summarize the temporal behavior of trafﬁc proﬁles.
For example, the mean packet count represents the central
value of a set of observations. Thus, they are better descriptors
in comparison to SDN native packet counters. Second, scalar
features are convenient to indicate the instantaneous proﬁle of
trafﬁc ﬂows, such as duration. As a result, they are important in
the detection of short-lived communications or packet bursts,
since statistical features alone are not sensitive to these trafﬁc
proﬁles. Finally, complex features are useful to anticipate
the need for more sophisticated trafﬁc information. Different
from the previous categories, complex features can be used to
compress a wide range of trafﬁc observations. For example,
Discrete Fourier Transform can be used to reﬁne several measurements of packet’s inter-arrival-time into a set of frequency
components, which is a more distinguished representation.
Some of these features were investigated by Auld et al.[13]
and Moore et al. [14].

In our proof-of-concept implementation, the Flow Feature
Selector is instantiated with (i) Principal Component Analysis
(PCA) and (ii) Genetic Algorithm (GA). The PCA algorithm
[10] evaluates the relationships between a set of variables,
determining the variability associated with each of them. PCA
is used as a strategy to reduce the number of variables by
removing correlated values. The result of PCA is a subset
of the original variables, called principal component, which
accounts for the most signiﬁcant variance in the original
dataset. The Genetic Algorithm mimics natural evolution and
combines current best solutions for producing new solutions,
which are then analyzed to assess their quality. Brieﬂy, the
1 In the OpenFlow switch, the ﬂow table stores actions for every incoming
packet [9]. The ﬂow table is organized in a structure containing a subset of
packets headers associated with each ﬂow information.

OpenFlow’s native counters were used as the basis for
deriving two new ﬂow features, namely packet length Pl and
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TABLE I: Extended set comprising 33 new ﬂow features.
Statistical Features
Bytes per second mean

Scalar Features
Bytes per second maximum value

Bytes per second variance

Bytes per second minimum value

Packets per second mean

Packets per second maximum value

Packets per second variance

Packets per second minimum value

Packets length mean

Packets length maximum value

Packets length variance

Packets length minimum value

Packets length 1st quartiles

Packet inter-arrival-time mean

Packets inter-arrival-time
value
Packets inter-arrival-time
value
Flow duration

Packet inter-arrival-time variance

Flow size in packets

Packet inter-arrival-time 1st quartiles
Packet inter-arrival-time 3rd quartiles

Flow size in bytes

Packets length 3rd quartiles

packet inter-arrival-time2 Pit . These are estimations of the real
packet length and real inter-arrival-time, since calculating their
precise values would require deep packet inspection and the
monitoring of every packet in the network, which are expensive
tasks. Consequently, we apply sampling strategies to estimate
these features and use Equation 1 and Equation 2 to calculate
packet length and inter-arrival, respectively. Bc represents byte
count, Pc represents packet count between two requests, and
T is the time-interval between two requests.
Pl =

Bc
Pc

T
Pit =
Pc

n ∗ μo + θ
n+1

minimum

σn2 =

Fourier TransFourier TransFourier TransFourier TransFourier TransFourier TransFourier TransFourier TransFourier TransFourier Trans-

n
(θ − μn ) ∗ (θ − μo )
∗ (σo2 +
)
n+1
n

(4)

In this work, we calculate DFT of packet inter-arrivaltime samples and use the top ten components as ﬂow features
according to Auld et al. [13] work. DFT represents the samples
of a variable in the frequency domain. It is deﬁned by Equation
5, where N is the number of samples, xn is a sample, and Xk
is the resulting component.

(1)
Xk =

N
−1


xn .e−2πikn/N , k  Z

(5)

n=0

(2)

IV.

P ROTOTYPE AND E XPERIMENTAL E VALUATION

In this section, we describe a proof-of-concept implementation, comprising the actual algorithms used to instantiate the
modules described in the previous section. We also present our
experimental evaluation and discuss initial results.

To calculate mean and variance, the Statistics Generator
updates the mean μ and the variance σ 2 for the ﬂow features
every time a new information request is processed. Mean is
calculated using Equation 3, where μn is the updated mean,
μo is the old mean, θ is the new sample, and n is the samples
counter.
μn =

maximum

Complex Features
Packet inter-arrival-time
form 1st Component
Packet inter-arrival-time
form 2nd Component
Packet inter-arrival-time
form 3rd Component
Packet inter-arrival-time
form 4th Component
Packet inter-arrival-time
form 5th Component
Packet inter-arrival-time
form 6th Component
Packet inter-arrival-time
form 7th Component
Packet inter-arrival-time
form 8th Component
Packet inter-arrival-time
form 9th Component
Packet inter-arrival-time
form 10th Component

A. Prototype Implementation
We developed a prototype for the Flow Feature Manager
and the Flow Feature Selector components in Python. The sets
of ﬂow features are stored in a dictionary data structure. To
select the optimal ﬂow feature subset, the Feature Selector
module implements two distinct algorithms: Principal Component Analysis (PCA) [10] and Genetic Algorithm (GA) [11].
In addition, to analyze the classiﬁcation accuracy of each
subset of ﬂow features, the Flow Classiﬁer module implements
the well-known Support Vector Machine (SVM) algorithm

(3)

The updated variance σn2 is calculated using Equation 4,
where σo2 is the old variance.
2 We use packet length and packet inter-arrival-time statistics because
individual values do not usually give substantial information about the trafﬁc
proﬁle.
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Accuracy (%)
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for trafﬁc classiﬁcation [15]. The PCA, GA, and SVM were
implemented using R3 libraries (psych, genalg, and e1071,
respectively). Still, each module can be customized with other
classiﬁcation algorithms and feature selection techniques as
needed. Finally, for managing and monitoring the network
infrastructure, we chose the Floodlight Controller4 version 1.0,
as it offers a suitable communication interface between our
application and the controller through a REST API.

10

50

75

B. Experiments and Initial Results

100

150

200

Number of Iterations

Our goal is to measure the accuracy of the resulting
trafﬁc classiﬁcation using speciﬁc subsets of trafﬁc features,
discovered via the Genetic Algorithm (GA) and the Principal
Component Analysis (PCA), as opposed to using the fullblown set of features. Accuracy is deﬁned as the percentage
of correctly classiﬁed instances among the total number of
instances [1]. To evaluate the proposed architecture, we used a
standard tree topology with three levels comprising seventeen
switches, and sixty-four hosts. We deﬁned four types of trafﬁc
proﬁles in our experiments: (i) DDoS attack, (ii) FTP trafﬁc,
(iii) video streaming using VLC Media Player5 , and (iv)
background trafﬁc generated using Scapy6 . We composed these
types of trafﬁc into three scenarios deﬁned in Table II. For each
scenario we use the trafﬁc classiﬁcation accuracy as metric to
deﬁne the optimal ﬂow feature set. For comparison purposes,
we use as benchmark the classiﬁcation accuracy for each
scenario obtained by using the complete set of ﬂow features:
94.67% (scenario A), 92% (scenario B), and 85.33% (scenario
C).

Fig. 2: Accuracy for each number of iterations.

91.8
91.4
91.0

Accuracy (%)

optimal subset of ﬂow features for each scenario were: 98%
(scenario A), 94.67% (scenario B), and 91.33% (scenario C).

0.01

0.02

0.03

0.04

0.05

Mutation Probability

Fig. 3: Accuracy for each mutation probability.

Type of ﬂow
DDoS attacks (60%) with Scapy ﬂow (40%)
FTP trafﬁc (35%) with Scapy ﬂows (65%)
Video streaming (50%) with Scapy ﬂows (50%)

95
80

In order to produce more accurate results, the Genetic
Algorithm (GA) must be initialized with a few parameters. We
set the population size to 200 individuals randomly generated
and the crossover percentage to 20%. We also must conﬁgure
two other parameters: (i) number of iterations and (ii) mutation
probability. In order to do so, we analyzed the classiﬁcation
accuracy for a number of iterations, namely 10, 50, 75,
100, 150, and 200, until the accuracy stabilized. Figure 2
presents the resulting accuracy obtained for a given number
of iterations. As a result, we set the number of iterations to
100, since it is the smallest value with the highest accuracy.

94.67%

90

Accuracy (%)

97.33%

85

Scenario
A
B
C

100

TABLE II: Experimental scenarios.

PC1

PC2

PC3

PC4

PC5

PC6

PC7

PC8

PC9

PC10

PC11

Selection Factor
0.025 0.05
0.1

Fig. 4: Accuracy of the 11 most meaningful principal components selected by PCA (for each factor) in scenario A.
To ﬁnd the optimal subset of ﬂow features, we also applied
PCA. PCA determines the most important features by creating
one principal component to match each variable (feature), i.e.,
in our experiments it creates 33 principal components. It works
as follows: initially, only the components that jointly represent
90% of the features variability are chosen, resulting in 11
components; then, since a principal component is created as
a weighed sum of the features, a subset is created for each
component including the features with higher weight than a
speciﬁc factor. In our experiments, we used 0.025, 0.05, and
0.1 as factors. As a result, we have three different subsets for
each component. Figure 4 shows the classiﬁcation accuracy for

As can be observed in Figure 3, the mutation probability
does not have an impact in classiﬁcation accuracy, and we use
0.01 as standard mutation probability. Because of the amount
of time taken to execute this algorithm (nearly 88 minutes),
we chose scenario C to set these parameters, since it has the
lowest classiﬁcation accuracy when using all ﬂow features.
The classiﬁcation accuracies obtained by using GA to ﬁnd the
3 www.r-project.com
4 http://www.projectﬂoodlight.org/
5 http://www.videolan.org/vlc/index.html
6 http://www.secdev.org/projects/scapy/
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Fig. 5: Ten most meaningful ﬂow features according to PCA analysis in Scenario A (DDoS).
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Fig. 6: Ten most meaningful ﬂow features according to PCA analysis in Scenario B (FTP).
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Fig. 7: Ten most meaningful ﬂow features according to PCA analysis in Scenario C (Video Streaming).

most cases, although the optimal solution is a subset of features
selected using factor 0.05 in the 10th principal component
(97.33%); and (iii) factor 0.1 cannot be ruled out because it
leads to the highest accuracy in the 1st principal component,

each subset in scenario A. We can draw several conclusions
from this: (i) not all subsets lead to a higher accuracy compared
to the accuracy obtained by using the complete ﬂow feature set
(94.67%); (ii) factor 0.025 seems to lead to the best solutions in
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TABLE III: Optimal ﬂow features subsets selected for each experiment.
Scenario A
PCA
GA
Bytes per second Bytes per second
mean
mean
Bytes per second Bytes per second
Minimum value
variance
Packets per second Bytes per second
Minimum value
Maximum value
Packets Length mean Bytes per second
Minimum value
Packets Length vari- Packets per second
ance
mean
Packet Length Maxi- Packets per second
mum value
Maximum value
Packet Length Mini- Packets per second
mum value
Minimum value
Packet Inter-arrival Packet Length mean
time mean
Packet Inter-arrival Packet Length varitime variance
ance
Packet Inter-arrival Packet Length Maxitime
Maximum mum value
value
Packet Inter-arrival Packet Length Minitime 1st quartile
mum value

Scenario B
PCA
GA
Bytes per second Bytes per second
mean
variance
Bytes per second Bytes per second
variance
Maximum value
Bytes per second Minimum value of
Maximum value
Bytes per second
Bytes per second Packets per second
Minimum value
Mean
Packets per second Packets per second
mean
Variance
Packets per second Packets per second
variance
Maximum value
Packet per second Packet per second
Maximum value
Minimum value
Packet per second Packet Length Mean
Minimum value
Packet Length mean Packet Length Maximum value
Packet Length vari- Packet Length Miniance
mum value
Packet Length Maximum value

Packet inter-arrival
time Mean

Packet Length 1st
quartile
Packet Length 3rd
quartile
Fourier Transform
2nd Component

Packet Inter-arrival
time mean
Packet Inter-arrival
time Minimum value
Flow Duration

Packet inter-arrival
time Variance
Flow Size in Bytes

Fourier Transform
3rd Component
Fourier Transform
6th Component

Flow Size in Bytes

Packet Length Minimum value
Packet Inter-arrival
time variance
Packet Inter-arrival
time
Maximum
value
Packet Inter-arrival
time Minimum value
Flow Size in Bytes

Flow Size in Packets
Packet Inter-arrival
time 3rd quartile
Packet Length 1st
quartile
Fourier Transform
1st Component
Fourier Transform
2nd Component
Fourier Transform
3rd Component
Fourier Transform
4th Component
Fourier Transform
5th Component
Fourier Transform
6th Component
Fourier Transform
9th Component

Packet Inter-arrival
time 1st quartile
Packet Inter-arrival
time 3rd quartile
Packet Length 1st
quartile
Packet Length 3rd
quartile
Fourier Transform
2nd Component
Fourier Transform
3rd Component
Fourier Transform
4th Component
Fourier Transform
5th Component
Fourier Transform
7th Component
Fourier Transform
8th Component
Fourier Transform
9th Component
Fourier Transform
10th Component

Flow Size in packets

Packet inter-arrival
time 1st quartile
Packet Length 1st
quartile
Packet Length 3rd
quartile
Fourier Transform
2nd component
Fourier Transform
4th component
Fourier Transform
5th component
Fourier Transform
7th component
Fourier Transform
10th Component
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Scenario C
PCA
GA
Bytes per second Bytes per second
Minimum value
variance
Packets per second Bytes per second
mean
Maximum value
Packets per second Bytes per second
variance
Minimum value
Packets per second Packets per second
Maximum value
variance
Packets per second Packets per second
Minimum value
Minimum value
Packet Length vari- Packet Length mean
ance
Packet Length Mini- Packet Length varimum value
ance
Packet Inter-arrival Packet Length Maxitime mean
mum value
Packet Inter-arrival Packet Length Minitime variance
mum value
Packet Inter-arrival Packet Inter-arrival
time
Maximum time mean
value
Packet Inter-arrival Packet Inter-arrival
time Minimum value time
Maximum
value
Flow Size in Packets Flow Size in Bytes
Packet Inter-arrival
time 1st quartile
Packet Inter-arrival
time 3rd quartile

Packet Inter-arrival
time 1st quartile
Packet Inter-arrival
time 3rd quartile

Packet Length 1st
quartile
Fourier Transform
1st Component
Fourier Transform
2nd Component
Fourier Transform
4th Component
Fourier Transform
5th Component
Fourier Transform
6th Component
Fourier Transform
7th Component
Fourier Transform
8th Component
Fourier Transform
9th Component
Fourier Transform
10th Component

Packet Length 3rd
quartile
Fourier Transform
1st Component
Fourier Transform
2nd Component
Fourier Transform
3rd Component
Fourier Transform
4th Component
Fourier Transform
5th Component
Fourier Transform
8th Component
Fourier Transform
9th Component
Fourier Transform
10th Component

thus can also result in high accuracy in a different scenario.
Based on these three observations, it is not possible to identify
which factor gives the best subset for any given scenario,
consequently all three factor must be considered.

to explore and apply other algorithms and mechanisms for
trafﬁc classiﬁcation and compare them with the results we have
collected so far.

Because of space constraints, we illustrate only the 10 most
meaningful features (in order of importance) selected through
PCA in each scenario, depicted in Figure 5, Figure 6, and
Figure 7. In each scatter plot, the vertical line separates the
types of trafﬁc being simulated: the left side represents the
background trafﬁc, and the right side represents DDoS trafﬁc
(in Figure 5), FTP ﬂows (in Figure 6), and Video Streaming
(in Figure 7). Classiﬁcation accuracies for the optimal subset
of features selected with PCA for each scenario were: 97.33%
(scenario A), 94% (scenario B), and 88.67% (scenario C).
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