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Abstract. The Internet Domain Naming System (DNS) is one of the
pillars for the Internet and has been the subject of various Distributed
Denial-of-Service (DDoS) attacks over the years. As a countermeasure,
the DNS infrastructure has been engineered with a series of replication
measures, such as relying on multiple authoritative name servers and us-
ing IP anycast. Even though these measures have been in place, we have
seen that, when servers rely on third-party DNS providers for reliable
services, there may be certain levels of infrastructure centralization. In
this case, an attack against a DNS target might affect other authoritative
DNS servers sharing part of the infrastructure with the intended victim.
However, measuring such levels of infrastructure sharing is a daunting
task, given that researchers typically do not have access to DNS provider
internals. In this paper, we introduce a methodology and associated tool
dnstracker that allows measuring, to various degrees, the level of both
concentration and shared infrastructure using active DNS measurements.
As a case study, we analyze the authoritative name servers of all domains
of the Alexa Top 1 Million most visited websites. Our results show that,
in some cases, up to 12.000 authoritative name servers share the same
underlying infrastructure of a third-party DNS provider. As such, in the
event of an attack, those authoritative DNS servers have increased the
probability of suffering from collateral damage.
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1 Introduction

The Internet Domain Naming System (DNS) provides a globally hierarchical
naming space on the Internet that enables the mapping of hosts, networks, and
services to IP addresses [9]. As such, DNS is one of the core services of the In-
ternet. To resolve a domain name (e.g., ufrgs.br), first, a client sends a DNS
query to its DNS recursive resolver (resolver hereafter), which is a DNS server
that, on behalf of the client, can resolve the domain name. If the resolver does
not have a DNS record in a cache, it will query the DNS hierarchy for a response.



Resolvers are responsible for sending queries to DNS authoritative nameservers

(authoritative DNS server hereafter), which are the servers responsible for pro-
viding answers to resolvers about the fetched domain. These authoritative DNS
servers are divided into zones and only know the content of a DNS zone from
local knowledge, and thus can answer queries about those zones [5].

The authoritative DNS servers have been frequent victims of Distributed
Denial-of-Service (DDoS) attacks. The Root Zone, which is authoritative for the
Root (.) DNS zone, has been targeted various times in the last decade [12, 16–18,
10], and even DNS providers have been victims of attacks [7], disrupting many
of its domains [14]. DNS has been engineered with layers of replication to curb
such attacks: first, a domain name may use multiple authoritative name servers.
Second, each authoritative name server may employ IP anycast [8], which allows
the same IP addresses to be replicated and announced from various locations,
referred to as anycast sites. Third, each site, in turn, may locally use load bal-
ancers to distribute queries among multiple servers [10], increasing reliability
even further.

Even though these measures are broadly employed, when domain names share
the same DNS provider, they may be (unknowingly or not) sharing different lev-
els of infrastructure, such as pipes, servers, and data centers. As many companies
do not run their DNS infrastructure, instead of outsourcing to third-party DNS
providers, identifying possible infrastructure sharing among many distinct do-
mains, becomes a challenging endeavor. This infrastructure sharing may become
a problem when a large enough DDoS attack takes place: if parts of the shared
infrastructure become overwhelmed, all DNS zones under the service may expe-
rience problems too. As a consequence, many domains under zones may become
unreachable. The Dyn attack [7] exemplifies the collateral damage when author-
itative servers hosting multiple DNS zones are under attack.

The Internet DNS has been analyzed and studied by multiple authors [13,
11], yet few works focused on measuring the levels of the shared DNS infrastruc-
ture. Besides, measuring such levels of infrastructure sharing is a daunting task,
given that researchers typically do not have access to DNS provider internals. As
such, researchers have to resort to active measurements that allow to estimate,
at the IP level, a certain degree of shared infrastructure, or analyze historical
DNS datasets. This study has been done previously in some studies [3, 1, 4] that
analyzed different aspects of the DNS ecosystem, such as the robustness and
centralization of Top-Level Domains (TLD) [4] [3] and Root servers [1]. Despite
shedding some light on infrastructure sharing at the TLD level by providing
evidence that network-level infrastructure sharing is becoming more frequent
over time. Those studies do not inspect DNS centralization on an Autonomous
System (AS) level, derived from relying solely on third-party DNS providers.
It is also possible that the same authoritative DNS server hosts multiple Fully
Qualified Domain Names (FQDNs), and this shared infrastructed has not been
analyzed.

Given this scenario, we introduce in this paper a methodology that allows
measuring, to various degrees, the level of centralization of authoritative DNS



servers using active DNS measurements. We focus our work on analyzing a pos-
sible centralization in authoritative DNS servers in the wild, for FQDNs. Also,
we developed dnstracker, an opensource tool that implements our proposed
methodology and provides a consolidated view of our findings. As a case study,
we use dnstracker to analyze all domains of Alexa Top 1 Million [2] websites.
We show that, in some cases, up to 12,000 authoritative DNS servers of the most
visited websites share the same infrastructure of a DNS provider, and as such,
could suffer from collateral damage in the event of an attack.

The remainder of this paper is organized as follows. In Section 2, we dis-
cuss the Related Work, reviewing previous efforts that analyzed DNS and its
infrastructure. In Section 3, we describe the dnstracker methodology used
to measure the DNS centralization and discuss its efficiency. In Section 4, we
present our results. Finally, in Section 5, we conclude this work and discuss
future directions.

2 Related Work

Moura et al. [1] analyzed the DDoS event suffered by the DNS Root servers in
2015. Between Nov. 30th to Dec. 1st, 2015, many of the Root DNS Letter Servers
had an unusually high rate of a specific request, with a traffic rate a hundred
times larger than the normal load. The authors highlighted that, even though
these episodes did not target specific end-services, there was evidence of Internet
services suffering from collateral damage because of sharing the DNS provider
infrastructure with the DDoS target. In the 2015 attack, some .nl TLD servers
were taken down as a side effect from the attack to the root DNS server. Even
though that investigation provided a diagnosis of the events and highlighted
some shreds of evidence of shared infrastructure, it did not investigate in depth
the possible level of centralization in the DNS ecosystem.

Bates et al. [4] proposed a solution to measure how far the global DNS has
preserved its distributed resilience, given the rise of cloud-based hosting and
infrastructure. In their work, the authors analyzed the trends in concentration
and diversification of the DNS infrastructure over time, where they sampled the
1,000 main US domains in the TLDs .com, .net, and .org according to Alexa
Top Sites [2]. The authors also pointed out that their analysis focused on the
traditional domains .com, .net, and .org because they are among the oldest
TLDs, thus representing a broad spectrum of the current Internet. However, the
authors recognize that their results might change if other TLDs, such as .ru and
.cn, were taken into account. Despite providing some insight into the robustness
of DNS, the work did not consider the possible concentration of authoritative
DNS servers, which is a crucial point in infrastructure reliability. That, in turn,
is covered by our work.

Allman et al. [3] carried out a study to observe the robustness of the DNS
ecosystem. Their analysis was focused on Second-Level Domains (SLDs) (e.g., ,
icir.org). In that study, the authors used two sets of zone files for the .com,
.net, and .org TLDs. That data was collected over nine years. They performed



an analysis of DNS infrastructure sharing. Initially, it was noted that 91% to 93%
of the observed SLDs share, at least, one name server (by IP) with at worst one
another SLD. In an approach based on individual SLDs, the authors observed
that half of the SLDs share exactly one set of authoritative DNS servers with
at the very least 163 other SLDs. Also, it was discovered that the largest group
contains 9,000 SLDs that share the same set of authoritative DNS servers. In
further analysis, by looking for shared infrastructure over IP blocks instead of
single IPs, the authors found an even greater level of concentration. Besides,
the authors point out that such network-level infrastructure sharing is becoming
more common over time. Finally, they analyze the data to determine whether
shared infrastructure occurs more frequently in domains with a higher or lower
ranking. Their study, however, did not point to any general result or specific
trends.

Considering the research carried out so far in the scientific community, there
is strong evidence that suggests some level of DNS centralization. However, none
of the works in the state-of-the-art has considered the centralization of authori-
tative DNS servers for FQDNs. Besides, it is also essential to have in mind not
only the last hop but the hop before the last one, which is part of the contri-
bution of our work. In Section 3, we describe our methodology to identify and
quantify the centralization of the global DNS infrastructure.

3 dnstracker

The outsourcing trend of DNS providers poses several challenges to identifying
possible infrastructure sharing. Also, the collateral damage cannot be directly
assessed by a simple analysis of the IP addresses of different authoritative DNS
servers. The different servers - each under their IP address block - could be
hosted behind the same service provider’s infrastructure. Moreover, due to the
commercial nature of DNS providers, the data required to analyze such aggre-
gation is rarely disclosed. An indication of this problem may be the presence
of a common node (or single point of failure) in the routing path for a spe-
cific set of remote servers. For instance, if we get the IP address of a.dns.nl,
one of the authoritative servers for the .nl Zone, and examine its AS, we will
find it belongs to a DNS provider. NetNod runs this authoritative DNS server
in Sweden. Hence, if other authoritative DNS servers are hosted on the same
Netnod infrastructure, they start sharing the collateral damage in a potential
DDoS attack. Below, we describe our proposed methodology for measuring DNS
centralization, as well as the system we developed to implement it.

3.1 Measuring centralization

We propose an approach that identifies common points in routing paths. The
approach presented is motivated by the fact that researchers do not have access
to confidential company information. Therefore, analyzing single points of failure
is the only way to infer possible collateral damage. This is essential information



because the more domains that use a provider’s infrastructure, the greater the
visibility and, consequently, the higher the risk of attack and collateral damage.

Initially, for a given FQDN, we use a dig Linux command to uncover its
authoritative DNS server. An FQDN has typically from two to four distinct au-
thoritative DNS servers, but many domains share the same authoritative DNS
server. Then, for every server uncovered with the dig command, we execute
a custom traceroute command from a given vantage point. The command
provides information about the addresses of each hop in the route from the van-
tage point to the domain’s authoritative DNS server. Whenever a set of distinct
servers, owned by different websites, are hosted behind the same provider’s in-
frastructure, requests to these servers will share a common point - the network
hop just before reaching its final destination, referred to as Hop-Before-The-Last
(HBTL). If two different requests are served through a path whose HBTL is in
the same AS, they are likely hosted by the same DNS provider, thus sharing the
same infrastructure to some extent, as illustrated by Figure 1.

Nameserver¹

Nameserver²

Nameserver³

...

...

AS1

AS2

AS3

...

Fig. 1. Name Servers whose HBTL share the same AS infrastructure

From each ICMP Echo Reply obtained through traceroute, we extract the
IPv4 address of each hop in the path to the authoritative DNS server. However,
in our approach, we only store the relevant data of the last hop and the HBTL,
as these are the most likely points of aggregation of infrastructure in the DNS
ecosystem. For each IPv4 address, we use a publicly available BGP table [15] to
obtain the corresponding AS of the hop, as well as the owner of the hop (i.e.,
what company is responsible for running the infrastructure). We repeat this
step for both the last hop and the HBTL. Listing 1.1, Listing 1.2 and Listing 1.3
present a step by step example of our methodology, using bash commands as
examples of our proposed approach. For this example domain, we can see that
authoritative DNS servers are hosted with the in-house infrastructure of UFRGS
since both the ASes of the last hop and the HBTL are the same.



host $>dig u f r g s . br
; ; AUTHORITY SECTION:
u f r g s . br 3600 IN NS ns1 . u f r g s . br
u f r g s . br 3600 IN NS ns2 . u f r g s . br

Listing 1.1. Uncovering domain authoritative DNS servers.

host $>t r a c e r ou t e ns1 . u f r g s . br
. . .
19 ge−0−0−2−0.arn1−rndfw1 . as1140 . n l ( 9 4 . 1 9 8 . 1 5 2 . 1 1 )
20 proteus . u f r g s . br ( 9 4 . 1 9 8 . 1 5 9 . 3 )

Listing 1.2. Uncovering IPv4 addresses of last hop and HBTL

host $>ip2asn 94 . 198 . 1 52 . 1 1
AS Number : 1140 , AS Desc r ip t i on : UFRGS
host $>ip2asn 94 . 1 98 . 1 59 . 3
AS Number : 1140 , AS Desc r ip t i on : UFRGS

Listing 1.3. Mapping ASes of last hop and HBTL

Finally, having received the responses of all hops until the targeted authori-
tative DNS servers, and mapping the corresponding ASes of each hop, we store
this information in our database for further analysis. When executed repeatedly,
we can consolidate the millions of entries in the database to identify a possi-
ble aggregation of infrastructure in many different levels, as well as analyze the
changes in the DNS ecosystem over time.

3.2 System Architecture

To support our methodology, the dnstracker tool was developed to collect
DNS-related information and to expose the level of centralization of the DNS in-
frastructure. The source code for dnstracker is publicly available at GitHub3.
Figure 2 presents the architecture of dnstracker.

dnstrackerAgent. On the left side of the Figure 2, a group of dnstracker
Agents retrieve information, using traceroute, from target authoritative DNS

servers 1 . The target servers are obtained from the list of the world’s most
popular websites, provided by Alexa Top 1 Million domain list open reposi-
tory [2], accessed in January 2018 (hosted as a local conceptual database inside
each agent). The agent applies our collection methodology for each domain in
the list. After discovering information from all authoritative DNS servers, the
dnstracker Agent exports the created datasets to the dnstracker Server

2 using a REST API [6]. It is also important to mention that the traditional
Linux implementation of traceroute does not support parallelism and, hence,
it is not fit for actively crawling through large numbers of domains. We then im-
plemented a custom version of traceroute with parallelism support, using
Java, running inside each agent.

3https://github.com/ComputerNetworks-UFRGS/dnstracker



dnstracker Server.After exporting the collected data from the dnstracker
agent, the dnstracker Server processes datasets to create appropriate visu-

alization and exposes them for the system’s users via HTTP 3 . We used the
Spring Boot v2.0.4 framework to prototype this Web user interface.

dnst r acker  Agentn

Alexa Top 1M

domain1.com

domain1.com

domain1.com

Agent 

DB
Server 

DB

Internet

REST

1

dnst r acker  Server

2

H
T

T
P

3

User

Fig. 2. dnstracker architecture

One of the benefits of dnstracker is that the tool automates several oth-
erwise labor-intensive tasks. That includes tracing the route to all authoritative
DNS servers in the database every month, identifying which ASes the last hop
and HBTL belong to, as well consolidating the data to present possible aggrega-
tion. By using dnstracker, the user can observe various aspects of the DNS
centralization. In the next Section, and through the use of dnstracker, we
present the current picture of the Internet’s DNS centralization.

4 Results

The application dnstracker that implements our methodology was deployed
on two instances of Amazon EC2 in Sao Paulo, Brazil. One of these instances
was used as a dnstracker Agent and the other as a dnstracker Server.
These instances have the same configuration with a single-core CPU and RAM
of 0.5GB. We executed our measurements several times a month, from January
2018 to May 2018, resulting in a dataset of millions of traceroute entries.

In this section, we present the results obtained through our proposed method-
ology. Having obtained the dataset through dnstracker, We focus on three
facets to identify possible infrastructure centralization as well as identify the
possible risk of collateral damage. First, we evaluate the concentration of au-
thoritative servers per last-hop AS. Second, we measure the concentration of
authoritative server ASes per HBTL AS. Third, we determine the total num-
ber of authoritative servers that shared the same HBTL. These three aspects
enable us to measure the number of authoritative DNS servers that share AS
infrastructure with other authoritative DNS servers, at both last hop level and



HBTL level. Finally, we analyze whether, among the top DNS providers, there
is any growth trend in these aggregations over the measurement period. First,
we describe our datasets. After that, we present our results.

4.1 Datasets

Table 1 presents a summary of the data collected throughout the five months
of observations. Over the measurement period, the number of observed distinct
authoritative DNS servers, ASes, and HBTL ASes remained stable. Additionally,
the number of distinct authoritative DNS servers is much smaller than the num-
ber of investigated domains, since many domains share the same authoritative
DNS servers. In fact, among the data we collected, one single server was au-
thoritative for over 10,000 domains, belonging to a big DNS provider: DNSPod.
This does not mean that the servers would lead to problems, since there may
be multiple design measures in place to increase its the fault tolerance against
DDoS attacks, but it also reveals the existence of actually shared infrastructure.
In our samples, 136,421 out of the traced authoritative DNS servers had ASes
in their routes that explicitly discarded ICMP echo requests, which hindered
obtaining information about the HBTL of such server. Because of that, in the
analysis of HBTL aggregation, such authoritative DNS servers were disregarded;
circumventing this observation is a subject of future work in our research.

DNS data traceroute data

Month NS rec. IPv4 (NS) Last Hop ASes HBTL IPv4 HBTL ASes

Jan - May 283,983 208,543 18,400 40,157 7,742

Table 1. Datasets generated by dnstracker for 2018 monthly measurements for
Alexa 1 million domain names.

4.2 Aggregation of Authoritative DNS Server

First, we analyze the concentration of distinct authoritative DNS servers by last-
hop ASes. As shown in Figure 3(a) “OVH, FR” is the provider with the most
significant number of authoritative DNS servers in its infrastructure, aggregating
more than 12,000 distinct authoritative DNS servers, each with multiple hosted
domains. This means that, in case of a successful attack to this AS, over 77,419
websites would be unreachable, since clients would not be able to resolve FQDNs.
Then, we can observe that the provider “HETZNER-AS, DE”, holds 11,000 of
the total authoritative servers, which represents 30,947 distinct websites hosted,
followed by “UNIFIEDLAYER-AS-1 - Unified Layer, US”, which hosts 6,000 au-
thoritative servers behind his infrastructure representing 5,825 distinct websites.
By analyzing the collected data, we can see that hosting an authoritative DNS
server in these three providers presents a higher risk of suffering from collateral



damage. These providers concentrate a large portion of the analyzed domains,
and hence would likely be more target by attacks. In the other providers observed
in Figure 3(a), we can see a margin ranging from 6,000 to 3,000 of the total au-
thoritative DNS servers in each of the providers. These observations match with
the results obtained in previous studies [3] by observing the IP blocks of the au-
thoritative DNS servers. As indicated by previous work [4, 3], we also reinforce
the presence of centralization in DNS services. We understand that large DNS
providers such as these often offer multiple levels of redundancy to curb possi-
ble attacks. However, it is worth pointing out that DDoS attacks are becoming
increasingly sophisticated, including o attack to the DynDNS infrastructure [7],
so this should be a point of attention.
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4.3 Aggregation of Authoritative DNS Servers by HBTL ASes

In addition to analyzing the aggregation of authoritative DNS servers in the last
hop, we inspect the number of authoritative DNS servers that share the same
HBTL, since it can be a single point of failure. Figure 3(b) present the top 10
HBTL ASes that aggregated more authoritative DNS servers.

The provider identified by “HETZNER-AS, DE” in Figure 3(b), shows that
almost 11,000 of the total authoritative DNS servers share this same hop as its
HBTL. We mention that HBTL may change depending on the vantage point.
Other vantage points will be analyzed in future work. The “UUNET-SA - MCI
Communications Services, Inc.”, is shared by almost 7,000 authoritative servers
as well. These numbers suggest the presence centralization in the DNS infras-
tructure itself, not only at the last hop, as mentioned by previous studies [4][3],
but also in HBTL as well. Also, it is important to highlight once more that of
these authoritative DNS servers resolve more than 100,000 domains. Hence, if an
HBTL were to be taken down, hundreds of thousands of domains would become
unreachable as collateral damage.

4.4 Aggregation of Last Hop ASes by HBTL ASes

Up to here, we focused on analyzing the concentration of authoritative DNS
servers in each hop. However, when looking to third-party provider ASes, other
services, such as storage, database, emails, maybe affected in addition to the
hosted authoritative DNS servers. Hence, we also study the number of distinct
ASes that share the same HBTL AS, aiming to identify points of shared net-
work infrastructure that might represent the possibility of collateral damage to
authoritative DNS servers, i.e., an unrelated service might be targeted by an
attack and still affect the DNS ecosystem because of shared infrastructure.

As we can see in Figure 3(c), in this assessment, the most noteworthy aggre-
gation of last hop ASes occurs in the “LEVEL3 - Level 3 Communications, Inc.,
US” HTBL AS. Level 3 is one of the top infrastructure providers in the world,
so this is a natural result. However, the number of last hop ASes that share its
infrastructure is large, amounting to over 500 different ASes. The second-largest
HBTL aggregation, provider “COGENT-174 - Cogent Communications, US”,
has less than half of Level 3’s amount, with 200 AS behind it. Although the
concentration of ASes behind a single hop has probably more to do with deliv-
ery structure than surely on DNS services, such a concentration increases the
chance of problems for a more considerable amount of service if targeted by a
large-scale attack.

4.5 Summary

The analysis we provided in the previous subsection showed a considerable
amount of infrastructure sharing in many different levels of the DNS ecosys-
tem. In particular, the level of concentration of authoritative DNS servers by



HBTL is worth highlighting, as most DNS operators are not aware of such con-
centration when contracting hosting services. Looking solely at the last hop ASes
for concentration, on the other side, maybe misleading because many companies
(e.g., facebook.com) may advertise their ASes for their authoritative servers
but still rely on the infrastructure of a third-party provider. In such cases, the
possibility of collateral damage is still present, but undetected so far.

Lastly, as we evaluate DNS aggregation over five months, we must look at the
difference in HBTL aggregation of authoritative servers during this period. By
doing so, one may be able to identify if a trend of centralizing the DNS infrastruc-
ture exists, at least in such a period. Figure 3(d) presents the aggregation level
of the top 3 HBTL ASes; over each month, we traced the authoritative servers.
By observing the temporal graph, the centralization of authoritative servers of
the Alexa Top 1 Million remained stable in the period. This is consistent with
the general assumption that the DNS infrastructure is stable and robust. Also,
that can be justified by the fact that the observed providers offer reliability, and
there is no need for frequent changes in hosting them. However, this does not
mean that there is no centralization trend considering a more significant time
window.

5 Conclusions and Future Work

In this paper, we presented dnstracker, a tool to measure the centralization
and shared infrastructure of Internet’s DNS using active DNS measurements.
dnstracker implements our proposed methodology that relies on traceroute
to trace and get the informations about the last two hops of a authoritative DNS
servers. We focus our work on analyzing centralization in the DNS infrastructure
in the wild, for FQDNs. As a case study, we used dnstracker to analyze all
domains of the Alexa Top 1 Million [2] websites. The analysis showed a con-
siderable amount of infrastructure sharing, in many different levels of the DNS
ecosystem. We show that, in some cases, up to 12,000 authoritative DNS servers
of the most visited websites share the same infrastructure of big DNS providers,
and thus could suffer from collateral damage in the event of an attack. In addi-
tion, we analyzed our measurements collected during 5 months to try to identify
a centralization trend in the DNS global infrastructure. However, no trend was
identified in the period of time we collected our data.

The future directions of our research include observing DNS centralization
from different vantage points in the Internet; we want to understand how influ-
ential a vantage point is in our observation methodology. We also want to exploit
the Ripe Atlas infrastructure to carry out our analysis. Finally, at a more the-
oretical perspective, we are working on a centralization metric that will help
network operators find the more appropriate hosts for their DNS needs.
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