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Abstract—SSL/TLS is a fundamental technology in the net-
work protocol stack that enables encrypted data transmission
and authentication of web domains. However, the current model
relies on a small number of Certificate Authorities (CAs) to
provide and validate certificates, thus creating a highly cen-
tralized ecosystem. In this paper, we analyze the degree of
centralization of certificate provisioning from CAs in two major
political groups: Brazil, Russia, India, China, and South Africa
(BRICS) and the European Union (EU). We have found that over
75% of certificates for both BRICS and EU domains originate
from CAs based in the United States, indicating possible risks
to their digital sovereignty due to the high level of external
dependency. This indicates the need for nations within those
groups to research alternatives to reduce the high level of
dependency on foreign CAs and increase their digital autonomy.

Index Terms—Digital Sovereignty, Network Analysis, SS-
L/TLS, Network Measurement, Digital Certificates

I. INTRODUCTION

The increasing centralization of services and infrastructure
underlying the digital realm has become a topic of growing
interest in recent years, due to the possible impacts that such
a characteristic can bring upon the digital sovereignty of
nations [1]. This discussion gained traction in the political
sphere in the European Union (EU) and the intergovernmen-
tal organization of Brazil, Russia, India, China, and South
Africa (BRICS), especially after Edward Snowden reported
a mass surveillance program from the United States, leading
to governmental initiatives to protect its citizens’ data from
external actors and ensure privacy [2].

Digital sovereignty relates to several layers, ranging from
subjects such as data regulation, portability, and transfer to
geopolitical aspects, including trade dependence and sustain-
ability [3]. Network sovereignty is one of its pillars, which
may include elements of traffic centralization, interoperability,
neutrality of communication, hosting of critical services, and
dependence of manufacturers in infrastructure [4].

Secure Socket Layer (SSL), a security protocol that was
designed to ensure privacy and encryption in network com-
munication, is one of the key technologies behind services
provided to end-users in the layers of the conceptual frame-
work of network sovereignty in the OSI model, as depicted
in [3]. It evolved into a more robust protocol known as

Transport Layer Security (TLS), which fixes some of the
existing vulnerabilities in the SSL protocol while maintaining
key features such as encrypted communication channels [5].
Most popular web browsers only recognize a select number
of Certificate Authorities (CAs), leading to a concentration
of certificate provisioning in the hands of a few responsible
companies. This trait has also increased in the last few years,
with a reduction in the mean chain of trust length, suggesting
that certificate provisioning is becoming more dependent on
fewer CAs [6].

Disruption of the chain of trust from SSL/TLS CAs can
lead to an outage of important and popular websites, as well as
critical electronic-Government (e-Gov) services, as observed
in the Russia-Ukraine conflict, which provoked sanctions
by Western countries, triggering mass SSL/TLS certificate
revocation for Russian domains and leading the Russian
government to create its own CA. [7].

In this paper, we propose an approach for the analysis of
SSL certificates to verify the level of centralization of CAs
for certificate provisioning, in order to evaluate its possible
impacts on digital sovereignty and provide insights to foster
the discussion on network sovereignty based on the SSL
context. The main contributions of this paper are as follows:

• Present an approach to analyze the centralization of
SSL/TLS certificate provision;

• Provide a solution to gather information from certificate
chains of domains belonging to a specific region;

• Analyze the current scenario of SSL/TLS certificate
provision centralization in countries from the EU and
BRICS using the proposed metric.

The remainder of this paper is structured as follows. In
Section II, we provide an overview of background knowl-
edge and examine related work on digital sovereignty and
SSL/TLS. In Section III, we define our approach to collect
data and analyze whether there is centralization in SSL/TLS
certificate provisioning, with details on the implementation.
Section IV presents our evaluation and analysis of the current
scenario, followed by Section V, where we discuss the key
findings of our approach. Finally, in Section VI, we present
our conclusions and possibilities for future work on the topic.
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II. BACKGROUND AND RELATED WORK

This section describes the concept of network sovereignty,
outlines current research efforts on the topic, and explores
the existing literature related to the analysis of transport and
session layer security, specifically TLS and SSL.

A. Network Sovereignty

Digital sovereignty was initially linked to developing the
national technology industry to avoid external dependencies
and become self-sufficient [8]. Nowadays, it encompasses data
flows, privacy, security, and communication protocols [3].
In this sense, the discussion on digital sovereignty became
popular due to several data privacy and security incidents,
such as the report of the mass surveillance program by the
United States (US) [9]. Hence, this boosted the political
discourse on the EU and BRICS to perform legal changes
ensuring digital autonomy and the protection of national
data [10], [11].

One of the key aspects that constitute the digital infras-
tructure is the network infrastructure and its communication
protocols [12]. They are related to the control and governance
of data flows, thus being fundamental to the topic of digital
sovereignty as they dictate the autonomy over national data
and critical services. [4] discusses how network sovereignty is
related to the dependency of single manufacturers, as simulta-
neous failures of them could cause disruption of the network.
It proposes a metric for evaluating network sovereignty based
on the diversity of manufacturers involved in the network
path between source and destination addresses. Yet, only a
few works [3], [13] explore the network protocol stack and
investigate its possible impacts on digital sovereignty, such as
the DNS protocol. It investigates and maps internet domain
names to their Authoritative Name Servers (NSes) and the
organizations behind them, determining the country/region of
the Autonomous Systems (AS) that operate those NSes, with
results showing, among other findings, that most of the top-
10 DNS providers are from the US. This brings attention to
the necessity of further investigation on the topic, addressing
other network protocols for analysis.

B. Transport and Session Layer Security

SSL/TLS ensures secure and encrypted data transmission,
being fundamental to several services such as online banking,
Electronic e-Gov services, and secure email transmission. [14]
analyzes possible security issues due to the dependency on
the current model of CAs, highlighting issues within the
model design and implementation that relate to certificate
revocation and governance of CAs. [15] explains how the
mechanisms of authentication for SSL/TLS based on this
CA model depends on the trustworthiness of a CA provider
and addresses possible issues based on the dependency of
these companies and government institutions for attesting the
identity of SSL service providers.

[16] proposes an alternative using a blockchain-based
model for certificate issuing and revocation while also increas-
ing security, thus providing greater transparency of certificate

validation, since they would need to be validated by a majority
of trusted nodes in order to be accepted in the certificate chain.
[17] discusses a possible attack on SSL where government
authorities could compel CAs to emit false certificates, leading
to unsecured and unencrypted communication. Thus, it high-
lights the possible impacts that depending heavily on foreign
CAs can have. [18] performs a study of invalid SSL certifi-
cates across the web, showing that most of them originate
from end-user devices that reissue new invalid certificates,
but it does not perform an analysis of the possible impacts
that they present to the digital sovereignty of a nation.

In the current literature, there seems to be a gap in the
research on the level of dependency on foreign CAs for
certificate provisioning and mapping its possible impacts on
digital sovereignty. Our approach aims to fill the existing gap
in the current literature by analyzing the centralization of CAs
and certificate provisioning for the SSL/TLS protocol, a key
technology of the network stack, and the impacts of such
characteristics on digital sovereignty.

III. MEASUREMENT APPROACH

The approach is based on collecting popular Internet
domains from countries belonging to the EU and BRICS
and fetching their certificate chain to inspect characteristics
such as (i) the organization that issued the certificates (i.e.,
the Certificate Authority (CA)), (ii) the certificate issuers’
countries of origin, and (iii) both start and expiration date for
each certificate. Table I presents sample data collected from
a domain obtained from the list of popular internet domains.

TABLE I: Certificate Information Example

Data Type Example
Domain www.wikipedia.org
Subject CN=*.wikipedia.org

Issuer
CN=DigiCert TLS Hybrid ECC SHA384 2020 CA1

O=DigiCert Inc
C=US

Serial 7f2f35c87a877af7aefe947993525bd
Not Before 2021-04-14 00:00:00

Not After 2031-04-13 23:59:59

The subject field identifies the entity that owns the cer-
tificate. It can contain information such as the Common
Name (CN), representing the domain name of the entity;
Organization (O), to identify the organization that holds the
certificate; and Country (C), for the country of the entity. The
Issuer field represents the CA that issued the certificate, and
contains the same fields: CN, for the name of the CA; O,
for the CA organization; and C, for the country of origin of
that CA. Serial is a unique identifier for the emitted certificate
within the responsible CA, and it ensures that a certificate can
be tracked and revoked individually. Not Before and Not After
fields define, respectively, the earliest date and time when the
certificate becomes valid, and the latest date and time that
a certificate should be considered valid. After this period, a
certificate can no longer be considered as trusted.

Figure 1 depicts a sample of the SSL/TLS certificate
ecosystem using popular website domains.
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Fig. 1: SSL/TLS Certificate Chain Example

Each HTTPS domain should present an SSL/TLS certifi-
cate, which is the leaf certificate. It is issued to a website
through an Intermediate CA and contains information about
the server’s public key and the owner of the server, and it is
signed by a trusted root CA, forming a verifiable trust chain.

The defined approach presented in this section allows us to
analyze the overall status of centralization of SSL/TLS certifi-
cate provision for domains in the political blocks of BRICS
and EU, and to further investigate its possible impacts on
the network sovereignty of the countries that compose them.
Figure 2 depicts the framework of the proposed methodology.

Database

Dataset

Domains
List

Certificate Chain
Retriever

Root CA

Data Processor

Outputs

Statistics

Intermediate CAs

Approach

Certificate Chain

SSL/TLS
Certificate

Fig. 2: Overview of the Approach

The first step of Figure 2 consists of obtaining a list
containing popular domains from countries within those po-
litical blocks. These types of lists are commonly used in
research to perform measurements of the web and to evaluate
prototypes [19], [20]. The second step encompasses obtaining
the chain of certificates from each domain in the list of popular
websites and storing this data. After processing the list of
domains and storing their certificate chains, statistics can be
retrieved from the data obtained.

The implementation of the proposed framework and the
results of the evaluation performed are publicly available at
https://github.com/andrei-azevedo/ssl-centralization-analysis.
In our solution, we relied on the Chrome User Experience
Report (CrUX) dataset, which contains the top million most
popular websites reported by Google Chrome [21]. Although
there are other lists (e.g., Alexa Top Million and Tranco
Top Million), the CrUX list seems to be the most accurate
for assessing web popularity [19]. To retrieve the certificate
chain from domains, our solution creates a socket connection
to each of them through the SSL Python library, which allows

us to access SSL/TLS encryption and certificate facilities. A
mechanism of retry is implemented in case any error occurs
during the certificate retrieval. If the errors persist, then the
domain gets excluded from the final database.

IV. EVALUATION AND ANALYSIS

The measurements were performed considering the CrUX
dataset from February 2025. In total, we have analyzed
approximately 232,490 domains from both BRICS and EU
out of a total of 851,793 domains from the dataset, obtained
after filtering the ones that were inaccessible or unresponsive.
This represents approximately 16% of EU domains and 10%
of BRICS domains. From those, 214,282 certificates were
obtained successfully for analysis.

A. Geographic Concentration of CAs
Tables II and III summarize, respectively, the Top-5 coun-

tries of origin of root certificates obtained for the BRICS and
EU domains.

TABLE II: Top-5 Root CAs
for BRICS

Country Root CAs
US 63
BR 27
RU 12
BE 9
GB 9

TABLE III: Top-5 Root CAs
for EU

Country Root CAs
US 68
PL 17
FR 16
ES 13
DE 12

In both, there is a clear concentration of US-based CAs,
demonstrating that there are few key responsible companies
for the ecosystem, as discussed in [6].

Figures 3 and 4 demonstrate the Top-5 countries of CAs
that issue SSL certificates for domains from BRICS and EU,
respectively.

Fig. 3: Top-5 Countries Issuing SSL Certificates for BRICS
Domains

The results indicate an extremely high concentration of
certificate provisioning for domains in both BRICS and the
EU from CAs hosted in the United States (US), being respon-
sible for 77.8% and 75.9%, respectively. This characteristic is
in accordance with other protocols previously investigated in
the literature, such as DNS providers [3] that are also highly
concentrated in the US.
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Fig. 4: Top-5 Countries Issuing SSL Certificates for EU
Domains

B. Analyzing Digital Sovereignty

Figures 5 and 6 provide more in-depth insight into the
distribution of SSL certificate issuances within BRICS and
EU countries, as well as in-group certificate issuance.

Fig. 5: Certificate Issuing in BRICS Countries

Brazil presents the most certificates among BRICS (31,652
certificates). Yet, only 1,099 were issued inside the country,
representing 3.47% of the total amount. This low in-country
certificate issuing is seen in other BRICS nations, such as
India (2.32%), Russia (0.24%), and South Africa (0.02%).
The biggest discrepancy is in China, with 23.20% of the
certificates from domains in the dataset being issued in the
country.

It is possible to see that, for the top-5 countries with
domains present in the dataset, the EU presents a higher level
of in-country certificate issuing. Poland and France show the
highest percentage, with 33.53% and 21.08%, respectively,
while the lowest is in the Netherlands with 7.24%.

C. Certificate Validity Ranges

The validity period of certificates plays a key role in the
availability, reliability, and security of domains. It directly

Fig. 6: Certificate Issuing in EU countries

impacts the frequency of the renewal process, the potential
for disruption of services, and outdated data encryption, thus
posing a concern to the digital sovereignty of a nation.
Figure 7 depicts the current scenario of certificate issuing by
company and validity range.
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Fig. 7: Certificate Validity Range in BRICS and EU

Let’s Encrypt is the most dominant provider, possibly due
to its characteristics, being a free CA that issues certificates
with a 90-day validity period to encourage automated renewal
practices [22], [23]. It is followed by Google Trust Services
and ZeroSSL in short-term certificates. As they are free
of fees and offer an automated renewal process, they are
more accessible and thus widely popular than other CAs
across the internet. Enterprise-grade certificates with longer
validity and additional security features are often adopted
by big enterprises and government sectors due to regulatory
and compliance requirements, in addition to complex IT
infrastructure. Further, Figure 7 reinforces that the certificate
ecosystem is dominated by a few key CAs. In total, 180,080
certificates are represented by seven unique CAs, accounting
for 84% of the 214,282 collected certificates, thus indicating
a clear over-centralized environment for certificate issuing.
This raises concerns about the digital sovereignty of analyzed
regions, as disruption of services from these dominant CAs
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due to errors, revocation policies, or even regulatory actions
could affect a great amount of both BRICS and EU domains.

In this evaluation, we have focused our analysis on leaf
certificates emitted for the domains and their CA. Thus,
we have not thoroughly investigated the characteristics of
intermediate and root CAs, leaving it as an opportunity to
extend this work in the future.

V. DISCUSSIONS AND KEY OBSERVATIONS

Several insights can be obtained from the experiments
performed in this work. It was possible to observe that
SSL/TLS certificate provisioning is highly centralized, with
most certificates in both BRICS and the EU being issued by
CAs based in the US.

A. Impacts of SSL/TLS Centralization

Although there is a clear sign of centralization in certificate
provisioning, this characteristic is not inherently bad. Most
popular browsers, such as Mozilla’s, have a strict policy of
security audits to validate and recognize CAs [24]. Moreover,
trusting a malicious CA could cause severe impacts on the
Web PKI, allowing the possibility of intercepting communi-
cation between a user and the web server [25]. Popular major
CAs, such as Let’s Encrypt, tend to be in accordance with
security protocols and best practices to ensure a high level of
adoption and to be fully trusted by popular web browsers.

Another aspect is that, as depicted in Section IV, the most
popular CA in both BRICS and the EU is a company that
provides free certificates with an automated renewal process.
Other large commercial CAs usually charge fees for issuing
premium certificates, often used in websites that contain
sensitive data or payment systems due to their increased
security. Further, nations may lack the necessary means to
invest in or build their own secure and widely accepted CA
infrastructure, thus leading to this external dependency on
foreign CAs due to economic reasons.

Yet, this dependency on a small set of CAs increases the
chances of geopolitical risks, as depicted in Section I. Another
example is the case of DigiNotar, a popular Dutch CA that
suffered a security breach, allowing attackers to perform
Man-in-the-Middle attacks, a popular form of communication
interception in SSL/TLS protocol [26], leading the Dutch
government to find alternative CAs. Thus, relying heavily on
a small set of CAs subjected to the possibility of cybersecurity
threats, can endanger the security and sovereignty of a nation.

B. Concerns and Alternatives

With the increasing political tension between the US, EU,
and nations in BRICS, more cases of SSL/TLS certificate
revocation could be provoked by sanctions. The creation of
national/regional CAs from impacted countries could lead to
their isolation from the global web, as they still depend on
the trust of popular web browsers.

Recent literature suggests that a possible alternative could
be the use of blockchain-based PKI systems, creating a

decentralized trust system and reducing the risks of sanction-
based certificate revocation and security breaches [16], [27].
Yet, it would also require adopting such systems by existing
services and web browsers, which can be difficult due to
technical and economic challenges.

Thus, the risks highlighted by the findings in this work
need to be addressed while also considering the dual nature
of SSL/TLS certificate provisioning centralization. A long-
term strategy is required to ensure stability and security over
key services and systems that rely on the SSL/TLS protocol.

C. Limitations

The usage of the CrUX dataset has been proven accurate
to represent popular domains in recent work [21]. Yet, due
to the limitations of China in terms of global internet access,
popular Chinese websites might not be accurately captured
within CruX, causing a low number of Chinese domains in our
dataset. As of February 2025, Chrome presents approximately
44% of the browser market share in China [28]. Although it is
very popular, there is still a low amount of statistics in these
reports for Chinese domains. Further, the dataset could be
improved by fetching popular domains with a more significant
representation of websites from EU and BRICS domains, as
highlighted in section IV. Future work could investigate if this
aspect is also present in other datasets, such as the Tranco list.

It is also important to mention that while trying to retrieve
the certificate chain from domains in the dataset, some failed
and were not included in the final list. Most of the domains
failed due to a ECONNRESET error. This occurs when the
TCP connection is closed from the server side due to one
or more protocol errors. For instance, several errors were
due to “unsafe legacy renegotiation disabled”. This protocol
error occurs when the server attempts to use an outdated
and insecure TLS renegotiation method. Such a feature is
disabled by default in OpenSSL, due to its possible security
impacts, as it allows Man-in-the-Middle attacks (CVE-2009-
3555). Yet, the list of failed domains only represents, for
BRICS and EU respectively, 9% and 5.2% of their total
domains present in the list and thus does not invalidate the
results and contributions provided in this work.

VI. CONCLUSION AND FUTURE WORK

This work has analyzed the SSL/TLS certificate provi-
sioning centralization degree and its implications for digital
sovereignty in BRICS and the EU. The findings show a
significant reliance of nations within those groups on a small
set of foreign Certificate Authorities (CAs), with over 75%
of certificates in both groups being issued by US CAs. We
also show that, in comparison with each other, the EU has a
higher percentage of in-group issued certificates than BRICS.
Additionally, our analysis also reveals that, even for the
first level of certificates in the certificate chain, provisioning
is concentrated in a few major companies in both groups,
reinforcing the dominance of this small set of CAs in the Web
PKI ecosystem. While this centralization is not inherently
a bad trait, it can also pose substantial risks related to
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geopolitical control, economic dependence, and cybersecurity
threats, directly impacting the digital sovereignty of nations.

The cases discussed in this work and the findings highlight
that over-reliance on a small set of centralized CAs, especially
in the cases of BRICS and the EU, can severely impact
their key digital infrastructures and governmental services.
Disruption provoked by security issues or political sanctions
can lead to a mass revocation of certificates, causing ac-
cessibility issues and endangering national security. Regional
CAs that comply with global security standards imposed by
web browsers and organizations can increase the resilience of
nations within such groups. However, they remain dependent
on the recognition of popular web browsers, risking digital
isolation. This highlights the challenges these groups face,
which must try to reduce their dependence on external service
providers while maintaining interoperability with the global
web. Thus, alternatives should be researched to increase
the resilience of their digital autonomy and decrease their
dependency on foreign CAs.

Future work could expand the analysis to other levels of the
certificate chain, thus investigating the current data in more
depth and considering new datasets. Also, it is interesting
to address other key network protocols and infrastructure, to
provide a better understanding of how different layers of the
network stack impact the digital sovereignty of nations and
thus provide a foundation for political discussions on digital
sovereignty and autonomy.
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