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Abstract—The success of businesses in modern organizations
heavily depends on the high availability of information technology
(IT) infrastructures. To prevent business disruption, IT operators
have worked hard to ensure that any changes to this infrastructure
are properly and efficiently deployed. Change management—a
discipline of the Information Technology Infrastructure Library
(ITIL)—provides important guidance to help achieve this end. As
IT infrastructures grow larger, however, ensuring that changes are
harmless to business continuity becomes increasingly complex. In
fact, previous research has shown that existing approaches for ver-
ifying changes suffer from severe scalability issues. This problem
can become a serious threat to most organizations, as it can lead
for example to customer dissatisfaction due to missed deadlines
in service change deployment. To bridge this gap, we propose a
partial-order reduction model checking paradigm and algorithm
for efficiently detecting harmful change operations. Our model
improves the complexity of verifying a set of concurrent change
activities against safety constraints by reducing—without losing
effectiveness—the verification scope. To prove concept and techni-
cal feasibility, we carried out an extensive performance evaluation
of our algorithm considering a variety of change activities, safety
constraints, and configuration scenarios. The results obtained
from 32 benchmarks have shown that our algorithm significantly
outperformed state-of-the-art, general purpose model checkers,
improving the runtime complexity from polynomial/exponential to
linear. In summary, the results evidenced that change verification
finally became feasible and efficient for larger IT infrastructures.

Index Terms—Change management, verification, model
checker, partial order reduction.

I. INTRODUCTION

D EALING effective and efficiently with changes on in-
formation technology (IT) infrastructures is imperative

for the success of modern organizations, given that these
organizations are increasingly relying on IT to deliver their
services to customers. For example, BMW Financial Services
Germany faces roughly 36001 IT change operations every year;
those changes need to be deployed over software and hardware
systems that provide financial services 24 × 7. This number
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1This number was obtained from a conversation the authors had with the
change management staff working at BMW financial services Germany.

is comparatively small, however, if one consider those changes
occurring in cloud providers such as Microsoft and Amazon;
in their data centers, the volume of changes can easily exceed
the order of hundreds per day. These changes may vary in
nature and complexity, for example change the configuration of
a router, deploy a new application, or migrate an entire virtual
network infrastructure to a different facility. In this context, IT
operators have been working hard to ensure that these changes
are properly deployed, since failures can lead for example
to business disruption and thus customer dissatisfaction. In
fact, severe outages can occur because of faulty deployment
of change operations. In April 2011, an inadequate network
change at one of Amazon’s data centers caused a one-week out-
age to customer services [1]. To prevent such failures, change
management [2]—a discipline of the Information Technology
Infrastructure Library (ITIL) [3]—describes a generic process
for properly handling changes, from the design and planning
phases to the evaluation, authorization, testing, scheduling,
deployment, and review ones.

In practice, the success of a change management process
heavily depends on the experience of IT operators, being
rarely supported by automated tools and algorithms. The use
of algorithms to support change management has potential to
increase the reliability and efficiency of the process, and make
it less dependent on the individual skills of IT personnel. In
particular, the evaluation, authorization, and testing phases are
well suited to be supported by the automated verification of IT
change operations. Verification can prove, on a logical level,
that a set of change operations will not invalidate hosting safety
constraints. Thus, assuming that a logical model of the IT
environment correctly captures reality, a verification process
over that model can early detect the occurrence of threatening
conditions—for example, a network overload as in Amazon’s
case—automatically and efficiently.

While the verification community has extensively discussed
verification algorithms [4], [5], previous work applying them to
IT changes [6], [7], suffer from a common scalability drawback.
To illustrate, a report from Data Center Knowledge2 estimates
that Amazon Cloud operates about 450 000 servers; Google,
about 900 000 servers; and Microsoft, over than 1 000 000
servers. Note that the estimates do not consider the multitude
of devices (switches, routers, etc.) that provide connectivity be-
tween them, software installed on the servers, and their intricate
set of relationships. In the case of cloud providers, the mapping
between virtual entities and physical ones poses an extra chal-
lenge to the operators responsible for these infrastructures. In

2http://www.datacenterknowledge.com/archives/2009/05/14/
whos-got-the-most-web-servers
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this context of super-sized and overly complex infrastructures,
existing verification algorithms quickly hit a scalability barrier.
This barrier makes these algorithms unfeasible to realistically
sized verification problems. To solve this issue, we propose
an Extended Partial-Order Reduction (EPOR) model check-
ing paradigm that reduces—without losing effectiveness—the
verification scope for a set of concurrent change activities
against safety constraints. Compared to general purpose model
checkers, our model significantly decreases change verification
runtime complexity from polynomial/exponential to linear.

We evaluated our algorithm using 32 benchmarks, which
comprised a variety of model checker specific optimization
techniques, network change operations, and infrastructure con-
figurations that have caused the outage in one of Amazon’s
data centers. In summary, our evaluation has shown that our
algorithm outperformed the state-of-the-art, general purpose
model checkers SPiN [8], [9] and NuSMV [10]. It has also
shown that our algorithm is more robust against bad modeling
choices in the specification of changes. In other words, opera-
tors inexperienced in the formalization of efficiently verifiable
models are less penalized (in terms of verification complexity)
by such bad choices; even the worst-case ones for our algorithm
easily outperform the best performance achievable by the SPiN
and NuSMV model checkers. Thus, to the best of our knowl-
edge, this is the first paper to propose a solution that makes
change verification feasible on large scale infrastructures while
providing robustness for untrained staff.

The remainder of this paper is organized as follows.
Section II discusses related work and contributions. The theory
of Extended Partial-Order Reduction (EPOR) is introduced
in Section III, followed by a logic for change verification in
Section IV. Section V introduces the Amazon network outage,
the change activities and safety constraints considered, and
their description in change verification logic. The experimental
setup is described in Section VI, followed by the evaluation in
Section VII. Finally, Section VIII concludes the paper.

II. RELATED WORK AND CONTRIBUTIONS

Our preliminary work on IT change verification [11] intro-
duces a factorial algorithm to this end, which does not scale for
very large infrastructures. A subsequent work [12] presents the
preliminary ideas of extended partial-order reduction. However,
that work lacks the formal theory established herein and the
evaluation (32 benchmarks) of extended partial-order reduction
against the NuSMV and SPiN model checkers.

The work by Kikuchi et al. [6] and Radu et al. [7] are those
most related to our research. In these papers, the authors inves-
tigate the use of model checkers to detect policy conflicts in
autonomic computing systems. Using the SPiN model checker,
the authors conclude—similarly to us—that problem instances
need to be small enough to remain feasible for verification.
However, extended partial-order reduction extends their results
by significantly increasing the scalability of change verification
to large configurations. Calinescu et al. [13] discuss several
challenges to apply formal methods in the context of distributed
systems and configurations. Our work complements that one by
solving the scalability challenge.

The detection of conflicts, particularly in the field of network
security, has attracted significant interest. Al-Shaer et al. [14]
propose an algorithm for the automated detection of conflicts in
firewall policies. The notion of conflicts is restricted to specific
anomalies in the configuration of these policies. Different to
our work, conflict detection can be performed over a static
set of policies and does not need to take into account the
effects of change activities on the configuration. Hu et al. [15]
expresses access control models and properties for verification
using the NuSMV model checker. Consequently, their work un-
derlies the same scalability issues as observed in our evaluation.
Uszok et al. [16] implement an algorithm to detect policy con-
flicts that incorporate authorizations and obligations. Common
to all these works is that they are not expressive enough to be
used for change verification as they have been engineered for
very specific cases.

There have also been relevant research efforts to im-
prove other aspects of IT service management. For example,
Bartolini et al. [17] address the simulation and optimization of
the IT incident management process to improve the handling
of tickets in a service organization. Sauvé et al. [18] propose
the prioritization of changes based on the assessed risks. Our
work profits from risk assessment because it provides important
clues about critical change activities worthy to be verified.
Another active research area trying to make the execution of
changes more reliable has been that of change planning. The
authors of [19]–[21], for example, proposed algorithms for
the automated planning of IT changes. Similar to verification,
planning aims to make change management more reliable by
means of automation, but cannot guarantee the correctness of
changes happening beyond the planning system.

In the area of verification, our work is related to Partial Order
Reduction (see Baier et al. [4], chapter “Partial Order Reduc-
tion”). Different to POR, our proposal (Extended Partial Order
Reduction) is only applicable to more restricted formulas, but
remains computationally feasible in cases for which partial-
order reduction cannot be applied.

III. EXTENDED PARTIAL-ORDER REDUCTION

A. Basic Definitions: IT Change Verification Problem

This section establishes basic notation used throughout this
work. S = {s1, . . . , sn} denotes a set of states; each state
describes the configuration of a Configuration Management
Database (CMDB), i.e., the relationships between software and
hardware systems in a data center. We herein use the notion
of state and configuration interchangeably. φ denotes a formula
that may or may not hold in a state s ∈ S. For a formula φ
and a state s ∈ S we write s |= φ if φ holds in s and s �|= φ
otherwise. E = {e1, . . . , en} denotes a set of effects where
e ∈ E, e : S → S is a function that is applied to a state s ∈ S
and yields a successor state e(s) ∈ S that describes the state
that evolves from s by the application of effect e.

Next we define our understanding of IT change activities and
safety constraints. A change activity act ∈ {act1, . . . , actn} is
a subset of effects, i.e., act ⊆ E, that describes the modifi-
cations an IT change has on s ∈ S. A safety constraint is a
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Fig. 1. Relationships between effects and a formula φ.

formula φ that either holds (write s |= φ) in s ∈ S or not. To
reason about how effects modify the state of a CMDB, we
consider sequences of effects 〈e1, . . . , en〉, n ∈ N0, where ∀i ∈
{1, . . . , n} : ei ∈ E. The application of sequences of effects to
states is defined as the subsequent application of effects. Thus
for a state s and a sequence of effects 〈e1, . . . , en〉 we obtain
〈e1, . . . , en〉(s) = en(. . . (e1(s))). We denote by Seq(E) the
set of all effect sequences of arbitrary length (between 0 and
|E|) such that every effect in E occurs at most once in every
sequence seq ∈ Seq(E). Then, for a set of safety constraints
{φ1, . . . , φn} the IT change verification is the problem to
determine whether

∀seq ∈ Seq(E) : seq(s) |= φi

holds for every safety constraints φi ∈ {φ1, . . . , φn}, i.e., to
decide whether all safety constraints hold under any possible
execution sequence of effects of change activities. Deciding this
problem naively means to consider O(|E|!) arrangements.

In our first work [11] on IT change verification, we proposed
to consider an approach like that. Its scalability however is very
limited. State of the art model checkers, such as the SPiN and
NuSMV, can solve the IT change verification problem in expo-
nential or polynomial time. However, even polynomial runtime
complexity does not scale to realistic CMDB sizes. Next we
show that, with some additional requirements, it suffices to
consider only a single sequence of effects in E.

B. Relationships Among Effects and Formulas

Fig. 1 depicts the partition of all effects E in support, threats,
neutrals, and ambiguous effects. For a formula φ, every effect
in E belongs to exactly one of these classes. The following
definitions describe in more detail each of them.

Definition 1: Let e ∈ E be an effect. We then have that e is
a “positively preserving” effect in respect to a formula φ iff

∀s ∈ S : (s |= φ → e(s) |= φ)

We denote by PPs(φ) ⊆ E all effects in E that positively
preserve formula φ.

Definition 2: Let e ∈ E be an effect. We then have that e is
a “negatively preserving” effect in respect to a formula φ iff

∀s ∈ S : (s �|= φ → e(s) �|= φ)

We denote by NPs(φ) ⊆ E all effects in E that negatively
preserve formula φ.

Positively preserving effects are good ones, as they always
preserve the true value of a formula. They never turn a formula
false if it already holds. Negatively preserving effects are bad
ones, in the sense that they keep a formula false once it does
not hold. They never can turn a formula from false to true. To
illustrate, consider a CMDB state s1 in which some computer c
has 8 GB of physical memory installed, and a formula φ which
states that c must have at least 8 GB of physical memory. An
example of a positively preserving effect in this context is an
activity that adds 2 GB of physical memory to c. Conversely,
a negatively preserving effect is an activity that decreases in
2 GB the amount of memory available in c.

Based on positively and negatively preserving effects, we
further categorize effects as supporting (Def. 3), threatening
(Def. 4), neutral (Def. 5), and ambiguous (Def. 6) ones. Notice
that an effect e ∈ E can appear in different roles in respect to
different formulas.

Definition 3: Let e ∈ E be an effect and φ a formula. Then

SUPPs(φ) = PPs(φ) ∩NPs(φ) ⊆ E

are called supports supporting effects.
Def. 3 involves those effects which preserve the true value

of a formula, and may turn it from false to true on some state
s. For a practical example, consider a CMDB state s in which
some computer c has 4 GB of memory, and a formula φ which
states that c must have at least 6 GB of memory. In this context,
an activity that adds 1 GB of memory to c has a supporting
effect over formula φ, since it can turn φ true if executed twice,
and keep it true if executed repeatedly.

Definition 4: Let e ∈ E be an effect and φ a formula. Then

THRTs(φ) = PPs(φ) ∩NPs(φ) ⊆ E

are called threats threatening effects.
Def. 4 involves those effects which preserve the false value of

a formula, and may turn it from true to false on some state s. To
illustrate, consider the previous CMDB state and formula φ. An
activity that decreases 1 GB of memory to c has a threatening
effect over formula φ, since it can turn φ false if executed twice,
and keep it false if executed repeatedly.

Definition 5: Let e ∈ E be an effect and φ a formula. Then

NTRLs(φ) = PPs(φ) ∩NPs(φ) ⊆ E

are called neutrals neutral effects.
Def. 5 involves those effects which are positively and nega-

tively preserving effects at the same time. They are easy to rea-
son about because they always preserve the value of a formula
when applied to any state. Focusing on the practical example
described earlier, a change activity that modifies the clock speed
of the physical memory installed in c has a neutral effect over
φ, since the total amount of physical memory available is not
changed.
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Definition 6: Let e ∈ E be an effect and φ a formula. Then

AMBGs(φ) = PPs(φ) ∪NPs(φ) ⊆ E

are called ambiguous effects.
Def. 6 (ambiguous effects) involves those effects which are

not supporting, threatening, or neutral effects. These effects are
difficult to reason about as they show different behavior de-
pending on a state. For an ambiguous effect of a formula φ there
exists a state where the application of the effect turns φ from
true to false, but there also exists a state for which it behaves
the other way round. To illustrate, suppose a configuration item
x, a CMDB state in which x = 5, and a formula φ x ≥ 5. A
change activity multiply (x,−1) is ambiguous, since it may turn
formula φ true or false depending on the current value of x.

Until now, we have not formulated any requirements for
effects and formulas to be efficiently verifiable. This is done
by the definitions described next.

Definition 7: Let supp ∈ SUPPs(φ) be a support. supp is
called threat-independent support iff

∀ts ∈ Seq (THRTs(φ)) , ∀s ∈ S :

ts(s) |= φ → ts (supp(s)) |= φ (1)

Definition 8: Let thr ∈ THRTs(φ) be a threat. thr is called
threat-independent iff

∀ts ∈ Seq (THRTs(φ) \ {thr}) , ∀s ∈ S :

ts(s) �|= φ → ts (thr(s)) �|= φ (2)

The occurrence of threat-independent supports and threats is
an important requirement to efficiently solve the IT change veri-
fication problem (see Section III-A). Def. 7 (threat-independent
supports) involves those support effects that can be inserted
before a sequence of threats, while preserving the evaluation of
φ in one direction. For a support to be also threat-independent,
the original definition of a positively preserving effect (∀s ∈
S : s |= φ → supp(s) |= φ) (see Def. 1) still has to hold after
an arbitrary sequence of threats has been applied to s ∈ S on
both sides of the implication, s and supp(s).

Def. 8 (threat-independent threats) is analogous to the pre-
vious definition: it involves those threat effects that can be
inserted at the beginning of a sequence of threats to a formula
while preserving the evaluation of φ in one direction.

The definitions of threat-independent supports and threats are
necessary to drastically reduce the number of effect sequences
that need to be checked to verify a formula. If we also assume
that threats are permutable, i.e., permuting threats in a sequence
of threats does not change the evaluation of a formula, it
can be shown that threat-independent supports and threats are
negligible for IT change verification:

Theorem 1: Let φ be a formula, s ∈ S the configuration of
a CMDB, and ts an arbitrary sequence of threats, such that
ts ∈ Seq(THRTs(φ)) and |ts| = |THRTs(φ)|. Furthermore,
let (i) all supports and threats of φ be threat-independent, and
(ii) all threats of φ be permutable. Then,

ts(s) |= φ ↔
∀seq ∈ Seq(THRTs(φ) ∪ SUPPs(φ)) : seq(s) |= φ

Theorem 1 is quite powerful3: it tells us that we only
need to consider an arbitrarily ordered sequence of all threat-
independent threats to decide whether a formula holds under any
possible interleaved execution sequences of threat-independent
threats and supports. While the left side of the equivalence can
be evaluated in time linear in the number of threats, the right
side is factorial in the number of threat-independent threats
and supports. Broadly speaking, the idea underlying Theorem 1
is that, among threat-independent supports and threats, only
the threats need to be considered. This is because they are the
only bad effects that can invalidate a formula. For now, we
have shown that in sequences comprising threat-independent
supports and threats, only threats need to be considered in
one order (assuming the requirements of Theorem 1). But how
do we deal with ambiguous and neutral effects? Ambiguous
effects cannot be dealt with efficiently. They can turn a for-
mula in both directions, depending on the state. We explicitly
need to exclude their occurrence to efficiently solve the IT
change verification problem. To properly deal with neutral
effects, we require a similar, but slightly stronger criterion than
threat-independence, to hold for neutral effects as well (effect-
independent neutral).

Definition 9: Let φ be a formula and ntr ∈ NTRLs(φ) a
neutral effect. ntr is called effect-independent iff

∀s ∈ S, ∀seq ∈ Seq (E \ {ntr}) :
seq(s) |= φ ↔ seq (ntr(s)) |= φ (3)

Effect-independent neutrals can be added and removed
to/from the beginning of any sequence of effects while the
evaluation of a formula is not changed. This means that all
effect-independent neutrals can be gradually removed from
any sequence of effects without changing the evaluation of a
formula after the application of the effect sequence. Thus, if the
requirements of Theorem 1 hold and there are no ambiguous
effects, we can combine this observation with Theorem 1
yielding an efficient theorem to verify a formula:

Theorem 2: Let φ be a formula, s ∈ S the configuration of
a CMDB, and ts an arbitrary sequence of threats, such that
ts ∈ Seq(THRTs(φ)) and |ts| = |THRTs(φ)|. Furthermore,
let (i) all requirements of Theorem 1 be satisfied, (ii) all neutrals
of φ be effect-independent, and (iii) AMBGs(φ) = ∅. Then,

(∀seq ∈ Seq(E) : seq(s) |= φ) ↔ ts(s) |= φ

Proof: Because E = SUPPs(φ) ∪ THRTs(φ) ∪
NTRLs(φ) ∪ AMBGs(φ) (see Fig. 1) and AMBGs(φ) =
∅, the left side of the equivalence is equivalent to

∀seq ∈ Seq (SUPPs(φ) ∪ THRTs(φ) ∪NTRLs(φ)) :
seq(s) |= φ

By applying Def. 9 to each effect-independent neutral in every
sequence seq we obtain logical equivalence with

∀seq ∈ Seq (SUPPs(φ) ∪ THRTs(φ)) : seq(s) |= φ

and with Theorem 1 we finally obtain equivalence with
ts(s) |= φ. �

3We refer the interested reader to a technical report from our group [22] for
a complete proof of Theorems 1 and 2.

Authorized licensed use limited to: UNIVERSIDADE FEDERAL DO RIO GRANDE DO SUL. Downloaded on May 15,2026 at 00:26:45 UTC from IEEE Xplore.  Restrictions apply. 



296 IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 11, NO. 3, SEPTEMBER 2014

TABLE I
SUPPORT, THREATS, AND NEUTRAL RELATIONSHIPS OF THE EFFECTS AND PREDICATES OF THE CHANGE VERIFICATION LOGIC. (a) ARITHMETIC

EFFECTS AND PREDICATES. (b) SETTING AND CHECKING OF PROPERTIES. (c) EFFECTS AND PREDICATES ON SETS AND LISTS

Theorem 2 describes the requirements that a change verifica-
tion logic needs to adhere to be efficiently verifiable. If threats
to a formula can be determined in constant time, Theorem 2
provides us with a criterion linear in the number of threats of
a formula φ to determine whether φ holds under any sequence
of effects. However, deciding the relationships among effects
and formulas can become complex for compound formulas.
Luckily, it can be shown that, for a compound formula φ1 ∧ φ2,
Theorem 2 can be recursively applied to φ1 and φ2 to decide
whether φ1 ∧ φ2 holds under any possible execution sequence
of effects. The same holds (with some restrictions) for formulas
composed using ∨. Thus, we only need to determine threats,
supports, neutrals, and ambiguous effects at the level of atomic
propositions, i.e., predicates, of a change verification logic
and then evaluate the compound formula bottom up. This also
means that it suffices to prove the theorems and definitions
given on the level of effects and atomic propositions, and not
for compound formulas.

IV. CHANGE VERIFICATION LOGIC AND ALGORITHM

In the previous section, we described the set of definitions
and theorems that enables us to significantly reduce the com-
plexity of evaluating the validity of a set of effects against
a current state of an IT infrastructure. In this section, we
described how the theory presented earlier can be combined
with the theory of Extended Partial Order Reduction (EPOR)
for the purposes of efficient IT change verification. We begin
by introducing an EPOR-compliant logic to describe change
activities and safety constraints. Then, we present our algorithm
for efficient verification of IT changes.

A. Change Verification Logic

To exploit EPOR for IT change verification, a logic that is
expressive enough to describe a wide range of change activities
and safety constraints but adheres to the theorems of EPOR is
required. While one can be easily overwhelmed by the many
change activities and safety constraints such a logic should
be able to describe, a step backwards needs to be made to
determine an expressive set of effects that integrates with the
way how configurations of data centers are described.

IncommercialConfigurationManagementDatabase (CMDB)
systems [23] and modeling standards such as the Common
Information Model (CIM) [24], configurations are described as
an object-oriented (OO) graph, i.e., an OO instance diagram.
Such a model/graph comprises the configuration items, their

properties, and references among them. As commercial CMDB
systems automatically collect and update the OO instance
graph, we address in this work those change activities whose
effects are reflected by modifications to an OO instance graph.
Thus, covering effects that describe a wide range of changes
to OO-instance graphs yields a logic expressive enough to
describe the effects of change activities within the limits of
what current state of the art CMDB products are able to record
and detect today.

The modifications on OO instance graphs largely depend on
the modification operations supported by the data types of prop-
erties of the model. Typical data types of properties of configu-
ration items in CIM [24] models are arithmetic data types (e.g.,
Integer, short, real, etc.), references (including aggregation
and composition), strings, lists, and sets. Table I provides an
overview of the effects and predicates, i.e., atomic propositions,
out of which formulas in change-verification logic are formed
using the standard logical connectors ∧,∨,→,↔. The change
verification language supports effects to add (add(l, x)) and
remove (remove(l, x)) an element x from a list or set l and
predicates to check whether x is comprised in l (contains(l, x))
or not (!contains(l, x)). These effects are useful when to
describe change activities that affect 1:N or N:M relationships
among configuration items, e.g., when a virtual machine is
added to a physical machine, or to describe a list of destination
ports assigned a specific mark for routing purposes (for instance
see the shift traffic change activity in Section V-C).

Furthermore, effects to set the value of a property of a
configuration item from p to x(set(p, x)), and to check whether
it has that value (hasV alue(p, x)), are supported. This is useful
when to set and check references among configuration items,
e.g., when the default gateway of a routing table needs to
be changed (for instance in the failover change activity in
Section V-C). Furthermore, the change verification lan-
guage supports effects to increase (inc(x,Δc)) or decrease
(dec(x,Δc)) an arithmetic property x by a constant Δc > 0.
The predicates supported on arithmetic properties are the
standard arithmetic binary comparison operators (>,≥, <,≤).
Arithmetic effects and predicates are useful to describe
changes and constraints regarding the metrics of network
interfaces, e.g., safety constraint SC2 and change activities
HCRIncrM/LCRDecrM in Section V-D.

The effects and predicates of the change verification lan-
guage (see Table I) satisfy all theorems of EPOR. Proving this
is a process that takes the semantics of effects and predicates
into account; We refer the interested reader to a technical report
from our group [22] for a detailed, comprehensive demonstra-
tion of this aspect.
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B. Algorithm

The EPOR verification algorithm is a straight-forward im-
plementation of Theorem 2. As the pseudo code has been
previously provided in [12], we only give a textual description
herein. The algorithm comprises three steps. First, the algo-
rithm determines at the level of effects of change activities and
predicates comprised in the formulas of safety constraints the
relationships according to Table I. Second, it uses Theorem 2
to determine whether each predicate comprised in a safety
constraints holds under any interleaved execution sequence of
effects. To do that, each predicate needs to be evaluated over a
state that has seen the application of all the predicate’s threats to
the initial state (see Theorem 2 instantiated at the level of pred-
icates). Third, once the truth values of all predicates have been
obtained on those states the (usually) more complex compound
formulas of safety constraints can be evaluated bottom up using
the standard interpretation of ∧,∨,→, and ↔. If the formula of
a safety constraints then holds, so does it on any configuration
evolving from the initial state by the interleaved execution of
effects of change activities.

V. CASE STUDY: AMAZON NETWORK OUTAGE

To assess the efficacy and effectiveness of our solution
for efficient verification of IT changes, we considered in our
evaluation an simplified instance of the Amazon’s Elastic Block
Store (EBS) infrastructure, and focus on the change request
that caused a network overload on it. In this section, we
briefly describe the portion of the IT infrastructure involved
in the change, the causes of the network overload, and the
set of change activities (later considered in our experimental
evaluation) that contributed to the overload.

A. The Elastic Block Store

Amazon’s Elastic Block Store (EBS) is a “distributed, repli-
cated block data store [. . . ] [for] read and write access from
EC2 instances” [1], Amazon’s virtual machines. The EBS
system consists of several clusters each comprising several
EBS nodes/servers that “store replicas of EBS volume data
and serve read and write requests to EC2 instances” [1].
Amazon’s incident report [1] mentions two types of networks:
(1) a primary network, which is a “high bandwidth network
used in normal operation for all necessary communication with
other EBS nodes, with EC2 instances, and with the EBS control
plane services” [1], and (2) a secondary network, also called the
replication network, which is a “lower capacity network used as
back-up to allow EBS nodes to reliably communicate with other
nodes in the EBS cluster and provide overflow capacity for data
replication” [1]. Thus, a routing policy is needed to diverge the
outgoing traffic to the different gateways of the high- and low-
capacity network because the low-capacity one is not designed
to “handle all traffic from the primary one but rather provide[s]
highly-reliable connectivity between EBS nodes inside of an
EBS cluster” [1]. The scope of the low-capacity network is
limited to the cluster and the high-capacity network provides
communication beyond the cluster to EC2 instances and cloud
interfaces.

B. Network Overload Caused by Traffic Shift

The outage in April 2011 was triggered by a Request for
Change [2] “to upgrade the capacity of the primary network”
[1]. The request was further refined into a set of IT change
activities, among them one to “shift the traffic off of one of
the redundant routers in the primary EBS network to allow the
upgrade to happen” [1]. Next, a router had to be chosen to re-
reroute the traffic to. “The traffic shift was executed incorrectly
and rather than routing the traffic to the other router on the
primary network, the traffic was routed onto the lower capacity
redundant EBS network” [1]. Thus, we draw the following
conclusions: (1) every EBS server node needs to have two
gateways of the high-capacity network on its virtual/physical
subnet it can route replication traffic to, and (2) it needs to have
a gateway of the low-capacity network on the same subnet to
route its reliable traffic to.

As a consequence of the incorrect traffic shift, “a portion
of the EBS cluster did not have a functioning primary or
secondary network, because traffic was purposely shifted away
from the primary network and the secondary network could not
handle the traffic level it was receiving” [1]. The result was that
“many EBS nodes [. . . ] were completely isolated from other
EBS nodes” [1]. The primary routers of the high-capacity net-
work were unavailable for inter-subnet communication within
an EBS cluster and the low-capacity network was overloaded.
The communication outage finally triggered a long chain of
destabilizing events which led to unavailability of services and
data loss.

The incident report does not state how the traffic shift was
achieved. In the following sections, we hypothesize on methods
to achieve such a traffic shift, based on best practices in data
center network design [25].

C. Network Overload in Static Routing Environment

In static routing environments servers of the EBS cluster
are configured with a static gateway IP address of a router
interface. To achieve routing redundancy, the virtual IP address
of the gateway is shared among a group of routers that run
a first hop redundancy protocol. Typical first hop redundancy
protocols are, for example, Cisco’s proprietary Hot Standby
Router Protocol, the Gateway Load Balancing Protocol, or the
IETF standard Virtual Router Redundancy Protocol. A first hop
router redundancy protocol aggregates interfaces from different
routers to a group that shares a virtual IP and virtual MAC
address. The servers route outgoing traffic to the redundant
virtual IP address and Layer 2 switches forward frames to
the physical interface that hosts the virtual IP. The interface
of a backup router takes over virtual IP and virtual MAC of
the master router interface in case of failure and floods the
network with the corresponding Address Resolution Protocol
(ARP) packages via its interface to transparently achieve the
network shift on Layer 2.

Four different change activities could have caused Amazon’s
network overload in this configuration:

• Failover negative change activity (FOn): a FOn change
activity occurs when an interface of a high-capacity
router is switched off and the configured failover interface
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Fig. 2. Example configuration of the CMDB to describe change activities and
safety constraints.

belongs to a low-capacity router. This causes a network
overload because all nodes of the affected subnet automat-
ically start routing towards the low-capacity interface.

• Failover positive change activity (FOp): a FOp change
activity occurs when the failover interface belongs to a
high-capacity router. In this case no network overload
occurs because the high-capacity router can handle the
network traffic, see equation at the bottom of the page. The
verification logic template of a failover change activity
takes three parameters: (1) current, the interface that is
deactivated, (2) failover, the interface which is configured
as failover, and (3) the routing table (rt) which routes
towards the interface to be deactivated (current). Depend-
ing on the parameters of the failover change template,
FOp or FOn change activities, can be instantiated from
the template. For example, Failover(intf1,intf5,rt1) (see
Fig. 2 for the configuration items) yields an applicable
FOn change activity, because high-capacity traffic (port
a traffic) routed via intf1 is taken over by intf5, a low-
capacity router interface. In turn, Failover(intf6,intf2,rt2)

is a FOp change because intf2, a high-capacity interface,
takes over interface intf6 over which low-capacity traffic
(port b) is routed.

A different way to achieve the network shift is to
directly manipulate the routing policy of each EBS node
by changing the mark that is carried by traffic destined for
a particular port. Changing the mark of a traffic associates
the traffic with a different routing table which has a
different default gateway, thus causing a traffic shift.

• Shift traffic negative change activity (SHTn): a SHTn
change activity changes the routing policy of an EBS
node in such a way that high-capacity traffic (port a
traffic) is assigned the mark of low-capacity traffic (port
b). Consequently, high-capacity traffic is routed using the
routing policy of low-capacity traffic, i.e., towards a low-
capacity router interface. This causes an overload of the
low-capacity router. SHTn change activities need to be
instantiated for every server.

• Shift traffic positive change activity (SHTp): a SHTp
change activity assigns the mark of high-capacity traffic
to low-capacity traffic. Consequently, low-capacity traffic
is routed using high-capacity rules, i.e., towards a high-
capacity router interface. SHTp change activities do not
cause a network overload.

SHT(from: Mark, to: Mark,port: int)
pred1: | from.ports.contains(port)
pred2: | to.ports.!contains(port)
pre: | pred1 ∧ pred2

eff1: | from.ports.remove(port)
eff2: | to.ports.add(port)

The property ports (a set) of mark configuration items of
the infrastructure model (see Fig. 2) describes the destination
ports of traffic that bares the mark. A mark configuration
item references the RoutingTable configuration item, which is
used to route the marked traffic, and the table references the
default gateway interface of the routing table (see Fig. 2). Using
this model, a SHT change activity is logically described by
moving an entry between the ports properties of two Mark
configuration items that represent the marks of high- and low-
capacity traffic. Note, that the SHT template can either be
instantiated to obtain SHTp or SHTn change activities. For
example, SHT(mark1,mark2,port a) yields a SHTn change
activity because high-capacity traffic (port a) is shifted to the
low-capacity traffic mark and SHT(mark2,mark1,port b) yields
a SHTp change activity. See Fig. 2 for the instances of the
configuration items. What remains to be specified is the safety
constraints that is violated (or not) by the application of SHTn

FO(current: Interface, failover: Interface, rt: RoutingTable)
pred1: | rt.gateway.hasValue(current)
pred2: | current.failover.hasValue(failover)
pre: | pred1

eff1: | rt.gateway.setValue(failover)
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and FOn (SHTp and FOp) change activities, see equation at
the bottom of the page.

SC1 is the safety constraint that protects the CMDB model
depicted in Fig. 2 from a network overload. SC1 guarantees
that, if a mark is routed using a routing table (pred4) that
routes to an interface (pred3) which belongs (pred2) to a low-
capacity router (pred1), then the mark must not hold for high-
capacity traffic (port a, pred5). Safety constraints and change
activities are directly evaluated over the configuration of a
CMDB to determine whether they are violated. For example,
instance SC1(lcr,intf6,rt2,mark2) of safety constraint SC1 eval-
uates true in the configuration depicted in Fig. 2.

D. Network Overload in Dynamic Routing Environment

Instead of static routing, a data center network can be con-
figured with dynamic routing. Then, routes are installed and
withdrawn from routing tables of the EBS nodes by a routing
protocol depending on current network conditions. When an
EBS node learns of different routes via different gateways to
the same network, it installs the cheapest route according to a
metric into its routing table. Once the cheapest route becomes
unavailable, the next cheapest route is installed into the routing
table and a traffic shift occurs. In this work we focus on Open
Shortest Path First (OSPF), which is arguably the most widely
used routing protocol for routing within an autonomous system,
e.g., a large data center. It is important to note that the change
verification logic is expressive enough to describe any routing
protocol because it supports the arithmetic operations (increase
and decrease) and comparisons used by routing protocols to
determine the cheapest route. Using OSPF, metrics can be
either configured manually for an interface or the metric of
an interface is automatically computed as the quotient of the
reference bandwidth bwref and the bandwidth of the interface
bwintf . Thus, costintf can only be manipulated by changing
bwref because the bandwidth of an interface is fixed.

In the case of dynamic routing and Amazon’s network out-
age, a network overload occurs when a low-capacity router
advertises the cheapest route. In this case, all EBS nodes install
the route via the low-capacity interface into their routing tables
leading to a network overload. Two scenarios exist that turn a
low-capacity interface to be the cheapest one: (1) the metric
of a low-capacity router interface is accidentally reduced such
that it advertises the newest cheapest route, or (2) the metrics
of the high-capacity router interfaces are increased such that
the low-capacity router interface advertises the newest cheapest

route. Both scenarios cause a network shift towards a low-
capacity router interface and consequently a network overload.
To describe both scenarios in logic, we introduce the following
(simple) changes: (a) HCRIncrM , which increases the man-
ually configured costs of an interface of a high capacity router,
(b) HCRIncrOSPF , which does the same as HCRIncrM ,
but in a context where OSPF is used, (c) LCRDecrM , which
decreases the manually configured costs of an interface of a
low capacity router, and (d) LCRDecrOSPF , which does
the same as LCRDecrOSPF , but in a context where OSPF
is used. The CMDB model that can be used to describe these
changes can be simple: it suffices to model network interface
configuration items with an arithmetic property cost that de-
scribes the value of the routing metric. In case of automatically
computed OSPF metrics, properties for the reference bandwidth
and the interface bandwidth are necessary as well.

LCRDecrM(interface: Interface, int: delta)
eff1: | interface.cost.dec(delta)

A LCRDecrM change activity decreases the manually con-
figured cost of a router interface by a specified delta. The same
change using OSPF metrics requires an additional effect that
decreases the reference bandwidth:

LCRDecrOSPF(interface: Interface, int: delta)
eff1: | interface.refbw.dec(delta)
eff2: | interface.cost.dec(delta/interface.intfbw)

HCRIncrOSPF and HCRIncrM changes are specified
analogously using the inc effect. The safety constraint (SC2)
to protect from an overload is rather simple: the cost of at least
one high-capacity router interface metric needs to be cheaper
than that of the low-capacity router interface:

SC2(intf1−4: Interface, lowcapintf : Interface)
pred1: | intf1.cost < lowcapintf.cost
pred2: | intf2.cost < lowcapintf.cost
pred3: | intf3.cost < lowcapintf.cost
pred4: | intf4.cost < lowcapintf.cost
pre: | Vi=1...4 predi

If SC2 is falsified the cheapest route is advertised by a low-
capacity router interface, thus causing an overload.

SC1(router: Router, interface: Interface, rt: RoutingTable
mark: Mark)

pred1: | router.capacity.hasValue(“low”)
pred2: | interface.router.hasValue(router)
pred3: | rt.gateway.hasValue(interface)
pred4: | rt.marks.contains(mark)
pred5: | mark.ports.!contains(port a)
pre: | (∧i=1...4 predi) −→ pred5 ≡ (∨i=1...4¬ predi) ∨ pred5

Authorized licensed use limited to: UNIVERSIDADE FEDERAL DO RIO GRANDE DO SUL. Downloaded on May 15,2026 at 00:26:45 UTC from IEEE Xplore.  Restrictions apply. 



300 IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 11, NO. 3, SEPTEMBER 2014

VI. EXPERIMENTAL SETUP

Having briefly described the Amazon’s network outage sce-
nario and the set of change activities that contributed to it,
in this section we discuss how our experimental evaluation
is structured, taking advantage of the previously described
scenario. We begin our discussion by presenting the model
checkers considered for the sake of comparison. Then, we
present the IT infrastructure models used for verification, and
finally the benchmarks adopted in the evaluation.

A. Model Checkers Used for Evaluation

1) NuSMV Model Checker: NuSMV [10] is a symbolic
model checker making use of binary decision diagrams
(BDDs). NuSMV supports several different ways to perform
model checking: (1) different temporal logics for the specifica-
tion of safety constraints, Computation Tree Logic (CTL) and
Linear Temporal Logic (LTL) [4], [5]; (2) problems can either
be model checked using NuSMV’s internal binary decision
diagram model checker (called binary decision diagram-based
model checking herein) or using an external satisfiability (SAT)
solver (also referred to as SAT-based model checking). Based
on these choices our evaluation experiments benchmark the
following optimization techniques offered by NuSMV:

• Binary decision diagram-based CTL model checking
(BDD CTL): NuSMV automatically generates binary de-
cision diagrams from the description of the state-transition
systems that describe the current configuration and the
effects of pending changes. Safety constraints are specified
in CTL [4] and verified using NuSMV’s internal symbolic
model checker.

• Binary decision diagram-based LTL model checking
(BDD LTL): Similar to BDD CTL but linear temporal
logic (LTL) [4] is used for the specification of the safety
constraints.

• SAT-based LTL model checking (SAT LTL): Using SAT
LTL model checking, the model checking problem is
translated into a satisfiability problem and the external
Minisat SAT solver is used for verification.

2) SPiN Model Checker: SPiN [8], [9] was originally de-
veloped by Gerard J. Holzmann at Bell Labs and has been
available as open-source software since 1991. Since then it
continues to be adapted to keep pace with developments in the
field of formal verification and has been widely used. Different
to NuSMV, SPiN is an explicit-state model checker, i.e., it
enumerates every state yielded from the execution of effects
(change activities) to the initial configuration of the CMDB.
The performance of SPiN very much depends on its capability
to efficiently store and lookup states during verification which
is influenced by the following techniques:

• No compression (NCP): In this technique, states are
stored uncompressed. The size of a state/configuration, is
the sum of the sizes of all properties of all configuration
items in a state.

• Compression (CP): Using compression, every state is
compressed before being stored.

TABLE II
CONFIGURATION ITEMS (CIS) USED IN EACH MODEL.

SEE FIG. 2 FOR CONFIGURATION ITEMS

• Deterministic minimal automaton (DMA): This tech-
nique uses minimal automatons to optimize the search.
According to Ben-Ari [8], DMA is comparable to binary
decision diagram-based model checking in NuSMV. Simi-
lar to compression, DMA trades performance for memory
consumption.

SPiN always makes use of partial-order reduction, a tech-
nique similar to our approach, which excludes certain inter-
leaving of effects by exploiting the commutative characteristics
among effects of change activities. The specific requirements of
partial-order reduction (among them commutability of effects
in respect to the states created [4]) does not hold for all effects
of the change-verification logic. Nevertheless, partial-order re-
duction is activated by default in all experiments involving the
SPiN model checker.

3) Our Special Purpose Model Checker: Extended Partial
Order Reduction (see Section III) has been prototypically im-
plemented in a special purpose model checker based on the
Java programming language. The formulas of safety constraints
and effects of change activities are described as executable
code that is evaluated over an object-oriented (OO) graph
which describes the configuration of a CMDB. This has two
advantages: first, the use of objects in an OO language is
close to the OO representation frequently present in commercial
CMDB systems [23] and in the Common Information Model
[24]. Second, frequently used effects and formulas can be
natively compiled at runtime (called Just-in-time compilation)
by the Java virtual machine to improve the performance of the
verification algorithm. Thus, two optimization techniques are
considered for the EPOR model checker:

• Just-in-time compilation (JIT): formulas of safety con-
straints and effects of change activities compiled in ma-
chine executable code;

• No Just-in-time compilation (noJIT): formulas of safety
constraints and effects of change activities interpreted by
Java virtual machine.

B. Infrastructure Models Used for Verification

In summary, the models we used in our benchmarks were
basically composed of routers, which in turn could be of high
or low capacity. Each of the routers could have a number of
routing interfaces, a routing table, and a mark (which is used
for routing purposes). An example of a CMDB instance we
considered is illustrated in Fig. 2. A brief description of the
models we considered is shown in Table II.
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TABLE III
RUNTIME COMPLEXITY DEPENDING ON MODEL, WORKLOAD, MODEL CHECKER, AND OPTIMIZATION TECHNIQUE

The models differ in the configuration items comprised in
each CMDB instance (Table II), the workload of change ac-
tivities supported by each model (Table III), and the specifica-
tion of change activities and safety constraints in each model.
Among the models there are highly optimized ones for a re-
stricted workload (e.g., Model2 for SHTp and SHTn change
activities and Model3 for FOp and FOn change activities)
and models that support workloads comprising a greater variety
of change activities (e.g., Model1 and Model4 for any static
routing change). Furthermore, there are minimal models, i.e.,
models with the minimal configuration items and properties
necessary to verify a workload. For example, Model4 is the
minimal model to verify any combination of static routing
change activities, while Model1 solves the same workloads but
contains unnecessary modeling detail (see Table II). Minimal
models require more experience in modeling but they also
often provide the better performance. Complex models are
close to reality but lack verification performance. As it cannot
be expected of a change manager to find the most efficient
model for verification, we address in this work a broad range
of models to solve the same workloads. All models have been
carefully engineered in the domain specific language of each
model checker to ensure the same detail of models, the same
logical specification of change activities and safety constraints,
and the best performance for each model checker.

C. Benchmarks

With the eight models and the workloads supported by each
of them (see Tables II and III) we obtain 32 combinations of
models and supported workloads. Each of these combinations

is called a benchmark and can be verified using any of the
three model checkers and any of the optimization techniques
(see Section VI-A) provided by it. With each three optimiza-
tion techniques for the NuSMV and SPiN model checkers
and two for our proposal, we obtain 8× 32 = 256 runs of
benchmarks4 (shortly called runs). In each benchmark the
configuration items describing a server (this depends on the
model, see Table II) are instantiated and linked to the config-
uration items describing the network. We look at clusters of
size 255, i.e., a group of 255 servers are managed by four high-
capacity and two low-capacity router interfaces as depicted in
Fig. 2. After that the change activities of the workload are
instantiated over every server/network configuration item(s),
depending on whether they change the configuration of a server
(SHTp, SHTn, FOp, FOn) or a network (otherwise). For
example, consider the benchmark of Model1 and the work-
load {SHTp, SHTn, FOp, FOn} (see entry in Table III). All
change activities in the workload are instantiated over configu-
ration items of the server as they only change the settings of a
server. Thus, solving this benchmark on a CMDB comprising
10 000 servers means to verify 40 000 change activities (four
change activities per server).

VII. EVALUATION

In this section we present an analysis of the results achieved
for each of the model checkers considered: our proposal

4All runs were performed on an Intel Xeon Processor with 2.8 Ghz and 4 GB
of RAM and the results presented herein comprise all problem sizes that can be
solved within 1 GB of RAM and 12 minutes.
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TABLE IV
AVERAGE PERFORMANCE FOR EACH MODEL CHECKER DEPENDING ON THE CHOSEN OPTIMIZATION TECHNIQUE

(OWN), NuSMV, and SPiN. We begin by presenting a brief
summary of our major findings. Then, we present a more de-
tailed discussion for each of the model checkers we evaluated.

A. Summary

Table IV shows the average performance (over all models
and workloads supported by them) for each model checker
depending on the chosen optimization technique. For example,
SAT LTL is the best choice in terms of performance on large
CMDBs in 62.5% of all cases for the NuSMV model checker
(measured over all models and workloads).

With regard to performance, our proposal always outper-
forms NuSMV with linear instead of polynomial and SPiN with
linear instead of exponential runtime complexity, regardless of
the model, workload, and optimization technique used.

Our proposal was also able to solve larger problem instances
than the NuSMV and the SPiN model checker independent
of the optimization technique or model used, in time- and
memory-constrained verification environments. Consequently,
even if an inexperienced change manager chooses the worst
model and optimization technique for our proposal, it still
solves larger instances than the best choice that can be made
for the NuSMV or SPiN model checker.

The results achieved have also shown the robustness of
our proposal. For example, a bad choice made in the model
and optimization technique of our proposal causes a runtime
increase linear in the size of the CMDB, compared to the best
case choice. In turn, the maximum penalty increases polyno-
mially (NuSMV) or exponentially (SPiN) when a bad model
and optimization technique are chosen for both general purpose
model checkers.

More importantly, the results have shown that the worst-case
runtime performance of our proposal is better than best-case
performance of NuSMV and SPiN. Even if an inexperienced
change manager chooses the worst-case combination of infras-
tructure model and optimization technique for our proposal, this
choice is still faster than the best-case choice that can be made
for the NuSMV or the SPiN model checker.

Finally, we observed that our proposal shows superior per-
formance over NuSMV and SPiN when it comes to verify the
different workloads to have caused Amazon’s network outage.
Our proposal was proven to be superior in runtime complexity,
practical runtime performance, robustness in respect to infras-

tructure models and optimization techniques, and scalability
to large problem instances for various workloads of change
activities to have caused Amazon’s data center outage.

Having provided a brief summary of the results achieved, in
the following sections we describe in more detail the perfor-
mance of each of the model checkers evaluated, considered the
set of benchmarks previously discussed.

B. Performance Results of the Special Purpose Model Checker

Next we summarize the results of our proposal.
• Our special purpose model checker has linear runtime

complexity independent of the optimization technique:
The runtime complexity of our proposal is linear in the
size of the Configuration Management Database (CMDB),
the number of change activities, and the number of safety
constraints. For example, the linear runtime complexity
can be observed in Fig. 3 which depicts the log-log graph
of the verification time of the SHTn workload on Model4
depending on the size of the CMDB. In log-log graphs
linear runtime complexity can be observed in curves with
a slope of one.

• Our proposal outperforms NuSMV and SPiN in any
benchmark: For every benchmark, our proposal always
outperforms NuSMV and SPiN. This even holds when
the worst-case optimization technique is chosen for our
proposal. For example, this can be observed in Fig. 3, in
which the measurements for “Just-in-time (JIT)” and “No
Just-in-time (noJIT)” compilation always lie well below
all curves of the NuSMV and SPiN model checkers. This
holds for the remaining 31 benchmarks as well. We later
show in Section VII-G the even stronger statement that the
worst-case choice of model and optimization technique
made for our proposal still outperforms the best-case
choice that can be made for the NuSMV and SPiN model
checkers.

• On large domains just-in-time compilation outper-
forms code interpretation: Just-in-time compilation only
enhances runtime performance on large CMDB sizes
while it imposes a runtime penalty on small CMDBs. This
is because the time to compile code does not outweigh the
faster execution performance gained by the native execu-
tion of effects of change activities and formulas of safety
constraints for small problem instances. For example,
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Fig. 3. Verification time of model checkers for SHTn workload on Model4.

in Fig. 3 noJIT is faster than JIT for problem sizes smaller
than 600 servers. After that the runtime improves when
just in time compilation is used.

C. Performance Results of NuSMV Model Checker

Next we summarize the results for NuSMV:
• NuSMV mostly has polynomial runtime complexity:

NuSMV solves 84% (81 out of 96 runs) of the 32 bench-
marks in polynomial time, otherwise runtime varies be-
tween polynomial and exponential (15 out of 96 runs).
The runtime complexity reaches phases of exponential
complexity for certain workloads verified with Model5 and
Model6 (see Table III). The polynomial (or higher/worse)
runtime complexity can be observed in Fig. 3 as the Binary
Decision Diagram-based Computation Tree Logic (BDD
CTL), Binary Decision Diagram-based Linear Temporal
Logic (BDD LTL), and Satisfiability Linear Temporal
Logic (SAT LTL) curves of the log-log graph have a
slope larger than one corresponding to polynomial or
exponential complexity. In the corresponding semi-log
graphs these curves grow slower than a straight line, which
indicates polynomial instead of exponential complexity.

Similar observations can be made for all benchmarks.
• NuSMV performs better than SPiN and worse than our

proposal in any benchmark: For every benchmark even
the worst-case optimization technique of NuSMV outper-
forms the best-case choice of the SPiN model checker.
This can be easily observed in Fig. 3, where the BDD CTL,
BDD LTL, and SAT LTL curves always lie well below all
measurements made for the SPiN model checker.

• On large (small) domains SAT LTL (BDD LTL) per-
forms best most frequently: In 62.5% of all benchmarks
SAT LTL model checking provides the best runtime per-
formance on large CMDB instances followed by BDD
CTL model checking (best in 37.5% of all benchmarks)
and BDD LTL model checking. In turn, on small CMDB
instances BDD CTL model checking always performs
fastest while the winner for large problem instances (SAT
LTL) only provides the second best performance. Sim-

ilarly to large instances, BDD LTL delivers the worst
performance on small instances. Compared to our pro-
posal, the performance of NuSMV can be less easily
predicted. While we can obviously recommend JIT for
large CMDBs (and, analogously, noJIT for small ones),
an obvious recommendation for NuSMV can only be
provided for small CMDB instances (BDD CTL model
checking) while SAT LTL - the best choice for large
CMDB instances - only achieves the best performance in
62.5% of the benchmarks. Note that Fig. 3 provides one of
the examples where BDD CTL model checking initially
performs better than SAT LTL on small CMDB instances,
but is overtaken by SAT LTL model checking when the
CMDB size increases.

D. Performance Results of SPiN Model Checker

Next we summarize the results of the SPiN model checker:

• SPiN mostly has exponential runtime complexity: SPiN
mostly has exponential runtime complexity (85%, 82 out
of 96 runs) and for a few cases runtime complexity varies
between polynomial and exponential (8%). For some runs
(6%) involving Model7 and Model8 in combination with
the minimal automaton (DMA) optimization technique we
were unable to graphically determine runtime complexity
because only two problem instances could be solved. The
exponential runtime complexity can be identified in Fig. 3
because the slopes of “No compression (NCP)”, “Com-
pression (CP)”, and “Deterministic minimal automaton
(DMA)” curves are larger than one and the curves appear
as straight lines in the corresponding semi-log graphs.

• SPiN always performs worse than NuSMV in every
benchmark: For any benchmark, even the best-case opti-
mization technique for SPiN is outperformed by the worst-
case optimization technique of NuSMV. For example, all
NuSMV measurements lie well below that of SPiN in Fig. 3.

• On large (small) domains compression (no compres-
sion) performs best on average: On large domains state
compression provides the best runtime performance in
75% of all benchmarks. In the remaining 25% of all
cases no compression is faster than compression. In turn,
on small domains no compression provides the best per-
formance in 81% of all cases. In the remaining cases
compression is faster on small CMDB instances. The
deterministic minimal automaton strategy always has the
worst-case runtime performance on small and large
CMDB instances. On small CMDBs compression causes
an overhead that slows down the verification performance
such that the “no compression” strategy is faster. However,
there are exceptions to this rule. Consequently, the perfor-
mance of SPiN is less easily to predict than that of our
proposal for which optimal choices exist.

E. Maximum Solvable Problem Instances

Besides the runtime and verification complexity, the
maximum size of problem instances solvable in a time- and
memory-constrained environment is important as well because
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significantly sized problem instances can occur for IT change
verification. The results are summarized as follows:

• Our proposal always solves the largest problem in-
stances: Our special purpose model checker solves the
largest problem instances in the time- and memory-
constrained environment—even if the best-case optimiza-
tion technique is chosen for NuSMV and SPiN.

• NuSMV always solves larger problem instances than
the SPiN model checker: NuSMV always solves larger
problem instances than SPiN - even if the best optimiza-
tion technique is chosen for SPiN.

We now shortly discuss the optimization techniques of each
model checker in terms of memory requirements:

• SPiN: Collapse compression solves the largest problem
instances most of the time: Compression enables the
SPiN model checker to solve the largest problem instances
in approx. 96.8% of all benchmarks. Compression only
has a small impact on the performance because it is also
the fastest strategy in 75% of all cases on large CMDBs
(see Section VII-D). Consequently, compression is the
SPiN strategy that solves the largest problem instances
(96.8%) in the shortest time (in 75% of all large CMDBs).
Following “Compression (CP)”, “Minimal automaton
(DMA)” solves the second largest problem instances and
“No compression (NCP)” the smallest instances.

• NuSMV: Binary Decision Diagram-based Computa-
tion Tree Logic (BDD CTL) and Satisfiability Linear
Temporal Logic (SAT LTL) solve roughly equally large
problem instances: BDD CTL (SAT LTL) solves the
largest problem instances in 56% (59%) of all cases. Both
can be regarded as roughly equally good when it comes to
solve the largest problem instances. However, in 34% of all
benchmarks BDD CTL solves the second largest problem
instances while SAT LTL only solves 22% of all cases
placed second. Consequently, considering first and second
places BDD CTL provides the better strategy although
it solves slightly less benchmarks placed first. However,
BDD CTL is not the best recommendation in terms of
performance on large CMDB sizes. Consequently, SAT
LTL might still be a good choice. It has slightly worse
scalability in terms of problem sizes but its runtime per-
formance is better on large CMDBs (see Section VII-C).

• Extended Partial Order Reduction (EPOR): Just-in-
time compilation (JIT) solves roughly equally large
problem instances as code interpretation (noJIT): We
were unable to determine which optimization technique
solves the larger problem instances, as in our experiments
the slightly different memory consumptions observed fa-
vored neither JIT nor noJIT.

F. Robustness of Runtime Performance

To discuss robustness quantitatively, we introduce the metric
described next. The best-case (worst-case) verification time of
a workload w using a model checker m is the shortest (longest)
runtime for verification that occurs when the optimal (worst)
model and optimization technique is chosen to verify w on
m. The difference between the worst- and best-case verifica-

Fig. 4. Maximum penalty of the model checkers on SHTp, SHTn, and
SHTp&SHTn workloads.

tion time is called penalty. The penalty metric indicates the
maximum additional verification runtime that occurs when an
inexperienced change manager chooses the most unfavorable
model and optimization technique instead of the best solution.
Finally, we say that a model checker m1 is more robust than m2

with respect to a workload w if and only if the penalty of m1

(for w) is lower than that of m2 (for w).
Fig. 4 exemplary depicts the log-log graph of the maxi-

mum penalties of all model checkers for the SHTp, SHTn,
and SHTp&SHTn workload. The penalty of our proposal
increases linearly with the size of the CMDB as the curves
converge to a slope of one in the log-log graph. Thus, should
a change manager—due to lack of knowledge in the design of
efficient verification domains and models—choose an adverse
model and/or optimization technique, he or she will not be
penalized more than linearly in the size of the CMDB. In
turn, the penalty of NuSMV increases polynomial with the
size of the CMDB. Although phases of exponential runtime
complexity can be observed for NuSMV and dynamic routing
workloads (see Model5 and Model6 in Table III), the penalty
for these workloads remains polynomial in the size of the
CMDB. This is the case because the penalty is only calcu-
lated for problem sizes that are solvable in any benchmark,
i.e., solvable by every model and optimization technique. As
the phases of exponential runtime only appear for problem
sizes not solvable in every benchmark, the penalty increases
polynomially. Different to NuSMV, the penalty of SPiN is
mostly exponential in the size of the CMDB. However, for
some workloads (HCRIncrOSPF , LCRDecrOSPF , and
HCRIncrOSPF &LCRDecrOSPF ) the lack of measure-
ments does not allow to determine the complexity of the
penalty. All in all, our proposal is not only faster, but also
more robust than the SPiN and NuSMV model checkers when it
comes to verify the IT change workloads that could have caused
Amazon’s data center outage.

G. Worst- and Best-Case Performance

Our proposal always outperforms the NuSMV and SPiN
model checkers - independent of the model and optimization
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Fig. 5. Worst- vs. best-case verification time of the model checkers on SHTp
workload.

technique chosen. Even if an inexperienced change manger
chooses the most adverse model and optimization technique
for our proposal, it sill outperforms the best choice in terms of
model and optimization technique for the other model checkers.
In other words, optimization technique and degree of refine-
ment of the infrastructure model do not matter for the EPOR
model checker to outperform the others.

For the sake of brevity, we only depict the best- and worst-
case performance analysis of the SHTp workload in Fig. 5.
The curves of the other workloads have similar shape. The
best- and worst-cases are determined for each model checker
among all models that support the workload (Model1, Model2,
and Model4 for the SHTp workload) and all model checker
specific optimization techniques. Note that measurements are
only depicted for CMDB sizes for which every combination
of model and optimization still solves the verification problem.
Thus, we make sure that only problem sizes are considered for
which the choice of model and optimization technique does
make a difference in terms of computability.

VIII. CONCLUSION AND FUTURE WORK

As the success of today’s businesses heavily depends on the
availability of IT systems and services, every change affecting
them comes at a risk that threatens the business. A promising
approach to prevent outages caused by IT change operations is
the logical verification of changes against safety constraints be-
fore their execution. However, existing general purpose model
checkers do not scale to the size of realistic configurations.
To solve this problem, we introduced in this work Extended
Partial Order Reduction (EPOR), a novel model checking al-
gorithm that significantly reduces the complexity of IT change
verification from polynomial/exponential to linear complexity.
A logic for IT change verification adhering to EPOR has been
introduced and was shown to be expressive enough to describe
several scenarios that could have caused a recent outage in one
of Amazon’s data centers. An evaluation comprising a total of
256 runs of 32 benchmarks based on Amazon’s data center
outage provided evidence that our algorithm significantly out-

performs the state of the art SPiN and NuSMV model checkers
for a variety of model checker specific optimization techniques,
network change operations, and infrastructure configurations.
Furthermore, the analysis showed that our approach is more
robust to the inputs of change managers inexperienced in the
formalization of efficiently verifiable models.

The application of formal methods, e.g, verification, to man-
age changes and configurations of IT systems, is a relatively
new and promising approach to address the challenges imposed
on change mangers by the ever increasing complexity of IT
infrastructures. It is important to mention that formal methods
as presented herein are meant to complement the technical
skills of administrators and should find their way into advisory
management systems that check administrators’ changes for
soundness. As a first step of many towards this goal, we
introduced in this work a verification approach for IT change
verification that, for the first time, possess the scalability neces-
sary to perform IT change verification on large configurations.
There are two research challenges we envisage as prospective
directions for research in the field. First, processes need to be
developed to reliably determine the most critical changes and
safety constraints to be protected by verification. We believe
that risk analysis is a promising direction to solve this question.
Second, methods need to be developed to check the logical cor-
rectness and completeness of the formalized change activities
and safety constraints.
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