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Abstract—Today’s enterprise networks wrestle with accommo-
dating an ever-growing number of devices of different types,
supporting increasingly demanding applications and ever more
complex services, and protecting their users from sophisticated
and disrupting cyber threats. In response, a proposed archi-
tectural approach for improving network management, referred
to as Intent-Based Networking (IBN), has attracted significant
attention. It is built on the premise that network operators specify
network policies in natural language and the network correctly
translates these spoken intents (e.g., policies) into proper
device-specific configurations that are then deployed across the
network to reliably act on the operators’ expressed intents.
Unfortunately, IBN has not yet fully delivered on its promise
of automated, fast, and reliable policy deployment, mainly due
to the significant challenges that the reliance on methods from
Natural Language Processing (NLP) or more recent techniques
from Machine Learning (ML) and Artificial Intelligence (AI)
poses for unambiguously and accurately translating the myriad
of intents that operators can express in natural language into
“trustworthy” device configurations. This paper uses LUMI, a
recently designed end-to-end prototype of a system that allows
operators “to manage their network by talking to the network,”
as an illustrative case study. In particular, we use it to elaborate
on the different functionalities such systems should have to realize
IBN’s vision of automating the fast deployment of policies. At the
same time, we leverage LUMI to highlight the extra efforts that
are required to ensure that the deployed policies can be entrusted
to accurately express and execute the operators’ original intents.
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I. INTRODUCTION

AS MODERN networks grow in size and complexity,
their operation becomes increasingly prone to human

errors [1]. This trend has driven both industry and academia
to try to automate network management and control tasks,
avoiding having humans in the loop whenever and wherever
possible [2], [3]. In recent years, researchers have envisioned
managing and controlling networks that can automatically
understand, refine, deploy, and execute human instructions for
their own operation. This concept is commonly referred to as
Intent-based Networking (IBN) and describes the ability of a
network to interpret and implement high-level objectives or
business goals (e.g., specifying desired levels of quality of
service, security, or performance for particular applications or
services) without the operators having to worry about how the
network will achieve them [4].

Since this vision of IBN promises to enable the automated
and fast deployment of network intents that are expressed in
natural language, it has attracted significant interest from the
largest tech companies [3], [5] and service providers [6], [7].
Although they may differ in their motivation to pursue IBN,
these companies view IBN as a means of reducing operational
cost, especially at a time when they face a shortage of
operators with the necessary domain expertise (e.g., technical
knowledge of network programming languages or vendor-
specific Command-Line Interfaces (CLI)).

Given the growing interest from industry and the gen-
eral appeal of IBN, a number of studies have attempted
to leverage methods from NLP or the latest AI/ML-based
techniques (e.g., Large Language Models, or LLMs) to solve
networking-related problems (e.g., see [8], [9], [10], [11] and
references therein). However, while IBN’s general appeal is
partly because it allows operators to express the same intent
using different phrasings, this flexibility also creates enormous
challenges for generating suitable configurations. In particular,
to realize IBN in practice by deploying these generated con-
figurations in real-world production networks, operators must
be able to “trust” these generated configurations in the sense
that the latter have to capture the operators’ expressed intents
unambiguously and accurately. Unfortunately, providing such
guarantees that would make operators comfortable deploying
the generated configurations in safety-critical settings and
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Fig. 1. The (extended) LUMI pipeline at a glance.

using them for high-stakes decision-making in their production
network environments is currently not part of the state-of-the-
art NLP or AI/ML methods used in this area [12].

These limitations notwithstanding, recent advances in
AI/ML have made it possible to use NLP-based methods
for trying to solve specific problems in the networking
domain [8], [11], [13]. For example, by taking advantage
of some of these advances, we designed and implemented
LUMI [14], a prototype of a system with a conversational
interface that enables an operator “to talk to the network.”
Given that LUMI is highly modular, with each of the modules
enabling well-defined functionalities, having their own set of
requirements and resulting in their own design choices, its
design allows for easy plug-and-play, where existing modules
can be replaced with alternative solutions, or new modules can
be included. As a result, LUMI‘s architecture is extensible and
evolvable and can easily accommodate further extensions or
enhancements.

We use LUMI as a case study to present an in-depth
account of how AI/ML methods, in conjunction with recent
progress in other relevant scientific areas, can be leveraged to
realize IBN. In the process, we elaborate on how LUMI can
ensure that as the operators’ original intents traverse the LUMI

pipeline, they are correctly interpreted so that only “trusted”
configurations are deployed. Here, the LUMI pipeline refers to
the workflow that starts with receiving as input an operator’s
intent expressed in natural language, translating these natural
language utterances into configuration commands, and finally
deploying the generated configurations in the network to carry
out the operator’s intent.

In particular, in this paper, we describe two main contribu-
tions. First, we demonstrate the benefits of LUMI‘s modular
design by presenting and evaluating an extension of LUMI‘s
initial design for detecting ambiguities between newly consid-
ered intents and already deployed configurations (Section IV).

Second, we show that our extended version of LUMI is one
of the first examples of an AI/ML-based approach to IBN
that provides the critical features for operators to trust the
generated configurations (Section V).

Figure 1 shows the high-level design of the proposed
extension of the original version of LUMI and uses the intent
examples “Hey, Lumi! Inspect traffic for the dorm.”, “Block
video streaming traffic for students in the dorm.”, and “Hey
Lumi! Block UDP traffic for the server.” to illustrate the
breakdown of the workflow by which this extended version
of LUMI accomplishes the stated objectives. The figure also
serves as a roadmap for providing in Section III a brief
summary of the original LUMI pipeline (i.e., without the
Ambiguity Detection module) and describing in Section IV
the design and evaluation of the newly developed module for
detecting ambiguous intents. These sections are preceded by
a discussion of related work in Section II and are followed
by Section V that gives a detailed account of how the
extended version of LUMI engenders operators’ trust. The
paper concludes with a discussion of the limitations of our
extended version of LUMI and a description of open challenges
that constitute a rich agenda for future research in this area.

The extended LUMI pipeline described in this paper repre-
sents a promising step towards realizing the vision of IBN of
achieving fast, automated, and reliable policy deployment. By
letting operators express intents in natural language, LUMI not
only simplifies the jobs of network operators (i.e., deploying
policies) and saves them time, but it may also help network
providers reduce their operational costs. Importantly, LUMI‘s
design highlights the extra efforts that are needed when relying
on error-prone AI/ML-based decision-making to solve network
management problems that tolerate no mistakes and require
solutions that are unambiguous, accurate, and correct at all
times. In this sense, LUMI also serves as a general guide for
how to build systems that network operators can trust and use
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“to talk to the network with confidence” (i.e., with guarantees
that intents are correctly interpreted and deployed).

II. RELATED WORK

Given LUMI‘s primary goal of refining and deploying
intents expressed in natural language, the five-stage processing
pipeline shown in Figure 1 represents a logical “division
of labor” and is an intuitive design choice for the system.
However, designing each of the five modules comes with
design choices that require careful consideration for the set
of desired features and requirements we want each module to
satisfy. Before discussing the various design choices we made
for LUMI, we first review related existing work in this area.

A. Intent-Based Networking

Recent survey papers, such as [15], [16], summarize the
latest efforts to realize the IBN vision for different networking
domains, including enterprise and cellular networks. We
briefly describe some of these prior efforts, but note that they
all differ from LUMI in the sense that they are not concerned
with using natural language for engaging network operators in
a purposeful dialogue.

One category of previous efforts deals with the problem of
middlebox chaining. Works such as [17], [18] focus on deter-
mining which virtual network functions should be chained to
fulfill network and security intents from network operators.
Another category is concerned with policies related to access
control lists (ACL) and privacy. Several works [19], [20], [21],
[22] propose automatic processes for refining, deploying, and
enforcing ACL policies, leveraging distinct abstractions for
describing intents, such as graphs and special-purpose intent
representation language. A third category consists of prior,
more architectural IBN-related efforts. One example is [23]
that describes an extension of the Nile language and uses it
to declare intents that express how to program P4 switches.
Another example is [24], [25], where the authors focus on
designing and modeling end-to-end IBN-based network archi-
tectures but are not concerned with practical aspects like
implementing the proposed system.

B. Dealing With Conflicts and Ambiguities

Recent interest and proposals in advancing the use of
IBN have spurred efforts to address conflict detection and
automated resolution. Most of the recent work in this area
focuses on strict algorithmic solutions for analyzing the static
properties of network intents and identifying conflicting behav-
iors. However, these solutions often fall short of detecting
dynamic interactions between intents once deployed on the
network substrate.

In [26], [27], the authors propose a Prolog-based declara-
tive model to describe intents for chaining Virtual Network
Functions (VNFs), with the capability of automatically iden-
tifying and resolving certain types of conflicts between two
intents. A different approach is considered in [28] where the
authors describe a GUI-based system for users to express their
intents that is also capable of detecting conflicts and makes up
to ten attempts to automatically deal with detected conflicts

while making the least amount of changes to previously
deployed intents. Their algorithmic approach relies on pair-
wise comparison of incoming intents with previously deployed
intent, relying mostly on analyzing intents types, affected
endpoints and chosen parameters. To contrast, the authors
of [29] rely on a method that is based on a Satisfiability
Modulo Theory (SMT) solver to detecting conflicts between
networks intents that compose a network policy set. This
method leverages the commonly-used five-tuple definition to
uniquely identify incoming packets and determine if they
match more than one expressed intents.

Despite providing interesting stepping stones for dealing
with conflicts, these works still do not cover the extent of
LUMI-supported operations and the ambiguities that may arise
from combining them. In fact, as highlighted in [27], very few
works have even attempted to classify the types of conflicts
that may occur between network intents, an effort that further
depends on the representation used to express those intents.
Given LUMI‘s support of natural language intents, scrutinizing
the possible interactions between intents for conflicts and
ambiguities remains an open problem.

C. Intent-Based Networking and AI/ML

From its conception, the proposal of IBN has been intrinsi-
cally tied to advances in AI/ML to fulfill it. Earlier works often
relied on recurrent neural network models with an established
track record in NLP techniques, such as LSTMs, for intent
refinement [30]. With the recent advances in transformer-based
Large Language Models (LLMs) such as OpenAI’s ChatGPT,
Google’s Gemini and Meta’s LLaMA, a number of research
efforts have attempted to reap the benefits of those models and
apply them to IBN [31].

In [32], the authors propose AppleSeed, an intent-based
end-to-end system that leverages ChatGPT to translate natural
language intents directly into Python scripts to manage
networking infrastructure. Similarly, the approach described
in [10] relies on LLMs to iteratively generate network policies
and execute them through a series of API calls based on
which action was identified by the LLM (e.g., create,
delete, validate). In [33], the authors extend their proposal
to use another LLM to analyze collected healthcheck met-
rics from deployed intents to identify “intent drift” (i.e.,
checking if the original intent is still true) and suggest
corrective actions to fulfill the original intent again. In [34],
the authors also leverage LLMs to propose an end-to-end
IBN architecture, translating natural language intents into a
standardized intent notation, such as ETSI’s Network Service
Descriptor.

Of particular interest and perhaps closest to our work is the
recent paper [35] that presents NAIL, a network management
architecture that relies on NLP and AI/ML techniques to
translate network intents expressed in natural language into
data-plane programming code, such as P4 or DPDK, that
satisfies the described intent. However, it is noteworthy that the
authors of NAIL forgo the use of modern LLMs because of the
unreliability of the code generated by such models. Instead,
the authors rely on more traditional and well-established NLP
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techniques to identify key objectives and network components
described in the network intents.

While not strictly related to IBN, other works enable
operators to use natural language for some network con-
figuration tasks by relying on LLMs as well. In [11], the
authors use LLMs to generate task-specific code to analyze
and manipulate a graph structure that models the under-
lying network infrastructure. In [36], the authors propose
NETBUDDY, an LLM-powered system that uses a multi-
stage refinement process to translate natural language policies
and requirements into low-level network configurations in
the form of P4 programs. Some of these works acknowl-
edge the mistakes from LLMs and provide basic safeguards
to mitigate them, such as leveraging sandbox environments
for deployment [10], [11], [33] or relying on intermediate
representations instead of directly generating configuration
code [36]. However, aside from [34], these studies lack the
means to prevent LLMs from making mistakes and producing
erroneous network configuration, and most of them are more
concerned with ensuring that LLMs achieve a correct syntax
than warranting that the underlying semantic meaning of
the original intent is fulfilled. In fact, none of these works
support LUMI-like capabilities such as verifying and validating
generated configurations through direct interactions with and
feedback from the operator.

III. THE ORIGINALLUMI PIPELINE: A RECAP

The original design and implementation of LUMI as
described in [14] resulted in a prototype of a system with
a conversational interface that enables operators “to talk to
the network.” The modular nature of this design defines a
workflow (i.e., the LUMI pipeline) that starts with receiving
as input an operator’s intent expressed in natural language,
translating these natural language utterances into configuration
commands, and finally deploying the generated configurations
in the network to carry out the operator’s intent. Formally,
the original version of this pipeline is comprised of the
Information Extraction, Intent Assembly, Intent Confirmation
(and Feedback), and Intent Deployment modules. In this
section, we briefly summarize the purpose and functionality
of each of these four different modules. For a more detailed
account of the original LUMI pipeline and its design, we refer
to [14].

A. Information Extraction

This module is responsible for considering intents such
as those shown on the left-hand side of Figure 1, correctly
extracting named entities, and correctly labeling them by their
type. In the case of the example intents, the extracted named
entities and their types are given in the column “Information
Extraction” in Figure 1.

The main building blocks for LUMI‘s Information
Extraction module are a chatbot interface as its entry point
and the use of Named Entity Recognition (NER) [37] to extract
and label entities from the operators’ natural language intents.
Given the popularity of personal assistants, such as Google
Assistant, Amazon Alexa, or Apple Siri, LUMI‘s goal in

providing a natural language interface goes beyond facilitating
the lives of traditional network operators to possibly include
technologically less savvy users such as homeowners who may
want to manage their home networks.

Solving the NER problem involves applying machine learn-
ing (for extracting named entities in unstructured text) and
using a probabilistic graphical model (for labeling the iden-
tified entities with their types). Although, in theory, NER is
largely believed to be a solved problem [38], in practice, to
ensure that NER achieves its purpose with acceptable accuracy,
some challenges remain, including careful “entity engineering”
(i.e., selecting entities appropriate for the problem at hand), a
general paucity of tagged or labeled training data, and a lack
of trust in the correctness of the extracted and labeled entities.

LUMI addresses these challenges by defining the set of
entities hierarchically and organizing them into three different
categories: common, composite, and immutable entities. Here,
common entities form the bottom of the hierarchy, comprise
raw textual values, and largely determine what LUMI can
understand. For example, the textual values in the common
entity class @middlebox are network functions such as fire-
walls, packet inspection, and traffic shaping. The hierarchy’s
intermediate level consists of composite entities. The entities
in this class do not have any inherent nouns, verbs, or
even synonyms associated with them; they only establish a
relationship between common entities through the aggrega-
tion of prepositions and help with avoiding ambiguities (see
Section IV). For example, the composite entity class @origin
consists of composite values such as “from @location” and
“from @service”. Finally, immutable entities make up the top
of the hierarchy and form the core of LUMI. In particular,
while the entity class @operation expresses the operations that
Nile supports (e.g., “allow”, “block”, “set”), the entity class
@entity consists of a list of LUMI-supported common entities
(e.g., “group”, “location”, “service”).

To extract and label entities (i.e., actions and targets)
from the intent the operator expresses in natural language,
LUMI leverages the machine learning-based NER approach.
LUMI’S NER architecture is described in detail in [14] and
uses an enhanced version of the Long Short-Term Memory
(LSTM) model (i.e., the so-called Bi-LSTM model [39]).
Then, LUMI employs a statistical modeling method known
as Conditional Random Field (CRF) for entity labeling [40]
using Inside-Outside-Beginning (IOB) tagging for identifying
entity values with multiple words [37]. LUMI‘s NER algorithm
is trained with domain-specific entities to recognize network
intents concerned with common features such as middleboxes,
service-level agreement requirements, temporal restrictions,
and network endpoints.

Since the initial design of LUMI, new advances with
Transformer recurrent neural networks [41] have led to
improvements for solving the NER task [42] with models
such as BERT [43], DIET [44] and GPT-4 [45]. Although
Transformer-based classifiers achieve better performance for
general-purpose natural language processing, we found the
simpler LSTM architecture to be competitive for extract-
ing networking-related information from natural language.
At the same time, because of LUMI‘s fully modular
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TABLE I
OVERVIEW OF Nile-SUPPORTED OPERATIONS

design, nothing prevents a researcher from replacing LUMI’s
existing information extraction module with a Transformer-
based module without affecting the system’s end-to-end
functionality.

B. Intent Assembly

Using a chatbot interface with NER capabilities as the front
end of LUMI solves only part of the problem of defining
and deploying network intents. For example, if a network
operator asks a chatbot “Please add a firewall for the dorm.”,
the output of the extraction module could be the following
entities: {middleboxes: ‘firewall’}, {target: ‘dorm’}. These
two pairs of key-values do not translate immediately into
meaningful network configuration commands. Assembling the
extracted entities into a structured and well-defined intent such
that it can be interpreted and checked for correctness by the
operator before being deployed in the network calls for an
abstraction layer between natural language intents and network
configuration demands.

LUMI relies on an extended version of the Network Intent
Language (Nile) to serve as abstraction layer language. In
previous work [46], we proposed an initial version of Nile,
which provided minimal support for intent definition and
focused primarily on service-chaining capabilities. However,
LUMI uses an extended version of Nile which provides support
for crucial features for network management in real-world
environments (e.g., usage quotas and rate-limiting). Closely
resembling natural language, this extended version of Nile has
a high level of legibility, reduces the need for operators to
learn new policy languages for different types of networks, and
supports different configuration commands in heterogeneous
network environments. Using this extended version of Nile as
abstraction layer language, the purpose of the Intent Assembly
module is to ingest as input the output of the Information
Extraction module (i.e., entities extracted from the operator’s
utterances), assemble this unstructured extracted information
into syntactically correct Nile intents, and then output them.

Table I shows the main operations supported by the
extended version of Nile. The full grammar of Nile, in EBNF
notation, is available on LUMI’s website [47]. Some operations
have opposites (e.g., allow/block) to undo previously deployed
intents and enable capturing incremental behaviors stated by
the operators. Other operations in a Nile intent are mandatory,
such as from/to or for. More specifically, an operator cannot
write an intent in Nile without stating a clear target (using
for) or an origin and a destination (using from/to) when the
direction of the specified traffic flow matters.

C. Intent Confirmation and Feedback

Using natural language to operate networks (e.g., as part
of IBN) is subject to inherent vagueness that arises from the
different ways in which operators can express the same intent
in different network environments in natural language. To
address this problem, LUMI is designed with a learning-based
solution and leverages the chatbot interface implemented as
part of its first module.

In particular, the purpose of LUMI‘s Intent Confirmation
module is to make sure that the output of the Intent Assembly
module (i.e., syntactically correct Nile intents) is confirmed
by the operator before being deployed. Importantly, when
presented with assembled intents that result in false positives
or false negatives, the operator is asked to provide feed-
back that LUMI subsequently uses to augment the original
training dataset with new labeled data; that is, LUMI learns
new constructs over time, gradually reducing the chances of
making mistakes. Although this interaction may slow down
initial intent deployments until LUMI adapts to the operator’s
usage domain, it is essential for guaranteeing reliable intent
refinement and deployment.

Extracting pertinent information from user feedback also
requires identifying specific entities in the feedback text,
similar to extracting entities from an input network intent. To
this end, LUMI uses the same NER model for both tasks,
relying primarily on the immutable @entity to extract which
entity class is being augmented and what value is being added.
Relying on the same NER model also requires retraining of
the model to identify and extract entities in the received user
feedback. However, since LUMI‘s interactions with the user
are limited to answering simple questions, processing user
feedback does not require a large set of training samples.

D. Intent Deployment

The fourth and last module of the original LUMI pipeline
compiles the operator-confirmed Nile intents into code that
can be deployed on the appropriate network devices and then
executes the original network intent expressed by the operator
in natural language.

To this end, the abstraction layer provided by Nile enables
compilations to a number of different existing network config-
urations, including other policy abstraction languages such as
Merlin [48], Janus [21], PGA [20], and Kinetic [49]. In view
of the set of supported features and code availability, we chose
to compile structured Nile intents into Merlin programs for the
LUMI’s Intent Deployment module. The Merlin language was
chosen over these alternative frameworks because of its good
fit with Nile, the network features it supports, its performance,
and the availability of source code. The following examples
illustrate a number of practical aspects of mapping Merlin
features to the set of operations supported by Nile intents.

Resolving logical handles. Logical handles in Nile intents
are decoupled from low-level IP addresses, VLAN IDs
and IP prefixes, which LUMI resolves (e.g., dorm →
10.1.2.0/24) using information provided during the boot-
strap process. ACLs rules are resolved similarly. Once LUMI

produces Merlin programs with resolved identifiers (i.e.,
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VLAN IDs, IPs, and prefixes), the compilation to the corre-
sponding OpenFlow rules is handled by Merlin.

Temporal constraints and QoS. As Merlin does not support
temporal policies, LUMI stores every confirmed Nile intent so
that it can install or remove device configurations according
to times and dates defined by the operator. Another feature
defined in Nile that is not natively supported by Merlin are
quota restrictions. Quota restrictions are achieved by relaying
all traffic marked with a quota requirement to a traffic-
shaping middlebox, taking advantage of Merlin‘s support for
middlebox chaining. Other QoS policies, such as rate limiting,
are already supported in Merlin.

Middlebox chaining. LUMI focuses on middlebox chaining,
i.e., correctly relaying traffic specified in the intents through
a sequence of middleboxes. Since the actual configuration of
each middlebox is done outside of LUMI, LUMI can handle
chaining policies associated with any middlebox type, virtual
or physical, compilation for which is straightforward since
Merlin natively supports middlebox chaining.

IV. THE EXTENDEDLUMI PIPELINE: AMBIGUITY

DETECTION MODULE

By enabling network operators to express network intents
in natural language and then translates these natural language
intents into device configurations, LUMI‘s original design
lacks the means for detecting, mitigating, or ruling out the cre-
ation of ambiguous forwarding rules. In this section, we define
what constitutes an ambiguity between two network intents
and demonstrate the benefits of the modular design of the
original LUMI pipeline by presenting the design, implemen-
tation, and evaluation of a new Ambiguity Detection module.
This new module enriches the original LUMI workflow and
can be easily inserted between the existing Intent Confirmation
and Intent Deployment modules to form an extended LUMI

pipeline capable of detecting ambiguities between newly con-
sidered network intents and already deployed configurations.

A. Ambiguous Network Intents: Definition

By allowing operators to express network intents with
temporal restrictions, quotas, QoS parameters, or high-level
ACL rules, LUMI is prone to result in potentially conflicting
intents that are outside the purview of commonly considered
conflicts in the data plane [50] or control plane [1], [51] (e.g.,
opposing forwarding behavior in distinct switches and routers).
To distinguish conflicts that arise due to LUMI‘s use of higher
levels of abstractions (i.e., natural language) from these more
traditional configuration conflicts, we refer to the former as
ambiguities and use the following formal definition of what
constitutes an ambiguity between two network intents.

Definition 1: We define intent ambiguity as a directional
relationship between pairs of network intents, denoted by
“Text” (T) and “Hypothesis” (H). Here, T refers to the ground
truth intent which is already deployed and H is the new intent
to be introduced. We say that H and T are ambiguous if there
is no possible network state in which both intents can be
asserted. Note that in the textual entailment framework [52],

TABLE II
TYPES AND EXAMPLES OF AMBIGUOUS INTENTS

Text and Hypothesis are termed the entailing and entailed text
fragments, respectively.

In effect, we require that before deploying any device
configurations that LUMI created in response to an operator’s
expressed network intent, the system checks for any possible
intent ambiguities, identifies them and informs the network
operator.

B. Detecting Intent Ambiguities

Given that the stated goal of LUMI‘s extended pipeline is
to prevent inconsistent device configurations resulting from
LUMI‘s use of natural language and higher-level abstractions,
designing an new Ambiguity Detection Module for LUMI boils
down to implementing a practical approach to identifying the
type of intent ambiguities that can arise from the operations
Nile supports.

To this end, we consider the operations supported by the
Nile language (see Table I) and map the ambiguities that may
occur between intents to ramifications of those ambiguities
in case the intents were deployed in the network. In view of
the limitations of simpler approaches to detecting ambiguities
discussed earlier (see Section II), LUMI’s Ambiguity Detection
module uses supervised learning to label pairs of intents as
ambiguities or as ambiguity-free. In the following, we first
discuss the key task of feature engineering (i.e., extracting
relevant features from each pair of intents) that is informed by
the effort of mapping different types of ambiguities and then
describe LUMI‘s choice of learning model for detecting intent
ambiguities. Note, however, that intent ambiguities are in
general a mixture of different types, and accurately identifying
them requires considering their entire feature set and not their
individual features in isolation.

1) Feature Engineering: When considering the operations
supported by Nile, Table II lists the six main types of ambi-
guities that can occur in a pair of Nile intents. Other types
of ambiguities may arise with the addition of new operations
and should be addressed accordingly. In the following, we
discuss some of these ambiguity types in more detail and list
the features that we selected as relevant for each type.

Path overlap. Figure 2(d) shows the two seemingly unre-
lated intents defined in the first example in Table II. However,
trying to deploy the new intent (left) with another intent
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Fig. 2. Path overlap ambiguity example: “Block UDP traffic in the servers.”
(intent 1 on left); “Inspect traffic for the dorm.” (intent 2 in middle); trying to
deploy new intent 1 with intent 2 already deployed will result in an ambiguity
(right).

(middle) already in place creates an ambiguity, as UDP traffic
for the dorm will be inadvertently dropped. To address this
type of ambiguity, we note that the paths on which the example
intents act overlap in the underlying network (i.e., links
between Gateway and IDS nodes). This observation motivates
computing the network path in which a new intent will be
deployed, comparing it with the path of the already deployed
intent, counting the number of switches and routers the two
paths have in common, and using the resulting count as the
feature. The longer the path the two intents share, the higher
the chances that the two intents contradict each other. In turn,
regardless of the configurations expressed in the two intents,
if the two paths do not overlap, the two network intents are
likely ambiguity-free.

Temporal overlap. Since Nile allows operators to specify
intents that take place at specific times during the day, it is
possible that two intents do not define an ambiguity, even
if they dictate opposite behavior for the same targets (e.g.,
see the second example in Table II). If not for the temporal
constraints, the two intents would contradict each other. To
detect this type of ambiguity, we can use as a feature the
temporal overlap that the two intents have (expressed in
minutes), where intents without any temporal settings are
considered active at all times.

QoS. QoS constraints are familiar sources of ambiguities,
and detecting them is a well-known hard problem (see, for
example, [21], [48]). We can select as the QoS feature a simple
binary marker of QoS feasibility that returns one if the QoS
metrics, constraints, and values in both intents do not oppose
each other, and zero if both intents are obviously surpassing
the capacity of their computed paths.

Negation. Since each Nile operation has a direct opposite
that negates it (e.g., add/remove, allow/block and set/unset),
the presence of one or more negations is one of the best
indicators of contradictory behavior. The feature we can use
to detect this type of ambiguity is computed as the number of
occurrences of negations in both intents.

Synonyms. Since operators are free to refer to operation
targets (e.g., service, location, or type of traffic) using different
words, LUMI relies on WordNet [53] to obtain synonyms of
operation targets in both intents and also uses a dictionary
of known “handles” for network devices and groups (i.e.,
different ways of addressing the same network elements). The
feature LUMI uses to deal with this type of ambiguity is the
number of matches it finds as it considers each synonym of an

operation target in the new intent and searches the operation
targets of the previous intent.

Hierarchy. As shown in the last example in Table II, ambi-
guities can sometimes occur due to a hierarchical relationship
between intent targets, services, or traffic, respectively (e.g.,
Prof. Doe vs. professors, BitTorrent vs. peer-to-peer traffic).
LUMI uses two features for this type of ambiguity; one for
intent endpoints and groups, and another for types of traffic,
services, and protocols. Both are binary indicators of ancestry
that encode whether any operation target of the new intent
is a descendant or ancestor of any operation target of the
previously deployed intent.

In addition to the features directly related to each of the
ambiguity types listed in Table II, LUMI also extracts several
features related to the similarity of both intents. It measures
the similarity of all Nile operation targets (i.e., endpoints,
services, traffic, etc.), generates a similarity score per target,
and also counts the number of occurrences of each operation
target. This process results in twelve features, representing the
lexical similarity scores for each of the three Nile operation
targets in each of the two intents. The similarity score is
computed using the SpaCy [54] built-in function of the Python
NLP library, which converts words into vector representations
and computes cosine similarity based on generated vectors.

2) Learning Model: Our implementation of LUMI‘s
Ambiguity Detection module uses a pre-trained Random
Forest Classifier. We arrive at that choice by standardizing
the input feature vectors (i.e., subtracting their mean and
dividing by their standard deviation to ensure all features are
within a common range) and using the transformed feature
vectors to train different learning models that also perform
feature selection (i.e., use PCA-like methods to analyze the
importance of features and consider only the most important
feature for the subsequent classification task). We then selected
the best-performing classification model out of three popular
candidates, i.e., Logistic Regression, Support Vector Machines
(SVM), and Random Forests (see below for more details).

C. Evaluation of the New Ambiguity Detection Module

In view of the detailed evaluation of the original LUMI

workflow and its four modules provided in [14], we focus
in the following on evaluating the newly-designed Ambiguity
Detection module of the extended LUMI pipeline. Also note
that the full implementation of the extended LUMI pipeline,
a working demo, and all datasets used in the course of
developing, testing, and deploying LUMI‘s different modules
are publicly available at [47].

To train and validate our Ambiguity Detection module, we
need an ambiguity corpus, i.e., a dataset of natural lan-
guage sentences annotated as ambiguous or non-ambiguous.
However, to the best of our knowledge, no such publicly avail-
able corpus exists. To circumvent this problem, we generated
three datasets of different sizes (with 100, 1,000 and 5,000
entries) with pairs of Nile intents that we annotated “by hand”
as being ambiguous or not. We use a standard campus network
topology [55] and known services, groups, and traffic to create
random pairs of Nile intents with and without ambiguities.
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Fig. 3. Learning curves for each model, trained with a 5,000 entries dataset.

We rely mostly on the principle of path overlap to generate
targets for the intents that do not share any network element,
or that do share network elements and have obvious opposite
operations.

1) Model Selection: For each dataset, we used a 75%-
25% train-test split, 10-fold cross validation, to evaluate
the three classification models: Logistic Regression, Support
Vector Machine (SVM) and Random Forest Classifier. Among
the three evaluated models, the Random Forest Classifier
achieved the highest Precision=0.819, Recall=0.819 and F1-
score=0.819, with the highest scores resulting from using the
5,000 entries dataset. Note that Precision and Recall have
similar values. This happens because the datasets are balanced,
with a similar number of ambiguous and non-ambiguous cases.
We also analyzed the learning curves for each model, shown
in Figure 3, where we plot the Mean Square Error (MSE)
obtained during training and during cross-validation with the
5,000 entries dataset.

The learning curves show that the MSEs for Logistic
Regression and SVM models are significantly higher than for
the Random Forest model. We also observe that for the former,
the MSEs for cross-validation converge to the training MSEs,
indicating a very low variance and a high bias. This means
that increasing the number of training cases will most likely
not increase precision and that we have reached the limit
of generalization of these models. In comparison, we note
that there is a large gap between cross-validation and training
MSEs in the case of the Random Forest model, indicating
higher variance and lower bias. Random Forest models tend to
work better with a large number of features, as is the case for
our problem. Therefore, if we increase the number of training
examples, we might be able to achieve higher precision. With
that in mind, we generated a new dataset with 10,000 entries
to train the Random Forest model to see if we could achieve
higher Precision and Recall rates. As expected, using the
10,000 entries dataset, we achieved our highest results for
Precision=0.893, Recall=0.889 and F1-score=0.888. We rely
on this Random Forest Classifier, trained with 10,000 samples,
as our final model for LUMI‘s Ambiguity Detection module
and use it for the remainder of this evaluation section.

2) Model Evaluation: To evaluate the accuracy of the pre-
trained Random Forest Classifier in our ambiguities detection
module, we used it to analyze the campus network intents
from the campi dataset (expressed in Nile), trying to identify
ambiguities in the policies published by the different universi-
ties. Universities with only one intent were discarded because

TABLE III
RESULTS OF RANDOM FOREST CLASSIFIER IN campi DATASET, BY

AMBIGUITY TYPE, RESTRICTED BY UNIVERSITY

we require at least two intents to check for ambiguities, and
we ended up with 213 unique pairs of intents when only
pairing intents from the same university. Using the same
generic campus network we relied on for generating our
synthetic datasets, we manually labeled each pair of intents
as having an ambiguity or being ambiguity-free, identified its
ambiguity type, and compared our results against this ground
truth.

Given that these published policies can be assumed to be
currently deployed in their respective universities, we did
not expect to encounter any ambiguities in this dataset. To
our surprise, we found nine of the 213 pairs of intents
to be ambiguous. The ambiguous intents were from four
universities and resulted from contradicting ACL and QoS
policies that were published on the universities’ websites.
However, since these intents were extracted from different
published documents on the universities’ websites, these ambi-
guities could result from inconsistencies across the university’s
different websites and might not exist in the universities’ actual
networks.

We used our labeled dataset of ambiguous intents as input
to our pre-trained Random Forest Classifier to classify each
example. The results in Table III show that despite being
trained with synthetic data only, our model is able to achieve
very good Precision and Recall in evaluating real-world intents
(i.e., F1 score of 0.947).

Noting the relatively small number of network intents that
we extracted from campus policies, we repeated the evaluation
of our ambiguity detection module with a larger dataset that
we generated by applying the same intent pairing method as
before (i.e., using the campi dataset), but without separating
intents by university. It allows us to examine the different
ways that universities handle network policies. The resulting
dataset consists of 1,221 unique intent pairs (including the
213 intent pairs from the smaller dataset used before) that we
also manually labeled as having an ambiguity (71) or being
ambiguity-free (1114) and categorized by type.

We again used our pre-trained Random Forest model to
classify each pair in this dataset and the results are shown
in Table VI. We observe that while our model remains
moderately successful in detecting most of the ambiguous
intents (i.e., reaching an F1 score of almost 0.8), it has
difficulties with some types (e.g., QoS intents and intents
with negating operations where it results in 18 False Positives
and 10 False Negatives). At the same time, in light of the
fact that our model was trained with entirely synthetic data,
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TABLE IV
RESULTS OF RANDOM FOREST CLASSIFIER IN campi DATASET, BY

AMBIGUITY TYPE, REGARDLESS OF UNIVERSITY

we are encouraged by these results. Even though the intents
were originally deployed in different networks and represent
therefore no actual ambiguities, our evaluation sheds light
on the potential of the classification model for detecting
nuances in intents expressed in natural language and accurately
classifying pairs of intents from real university policies. While
our approach helps mitigate the lack of annotated corpora of
intent ambiguities, it argues for special future efforts towards
the collection of datasets of real-world network intents in
support of learning-based approaches to detecting ambiguous
network intents.

3) Resource Usage: To assess the feasibility of LUMI‘s
Ambiguity Detection module to be deployed in practice,
we also analyzed the resource consumption of our chosen
ML model, as well as training and prediction times when
deploying a new intent. For this evaluation, we used a 16-
inch MacBook Pro, running MacOS Ventura 13.5 (22G74),
with an M1 Pro Processor, 32GB of RAM and 500GB of
storage. First, we measured training times for our Random
Forest Classifier model using the 10,000 entries dataset,
repeating the process 30 times, which resulted in an average
of 0.19 seconds (± 0.002 s) to train the model. Being an
ensemble model, Random Forest Classifiers are extremely
efficient when training with large amounts of data, given it
can be parallelized with multiple jobs. This explains the fast
training times, even on a standard laptop. As a result, the
consumed CPU and RAM during this training times were
negligible (around 1% on average).

Second, we analyzed the time it takes to predict if a new
intent is ambiguous before deploying it. We used the Random
Forest model to predict if each of the 50 intents in the
campi dataset were ambiguous with the previously deployed
intents (pair-wise), as they were deployed into the network.
We repeated this experiment 30 times and noticed that, as
expected, the time our Random Forest Classifier takes to
process a new intent increases linearly with each new intent
deployed in the network. While the first intents had prediction
times close to 0, as there were few intents to analyze, the
50th intent took roughly 0.7 seconds, on average, for the
model to process it (i.e., to compare the new intent with
49 previously deployed intents). However, this naive pair-
wise process could be greatly optimized, for instance, by
parallelizing the pair-wise predictions, or by constraining the
number of intents to include only the ones that affect the same
subnets of the network. In the process we measured negligible
CPU and RAM consumption throughout this experiment and
open-source all results on LUMI‘s GitHub repository.

V. ENGENDERING TRUST INLUMI

For IBN-generated configurations to be deployable in real-
world production networks, operators require that they can
“trust” them; that is, capture the operators’ expressed intents
unambiguously, accurately, and reliably. In this sense, IBN
defines an application domain of AI/ML for high-stakes
decision making that does not tolerate any mistakes, be they
false-positives or false-negatives. However, since state-of-the-
art AI/ML methods used in the networking area are in general
incapable of providing the type of guarantees that would
make operators comfortable with relying on IBN-generated
configurations to operate their production networks [12], LUMI

has been designed with special features that provide the means
for operators to gain confidence in the derived intents and trust
the generated configurations.

In this context, it is important to note that the considered
version of the LUMI pipeline errs on the side of caution and
asks for operator feedback and confirmation repeatedly and
at different stages within the pipeline. While this constant
interaction with the operator may appear to contradict the
concept of IBN that strives for reducing the need of humans
in the loop, with increased familiarity with LUMI, operators
are free to minimize the interactions to only those they deem
critical. To this end, it is easy to fine-tune the existing LUMI

pipeline to any desired level of operator-system interactions.
In the following, we discuss and explain the various module-

specific features that LUMI supports to help operators engender
trust in LUMI-generated configurations.

A. On the Use of NER for Information Extraction

The NER method described in Section III is an instance
of a supervised learning algorithm. The primary training step
consists of both adapting the weights of the Bi-LSTM model
and re-calculating the conditional distribution of the CRF
model to infer the correct NER tags, and this step may have
to be repeated until convergence.

Note that retraining can be done each time the existing
corpus of training data is augmented with new key-value
pairs or with existing entities used in a novel context (i.e.,
requiring a new tag). A basic mechanism for obtaining such
new key-value pairs or for benefiting from the use of existing
entities in a novel context is to engage users of LUMI and
entice their feedback in real-time, especially if this feedback
points to missing or incorrect pieces of information in the
existing training data. By enticing and incorporating such user-
provided feedback as part of the Intent Confirmation stage (see
Section III for more details), LUMI’s design leverages readily
available user expertise as a critical resource for constantly
augmenting and updating its existing training dataset with
new and correctly-labeled training examples that are otherwise
difficult to generate or obtain. After each new set of key-value
pairs is obtained through user feedback, LUMI augments the
training corpus and retrains the NER model from scratch.

Thus, LUMI’s approach improves upon commonly-used
NER implementations by incorporating user feedback that
enables LUMI to both learn over time (i.e., thus reducing
the problem caused by a paucity of labeled training data)
and gain the operators’ trust (i.e., by providing a means for
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operators to correct mistakes that LUMI may make as part of
the information extraction stage).

B. On the Use of Nile for Intent Assembly

To enforce the correct syntax of the assembled intent,
LUMI leverages the Nile grammar to guarantee that the intent
contains the required information for correct deployment. If
the grammar enforcement fails due to the lack of information,
the system prompts the operator via the chatbot interface to
provide the missing information. Assume, for example, that
the operator’s original intent stated “Please add a firewall.”,
without providing the target of the intent. Since specifying a
target is required according to the Nile grammar, the module
will not attempt to construct a Nile program but will instead
interact with the operator to obtain the missing information.

C. On the Use of Feedback for Intent Confirmation

LUMI’s Intent Confirmation module requires the output of
the Intent Assembly module (i.e., syntactically-correct Nile
intents) to be confirmed by the operator. If the assembled
intents result in false positives or false negatives, the operator
is asked to provide feedback that LUMI subsequently uses to
augment the original training dataset with new labeled data. To
this end, LUMI is designed to be able to learn new constructs
over time, gradually reducing the chances of making mistakes.

To reduce an operator’s need for technical knowledge
during this intent confirmation stage, LUMI supports feedback
interactions that induce the operator to provide the information
that LUMI needs. This is achieved by verifying if the required
entities for valid feedback have been filled, and asking com-
plementary questions in case they have not. A suggestion
capability was also implemented to enable operators to select
a button with the entities that LUMI did not extract.

To provide operators with more flexibility and not insist that
they have to use specific keywords, this module compares the
entities and values provided by the operators with synonyms
already in the training dataset. Figure 4 illustrates a case
where, due to a lack of training, LUMI misses an entity in
the input text, and the confirmation mechanism lets operators
easily catch this mistake and provide the necessary feedback
for LUMI to learn. Also, note that this module’s design is
conservative in that operator feedback is requested for each
assembled intent, irrespective of LUMI‘s confidence level
concerning its accuracy.

D. On using Learning for Ambiguity Detection

Operationally, the Ambiguity Detection module in LUMI

pairs a new Nile intent with each of the previously deployed
intents to extract a set of features and uses a pre-trained
Random Forest Classifier to produce a numeric result indicat-
ing if the new intent contradicts any of the intents deployed
in the past. If the predicted outcome classifies an intent as
ambiguous, LUMI uses the chatbot interface to ask for operator
feedback to decide whether it should keep the new intent or
discard the new or the old one. The output of this module
consists of a syntactically-correct Nile intent that LUMI also
considers to be ambiguity-free.

Fig. 4. LUMI‘s feedback mechanism in action (simplified).

Note that we lose some precision in the process by not
using a deterministic ambiguity detection method, but we can
cover every type of possible ambiguities between Nile intents.
Despite the precision loss and the training requirements, this
approach enables real-time ambiguity detection and limits
the complexity of the problem to the number of previously
deployed intents. However, as it is impossible for a machine-
learned classifier to achieve 100% classification accuracy,
having this ambiguity module does not eliminate the need for
formal verification of network properties, perhaps as a separate
module running post-deployment of confirmed intents. Still,
being able to alert operators of possible mistakes in real time
is an appealing feature in any networking management system.

VI. OPEN CHALLENGES

We consider LUMI to be a promising first step toward fully
realizing IBN, but several engineering and research challenges
remain. Among the engineering challenges, we mention the
need to get LUMI “production-ready” (i.e., to be used in real-
world production networks that consist of legacy equipment
from a variety of different vendors); the requirement to extend
LUMI for other use-cases (e.g., data-center networks that rely
on technologies such as VXLANs or NVGRE to share network
infrastructure between tenants); and the desire to accommodate
out-of-vocabulary natural language intents (e.g., referencing
to VLANs by group name vs IDs or dealing with misspellings
and grammatical errors).

In addition to the engineering challenges that a production
deployment of LUMI entail, the current version of LUMI also
identifies a number of research challenges that arise from
attempts at designing a more robust or “future-proof” version
of LUMI and include the following problem areas:

Using formal network verification techniques. Recent
efforts on formal network verification [1], [56], [57] provide
sub-second verification of waypointing, reachability, and isola-
tion properties. However, the potential of these existing efforts
for verifying configurations generated by LUMI-compiled
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intents notwithstanding, their adaptation to LUMI-specific set-
tings remains an open problem. At the same time, approaches
such as automated testing of intents in emulated environ-
ments [58] or methods for detecting and resolving conflicting
intents [21], [28] could benefit the validation of intent behavior
prior to deployment.

Ensuring the correctness of LUMI-generated config-
urations. Information extraction from natural language is
inherently prone to errors. LUMI alleviates this problem by
asking operators for feedback and using their responses to
check if the extracted information is correct. On the one hand,
leveraging the emerging generation of LLMs does not solve
this problem. Without knowing the root causes of the mistakes
that these LLMs make, operators will object to deploying
LMM-generated configurations in security- and safety-critical
settings like their production network environments. On the
other hand, by applying state-of-the-art ML pipelines such
as TRUSTEE [12] that explain ML model-based decisions
by means of purposefully-extracted decision trees, operators
could examine in detail how a particular NER-based model
extracts information from natural language, thus gaining trust
in how LUMI parses their intents.

Post-deployment behavior monitoring. To further improve
the trust of operators in LUMI-generated configurations, we
envision a LUMI pipeline that will also include a monitoring
module for collecting data that can be used to check if
the deployed configurations respect the intents produced by
the refinement process and achieve the objective(s) that the
operator expressed in the first place. However, deciding which
traffic, devices, and properties to monitor and which data to
collect will require instrumenting networks with an unprece-
dented level of control that is only possible by leveraging
emerging programmable data plane technologies [59], [60].

The need for data. The LUMI use case highlights the
scarcity of intent-related data, particularly labeled data. This
shortage is partly due to the diversity of intent representation
languages in the IBN literature. At the same time, publicly
available datasets for general-purpose NLP research are an
intrinsic aspect of the NLP research community [61], [62] and
one of the main reasons for its success and the rapid advances
the field has experienced. Moreover, the NLP community has
developed tools to automate part of the tedious and manual
process of curating an annotated dataset of natural language
snippets [63]. We argue that the networking community would
be wise to take advantage of these advances and tools to
create rich and privacy-safe intent corpora to enable and ensure
further progress in the field.

VII. CONCLUSION

In this paper, we present an in-depth account of how NLP, in
conjunction with emerging technologies and recent advances
in other relevant scientific areas, can be leveraged to allow
operators to use natural language to configure a network auto-
matically. In particular, building on our previously proposed
LUMI conversational interface [14], we augment it with a new
module that is designed to detect ambiguities between newly
considered intents and already deployed intents and detail how

this extended LUMI pipeline provides the means for operators
to gain confidence that the LUMI-generated intents correctly
and accurately reflect their original intents so they can trust the
resulting configurations and deploy them in their production
networks. However, despite addressing and resolving many
of the challenges that realizing the vision of IBN with
natural language poses, this paper also shows that much
work remains. For one, while the design choices for LUMI‘s
different modules resulted in a working prototype, developing
a production-ready version of LUMI will require incorporating
additional or improving existing features. However, LUMI‘s
modular design can readily accommodate such extensions and
improvements. Moreover, since LUMI in its current form is
mainly intended for use in campus networks, supporting other
environments (e.g., home or enterprise networks) will most
likely require that the set of Nile operations and functions (and
in turn the set of LUMI entities) be judiciously extended.
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