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Abstract— The work performed by network administrators
to address sudden, dynamic, heterogeneous, and time specific
situations that happen in the network management domain is
complex. In this paper, we introduce an approach that allows
network administrators to overcome the complexity of handling
these network management situations (called NMSits). The ap-
proach is made up of Mashments that are special mashups used to
cope with NMSits, the process to develop and execute Mashments,
and the Mashment Maker that supports such model and process.
We use IT Service Management metrics to evaluate our approach,
measuring the complexity of facing, with and without the Maker,
a specific NMSit that occurs in several networks based on
the Software Defined Networking paradigm. The evaluation
results demonstrate that the complexity decreases when network
administrators use our approach to handle NMSits.

Keywords-Complexity; Mashment; Mashup; NMSit, Situation
Management; Web-based Network Management;

I. INTRODUCTION

The Situation Management (SM) discipline provides so-
lutions that enable analyzing, correlating, and coordinating
interactions among people, information, technologies, and ac-
tions intended to overcome situations happening or that might
happen in dynamic systems [1] [2]. SM foundations are [3]:
(i) a Situation that is modeled as a collection of entities in a
domain, their attributes, and relationships in a time interval, (if)
the investigative aspect related to retrospective cause analysis
of Situations, (iii) the control aspect devised to change or
preserve Situations; and (iv) the predictive aspect aimed to
predict Situations.

SM has been used in domains such as disaster response [4],
smart power grid networks [5], security crisis management [6],
and public health [7]. However, to the best of our knowledge,
there is no SM-based approach to address the complexity of
sudden, dynamic, heterogeneous, and time specific Situations
that network administrators face in their daily work. An
example of network management Situation is the unexpected
failures in the packet transmission of virtual routers belonging
to a slice made up of SDN (Software Defined Networking)
networks handled by different NOS (Network Operating Sys-
tems). Hereinafter, we will refer to this type of Situations in
the network management domain as NMSits [8].

We argue that the work conducted by network administra-
tors to address NMSits is complex. This complexity exists
because, first, although large research efforts have been made
to deal with the intricacy of network management [9] [10]
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[11] [12] [13] [14], they do not focus on handling such a
complexity when Situations arise unexpectedly. Thus, they
have a constrained response capacity to meet NMSits. Second,
to face sudden Situations, network administrators must handle
and rely on a vast amount of non-integrated tools (e.g., tracer-
oute, ZenOSS, OpenNMS, and so on), which hinders their
work. Third, to cope with situational requirements, network
administrators are usually forced to develop low-level scripts;
developing these scripts itself is also complex because network
administrators may not be experienced programmers.

Mashups are Web applications built up by end-users through
the combination of Web resources available along the Internet
[15] [16]. The mashup technology has been employed to
manage Situations in many domains, such as project manage-
ment [17], telco services [18], immersive mirror worlds [19],
and data integration [20]. In our previous work, we analyzed
mashups as a feasible mechanism to accomplish specific tasks
for network management in both traditional [21] and SDN-
based networks [22]. Nevertheless, we have not addressed
how to overcome the complexity of tasks fulfilled by network
administrators dealing with NMSits. We refer to mashups used
to cope with one or more NMSits as Mashments [8].

In this paper, we take a step further, proposing a novel
Mashment-based approach that assists network administrators
to overcome the complexity of NMSits and, consequently,
facilitates their work. The key contributions from this paper
are: (i) a conceptual model that presents how to address
NMSits by Mashments, (ii) a process to develop and execute
Mashments, targeted to surpass the intrincacy of tasks carried
out by network administrators to handle NMSits, (iii) a Mash-
ment Maker prototype that supports the model and process
abovementioned; and (iv) a Mashment that faces a NMSit on
SDN, demonstrating the decrease of complexity when network
administrators use our approach to deal with NMSits.

The remainder of this paper is organized as follows. In Sec-
tion II, we review both the background and the related work.
In Section III, we introduce the Mashment-based approach. In
Section IV, we describe and discuss the case study raised to
evaluate our approach. In Section V, we provide conclusions
and implications for future work.

II. BACKGROUND AND RELATED WORK

In this section, we describe research concerning SM,
mashups, and mashups on network management. We also

IEEE
computer
® psouety



present the related work about handling the complexity of
network management.

A. Situation Management

The goal of SM is to provide solutions aimed to investigate,
control, and predict Sifuations that are composite entities
whose components are other entities, their attributes, and
relationships in a time interval [1] [2]. To accomplish such a
goal, SM-based solutions offer a global vision of Situations by
collecting, correlating, and merging information from multi-
entities, seeking to maximize the user comprehension and, so,
supporting the opportune and correct decision making.

SM has been used in diverse domains. In the disaster re-
sponse [4], a situation-aware architecture and a set of protocols
support the timely delivery of high volumes of accurate data
that the disaster responders need to make correct decisions. In
the smart grid power networks [5], an architecture, based on
semantics, linked open data, and complex event processing,
enables to respond intelligently to the active power demand
of end-users. In the security crisis management [6], a mobile
agents platform allows providing timely information to the
on-site personnel, the tactical crisis command, and the off-
site strategic command centre. In the public health [7], a
platform permits the development of situation-aware appli-
cations targeted to monitor suspicious cases of tuberculosis.
To the best of our knowledge, up to now, SM has been not
used to handle the complexity of Situations in the network
management domain.

B. Mashups

Mashups are Web applications formed by combining Web
resources available on the Internet [15] [16]. This combination
is mainly achieved by a simple composition model, which
allows end-users the development of customized applications,
in an easy and rapid way [23].

The mashup technology has been employed to manage
Situations in several domains. In the project management [17],
a mashup system allows managers to easily compose small
solutions for displaying and filtering information about their
projects. In the telco services [18], a reference architecture
facilitates the provisioning of telco-mashups for end-users; a
telco-mashup is a composite service that combines functional-
ities from telecom networks like streaming, quality of service,
and billing. In the immersive mirror worlds [19], the Cloud
City Scene platform enables end-users to create, in a mashup
manner, realistic and immersive street-level representations
of the physical world. In the data integration [20], Mash-
room, a spreadsheet-like programming environment allows
non-developers to create composite services, by aggregating
data sources on the fly and interactively.

In our previous work, we analyzed the mashup technology
as a feasible mechanism to carry out specific tasks in the
network management domain. Initially, we used mashups to
accomplish the botnet detection [24] and the traffic monitoring
of the border gateway protocol among two autonomous sys-
tems [25]. Afterwards, we introduced a generic architecture to
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support the composing of network management applications
[21]. Recently, we leveraged the features of the mashup
technology to conduct the integrated monitoring of SDN-
based networks [22] and identified a mashup ecosystem around
NMSits [8]. However, we have not addressed how to overcome
the NMSits complexity.

C. Complexity of Network Management

There is a lot of research works about addressing the
complexity of network management. COOLAID [9] automates
network configuration by queries performed on an abstract
database containing network information. NetOpen [10] allows
to build up SOA services for monitoring and configuring
OpenFlow networks by networking primitives. OMNI [11] is
a solution based on a multi-agent system that allows network
administrators to control and monitor OpenFlow networks via
a Web user interface. MEICAN [12] uses the business process
management for permitting network administrators take part
in the decision-making process of provisioning virtual inter-
domain circuits. Pyretic [13] enables network programmers
to build SDN applications using an abstract packet model,
parallel and sequential composition operators, and topology
abstraction. Procera [14] permits to manage SDN networks by
expressing event-driven and reactive policies based on control
domains. In the aforecited works, the network administrator
is responsible for manually writing policies, queries, rules,
or primitives in specific languages and/or controllers. Thus,
his/her daily work to overcome sudden Situations of network
management remains complex.

Unlike the above works, we consider concepts from SM
and mashups, to propose an approach (section III) that acts
in a more high-abstraction level and focuses on decrease the
complexity of tasks fulfilled by network administrators when
facing NMSits. Furthermore, as opposed to these works that
have been evaluated using metrics, such as bandwidth, re-
sponse time, and code lines, we concern about the complexity
perceived by network administrators (section IV).

III. MASHMENTS COMPLEXITY & NMSITS

To better explain our approach, at start, we present a
conceptual model about how to address NMSits by Mash-
ments. Afterwards, we introduce the process and complexity
to develop and execute Mashments. At last, we present the
Mashment Maker.

A. Addressing NMSits by Mashments

A NMSit is a sudden, dynamic, heterogeneous, and time
specific Situation happening or that might happen in the
network management domain. Examples of NMSits, that may
be faced by network administrators in their daily work, are:
in Faults, to find the cause root of unexpected and multiple
packet transmission failures in network slices formed by
several OpenFlow networks. In Performance, (i) to control
the abrupt performance degradation of one or more nodes
(switches, routers, and so on) on networks that use diverse
virtualization environments; and (ii) to monitor, nearly real
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time, sudden violations in service level agreements. NMSits
as the aforementioned may be addressed by using mismatched
tools but it overloads and becomes complex the work of
network administrators. Also, network administrators may
develop home-brewed situational scripts. However, such a
development is daunting and complex for non-programmers.

The Figure 1 depicts the conceptual model for addressing
NMSits by Mashments. If a NMSit happens, the network
administrator: (i) orchestrates a Mashment (i.e., combines
services, processes, user interfaces, and mashup operations to
define a plan and deal with such a NMSit), or (ii) reuses
a Mashment (i.e., takes advantage of existing plans to face
the NMSit). Then, he/she executes the Mashment; on run-
time, it performs Network Management Operations targeted
to investigate/resolve the NMSit. These Operations are inter-
nally conducted via Network Situational Processes, Situation
Management Resource as a Service (SMRS), Mediating, and
Situation Management Resources (SMR).

Network Situational Processes

H  Collecting T
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Handling NMSits  Network
Administrator

Handling
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Figure 1.

A SMR is any solution that provides access and commu-
nication to and from network elements or entire networks
involved in NMSits. There are three types of SMR: Network
Management Resources (NMR) are solutions, like ZenOSS,
Citrix Center, OMNI, and Nagios, intended to conduct network
management operations. Web-based Network Management
Resources (WMR) are tools available in the Internet, such
as the Multi Router Traffic Grapher (MRTG) and RRDTool,
useful to perform network management tasks. Analytics Man-
agement Resources (AMR) are solutions, like Junos Network
Analytics Suite, Management Traffic Analyzer, and Sandvine
Network Analytics, suitable to analyze network management
information.

A SMRS is a software entity that offers the network
management operations of a SMR to the Network Situational
Processes, aiming to hide the complexity of NMR, WMR,
and AMR. Specifically, a Network Management Resource as
a Service (NMRS) is responsible for providing functionalities
of NMR, a Web-based Management Resource as a Service
(WMRS) is in charge of offering capabilities of WMR, and
an Analytics Management Resource as a Service (AMRYS) is
responsible for supplying functionalities of AMR.

The Network Situational Processes help to automate and
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carry out the investigative/control aspects of SM by using
NMRS, WMRS, and/or AMRS. There are three Network Situ-
ational Processes: (i) Collecting allows to retrieve information
about NMSits through SMRS, (ii) Fusing&Correlating permits
to merge and correlate the information retrieved by Collecting.
Fusing&Correlating and Collecting aid in the creation of
investigative plans that are useful to determine the cause of
NMSits; and (iii) Resolving enables to perform, by using
SMRS, network management operations aimed to control
(change/preserve) NMSits. Consequently, Resolving supports
the building up of resolutive plans.

The Mashup Processes provide the automation needed to
orchestrate, save&reuse, and execute Mashments that are
composite and customisable situational solutions which allow
network administrators to deal with NMSits. In particular, Or-
chestrating includes selecting, configuring, and connecting the
resources that form Mashments: SMRS, Network Situational
Processes, GUI, Mashup Operations, and even Mashments.

The GUI are internal and external libraries helpful to gen-
erate advanced and integrated Mashment interfaces targeted
to network administrators. An external GUI is an Application
Program Interface (API), such as Yahoo Maps and Google
Chart, provided by a third-party and that may be used to
display composed information about networks and their de-
vices. An internal GUI is, for instance, a specific user interface
developed to show, correlatively, network traffic information.

The Mashup Operations are: (i) control patterns (e.g., se-
quential, parallel, and conditional) that allow to define the
process flow of Mashments and, consequently, investigative
and resolutive plans, (ii) structures for configuring and invok-
ing the resources that form Mashments; and (iii) structures for
receiving, sorting, and filtering information from any SMRS.

Executing enables network administrators to run Mash-
ments. On run time, all Mashments delegates their man-
agement operations to one or more SMRS via Network
Situational processes. In turn, each SMRS carries out its
operations through Mediating, which is a process always
hidden for network administrators. To assist Executing and
Orchestrating, Mediating offers SMRS to Network Situational
Processes and delegates network management operations to
SMR. This mediation is needed because there is not a common
format neither a standardized interface/protocol to retrieve
and/or bidirectionally interact with data, application logic, and
user interfaces of SMR involved in NMSits. Saving&Reusing
permits network administrators to store Mashments for their
later reuse. Thus, Mashments can be extended and improved to
create other ones or customized to handle analogous NMSits.

Leveraging the automation of Network Situational Procesess
and Mashup Processes, our approach enables network admin-
istrators to: (i) collect, correlate, and fuse information about
NMSits, (ii) present information related to NMSits, in a visual
and comprehensible way, (iii) perform network management
operations to resolve (change or preserve) NMSits, (iv) build
up composite situational solutions, in a Mashment manner,
targeted to address NMSits; and (v) as a global result, to
overcome the complexity of network management tasks in
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front of NMSits.

B. Process and Complexity in the Development and Execution
of Mashments

Considering the above conceptual model, the
set of Mashments is formally expressed as:
Mashment = {mashment,|mashment, =

(Rused; Troots 0, N M Sitqqar)}. Where, Ryseq is the set
of resources (SMRS, GUIs, Mashup Operations, and
Mashments) used in the mashment, creation, 7., is the
root resource (€ Ry seq) that starts the mashment, execution,
d is the execution flow (i.e., investigative and resolutive plans)
of resources that make up the mashment,, and N M Sitqqq,
is the set of one or more nmsits addressed by the particular
mashment,. It is noteworthy to mention that NAM Sit is
the set of Situations happening in the network management
domain and N M Sitqqqar € N M Sit.
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Figure 2.

In our approach, network administrators are able to tackle
nmsits by following the process (see Figure 2) to develop
and execute mashments. Such a process is formed by the
tasks: Select, Configure, Combine, Execute, and Tune.

Select Resources. The network administrator defines the
Ryuseq from Available Resources. This task is divided in
two: (i) The network administrator selects the SMRS, GUIs,
and Mashup Operations needed to create the mashment,.
(it) If it is feasible (there is a mashment, that addresses
similar nmsits), the network administrator chooses one or
more elements of the set Mashment (it is part of available
resources) to reuse them. Configure Resources. The network
administrator provides the functioning settings of one or sev-
eral elements belonging to R, ¢4, defining the set of resources
configured Reony € Rysea. Combine Resources. The network
administrator defines the § of mashment, that is formed
by combining (connecting/linking) the selected resources. It
is important to highlight that the J creation includes the
definition of 7,.,.:. Execute Mashment. The network admin-
istrator launches the mashment,. Tune Mashment. If it is
needed, the network administrator tunes the § of mashment,,
under construction, which may imply the selection, configu-
ration, and combination of new resources or simply the re-
arrangement of Ry scq.

The complexity of mashment, (i.e., () is calculated by
computing the individual complexity of tasks forming the
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process aforedescribed. In this way:

[ 7 k e
CZZCsel+chon+zgcom+zgeze (1)
1 1 1 1

Where, Csei, Ceons Ceoms and (eqe represent the complexity
of Select, Configure, Combine, and Execute, respectively. In
turn, ¢, j, k, and e denote the number of times that such tasks
are conducted, allowing to consider the complexity of Tune. In
the next paragraphs, these complexities are expressed by using
per-task metrics defined for IT Service Management processes
[26].

The complexity of Select is expressed as:
M
Csel = Z Gm + (nAvailableResources — 1) x gF x cF (2)
m=1

Where, M is the total number of elements on R,.q and
Sm = selT'ype(m) is the complexity of selecting the m-
resource. Here, selType(m) can take one of three values
depending on the automation of m-selection: 0 - if fully
automated, 1 - if manual but tool-assisted, or 2 - if manual.
nAvailable Resources is the number of resources available
to build up the mashment, (i.e., more available resources
result in higher complexity of selection). gF' is the grade of
guidance provided to select the resources needed to form the
mashment,. gF can take one of three values: 1 - if correct
recommendation about resources to be selected is offered,
2 - if general information about each available resource is
supplied, or 3 - if information is not provided. cF' represents
the impact of wrong selection of resources and its value is: 0
- if negligible impact, 1 - if moderate impact, or 2 - if severe
impact.

The complexity of Configure is defined as:

N
gcon = Z Sn-
n=1

Where, N is the total number of resources on R.onf
and ¢, is the complexity of configuring the n-resource.
Note that as Reony € Rused, 0, N < M. g,
Z;I:=1 sourceParameter(p). Here, P is the total num-
ber of parameters to be configured in the n-resource and
source Parameter(p) can take one of seven values: O -
if the p-parameter value is produced from automation, 1
- if the p-parameter value may be chosen freely (e.g., a
new password), 2 - if the p-parameter value is taken from
task documentation (e.g., set up port=8080 for a HTTP
server), 3 - if the p-parameter value is extrapolated from
task documentation (e.g., define a range of IP addresses),
4 - if the p-parameter value is not trivial for unexperi-
enced network administrators (e.g., set up the URL=http :
//IPAddressO f XenServer /rrdUpdates?host = true to
retrieve statistics of virtual machines running on a determined
XenServer), 5 - if the p-parameter is fixed by the environment
to a specific value that is defined after additional research
(e.g., set up the SNMP OID=1.3.6.1.4.1.9.991.1.1.1.14 to

3
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obtain the temperature of Catalyst Cisco Switch), or 6 - if
the p-parameter value is constrained by the environment to a
limited set of possible choices where network administrators
need to infer the right choice (e.g., set up the type of server
virtualization technology to be monitored: virtTech=VMware).
The complexity of Combine is expressed as:

L
Ceom = Z linkType(l) + (M — 1) x goF x coF’

=1

“

Where, L is the total number of links (logical connections)
created to build up the mashment,. linkType(l) represents
the complexity of creating the [-link that connects two ele-
ments of R,s.q and can take one of four values: O - if the
[-link is automatically created, 1 - if the /-link is manually
created by a support tool and data transferred among resources
connected must not be adapted, 2 - if the [-link is manually
created and data transferred among resources connected must
not be adapted, and 3 - if the [-link is manually built and data
transferred among resources connected must be adapted. M is
the total number of R, 4.4 (i.e., more selected resources result
in higher complexity of combination). goF' is the grade of
guidance provided to link the selected resources and can take
one of three values: 1 - if correct guidance to link the selected
resources is supplied, 2 - if general information about the links
that can be established is offered, or 3 - if information is not
provided. coF' represents the impact of wrong combination of
resources, its value is: 0 - if negligible impact, 1 - if moderate
impact, or 2 - if severe impact.

Ceze can take one of three values depending on the automa-
tion of mashment, execution: 0 - if entirely automated (e.g.,
an autonomous mashment system that executes mashments
on demand), 1 - if manual but tool-assisted (e.g., using an
execution environment to start the mashment,), or 2 - if
manual (e.g., programming/customizing a script every time the
mashment, needs to be executed).

C. Mashment Maker Architecture

The Mashment Maker is defined to accomplish the fol-
lowing goal: to support the conceptual model of Mashments
and, consequently, their developing and executing process.
Therefore, the Maker is targeted to decrease Cser, Ceons Ceoms
Cexe, and the intricacy of Tune (i.e., re-performing the other
tasks). The Figure 3 depicts the Mashment Maker Architecture
that is formed by: SMRS, Mashment Operations, Mediator
Bus, Visual Resources (i.e., Visual-SMRS, Visual-BI, Visual-
MO, and Visual-Mashment), Designer, Contextual Help Sys-
tem (CHS), Mashment Router, Mashment Engine, Mashment
Repository, and Users Repository.

The Mediator Bus provides as a service the Mediating
Process and enables the communication among all elements
of the Maker Architecture. Mashment Operations are services
that supply the functionalities of both Network Situational
Processes and Mashup Operations. The functioning of SMRS
(NMRS, WMRS, and AMRS), Network Situational Processes,
Mashup Operations, and Mediating Process was already de-
scribed in the subsection III-A. Here, it is important to point
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Figure 3. Mashment Maker Architecture

out that, first, the Bus, Mashment Operations, and SMRS are
key to achieve the Maker goal because these architectural ele-
ments drive the intricacy of underlying technologies involved
in the investigation and resolution of NMSits. Second, network
administrators never have direct access to these three elements.
This access is always conducted through Visual Resources.

The Visual Resources represent SMRS, GUI, Mashments
Operations, and Mashments, in a high-level abstraction, in
order to hide complexity for network administrators. Visual-
SMRS includes: (i) Visual-NMRS (e.g., a box offering man-
agement functionalities of Vyatta Virtual Router) represents
NMRS, (ii) Visual-WMRS (e.g., a box representing functional
features of RRDTool) represents WRMS; and (iii) Visual-
AMRS (e.g., a box providing functions of the Management
Traffic Analyzer) represents AMRS.

Visual-BI represents basic user interfaces that are useful
to create the composite and advanced GUIs of Mashments.
For instance, a Mashment GUI can be composed by inserting
network traffic images (from MRTG) into a map (from Google
Maps). Visual-MO represents Mashment Operations. A box
offering a dashboard (it hides the collection, correlation,
and fusion of network management information) to monitor
heterogeneous OpenFlow Controllers is an example of Visual-
MO. On design time, to facilitate the reuse, each existing
Mashment is depicted as a Visual-Mashment.

The Designer allows network administrators to develop and
execute Mashments. Accordingly, first, it provides services
for the § definition by means of Dragging-and-Dropping and
Wiring of Visual Resources. Second, it offers capabilities for
saving, deleting, loading, and launching Mashments. In this
sense, on design time, Saving permits to write in the Mashment
Repository the § of Mashments. Deleting allows to remove a
specific 6. Loading is responsible for reading ¢ and generating
Visual-Mashments. Launching permits to request to the Engine
the execution of a determined Mashment. Third, it uses
CHS to offer guidance about Visual Resources, Mashments,
and the Maker as a whole. All Designer functionalities are
targeted to facilitate the creation, re-usage and execution of
Mashments and, as a consequence, to reduce (ser, Ceons Ceoms
and Ce... Also, such functionalities are key to permit network
administrators to customize their workspace when addressing
NMSits.

The Mashment Repository stores the metadata of Mash-
ments built in the Designer. The metadata of Mashments
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are objects containing the information/definition of Js. If a
Mashment is formed by one or more Mashments, its metadata
includes the metadata of these Mashments. This inclusion
means that a § can encompass other ds. The Users Repository
stores the data of Network Administrators; this data is used to
perform the access control to the Maker.

The Mashment Router is responsible for performing the §
of Mashments. Thus, on run time, the Router: (i) receives
Mashments invocations from the Engine, which means that
the Router is called by the Engine to select a Mashment
to service an initial request, (ii) selects and links multiple
resources (including Mashments into a Mashment) to attend
invocations, by reading the needed information from reposi-
tories of Mashments and Users; and (iii) calls the Engine to
request the instantiation of Mashments and their elements. It
is to point out that the Router is required by the Engine to
function, but the Router is a separate architectonic element.

The Mashment Engine is a lifecycle manager, responsible
for creating, deleting, and caching instances of Mashments and
their resources. The Engine is splitted in two: (i) the Server-
Side is a Web engine that supports the execution of SMRS,
Network Situational Processes, and Mashup Operations; and
(i) the Client-Side is a Web browser engine that supports Web
2.0 technologies to be able to run the integrated and advanced
user interfaces of Mashments.

Concerning the Maker, it is important to highlight that: (i)
the Drag-and-Drop Service assists Select, aiming to reduce
selType(m), (ii) CHS provides guidelines for supporting
Select, Configure, and Combine, which is targeted to diminish,
respectively, gF, sourceParameter(f), and goF', (iii) the
Wire Service, that does not require data mapping, bears
Combine, aiming to cut down linkType(l), (iv) the high-level
launching mechanism, integrated in the Designer, expedites the
running of every mashment, seeking to decrease (.;.; and
(v) high-level Visual Resources allow the flexible construction
of Mashments, in a designer-assisted way, which is directed
to cut down C(sel, Ceon, and Cege.

IV. CASE STUDY

To assess our approach, first, we performed a test envi-
ronment made up of the Maker prototype, three SDN-based
networks built using OpenFlow, and a NMSit that happens in
these networks. Second, we conducted experiments to measure
the complexity of addressing such a NMSit when the network
administrator follows the proposed process with and without
the Maker. Below, we describe the test conditions, present the
experiments, and analyze the obtained results.

A. Test Environment

Mashment Maker Prototype. The Figure 4 depicts the Maker
GUI that is formed by the Designer, the Buttons (New, Load,
Save, Delete, Help, and Run), the Visual Resources (Beacon,
Floodlight, POX, Open vSwitch, Vyatta Virtual Router, Virtual
Box Server, VMware Server, Xen Server, Google Maps, Mon-
itoring Panel, Switch Traffic Grapher, RRDTool, OF Monitor,
Virtual Servers Monitor, and the Performance Monitoring
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Mashment - after described), and CHS. The Designer is a
Web application built using YUI 2.7 and Wirelt 0.5. YUI
is an open source, CSS and javascript framework, used to
implement the Drag-and-Drop Service. Wirelt is a set of open
source javascript libraries, used to create the Wire Service.
The Buttons and Visual Resources (e.g., the Switch Traffic
Grapher) are javascript components, implemented on YUL
CHS is a GUI component developed using CSS and javascript.

) hew | [ Load | \[35me | @ Delete | @ Hep | o Run [

Mashment Maker Prototype

Visual Resources Il

 Beacon R

% Floodlight fos3

% POy . foot

% Openvawitch A =, Beacon - OF Monifor
14354.1238 A

 Vyatta Virtual Router 5w . |

 Vitual Box Server ot S[DCR OF Monir

 Vhlware Server Floodlight- OF Monitor

* Xen Server —

% Google Maps Switch Trafic Grapher

* Monitoring Panel

£ Switch Traffic Grapher - OF Monitor
% Switeh Traffic Grapher a .

* RRDTool
% OF Monitor
 Virtual Server Noniter |

oy 'pMM=

Available Resources = 14
Rused =Bezcon, POX, Floodlight, Switch Traffic Grapher, OF Monitor
Reonf = Beacon, POX, Floodlight, Switch Traffc Grapher ,

Figure 4. Mashment Maker Prototype and Performance Monitoring Mash-
ment

The Mediator Bus, SMRS, and Mashment Operations are
Web Services based on the Representational State Transfer
(REST) architectural style. We use REST-based services be-
cause they are suitable to achieve integration and interoper-
ability in heterogeneous environments. Each Web Service that
interacts with Beacon, Floodlight, and POX was created using
the Java Jersey API 2.3, the Floodlight REST API 1.0, and the
Java Socket API 1.0, respectively. In turn, each Web Service
that communicates with VirtualBox, Xen, and VMware was
correspondingly implemented using the VirtualBox SDK API
4.1, the XenSDK API 6.0, and the VMware WebServices
SDK 5.1. The Mashment Router was built with Java Servlets
and the Asynchronous Javascript and XML (AJAX). We use
Servlets and AJAX because they allow the interactive and
asynchronous interaction among the Maker GUI and the REST
Web Services.

The Maker prototype was unfolded (see Figure 5) in the
Apache-Tomcat Server 7.0 and the MySQL Server 5.1. In
the Apache-Tomcat were deployed the Designer, Buttons,
Visual Resources, CHS, SMRS, Mediator Bus, and Mashment
Operations. In the MySQL were installed the Users Repository
and Mashments Repository. The browser Mozilla Firefox was
the client used to run the Maker GUI.

OpenFlow Networks. Three OpenFlow networks (see Fig-
ure 5) were built using, in the control tier, Beacon 1.0,
Floodlight 0.9, and POX 1.0. Each OpenFlow controller was
deployed to handle 27 Open vSwitches located in the datapath
tier. These switches were deployed, in a tree topology, on
Mininet that is an emulation platform for OpenFlow networks.
The communication among the controllers and their switches
was made by the OpenFlow protocol 1.0.
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Figure 5. Test Environment

NMSit-SDN. Let’s suppose the following Situation: the
network administrator needs to identify which are the Open
vSwitches that are causing sudden performance degradation
on the OpenFlow networks described earlier. Thereby, he/she
requires a situational solution that presents, in an integrated,
visual, and intelligible way, network traffic information of
Open vSwitches handled by Beacon, POX, and Floodlight.
To get such a solution and deal with the NMSit-SDN, the
network administrator has two options: (i) Without the Maker,
to create and launch a Situational Script; or (ii) With the
Maker, to develop and execute the Performance Monitoring
Mashment. These options are evaluated and analyzed in the
next subsection.

B. Complexity: Evaluation and Analysis

To evaluate our approach, initially, we measured the com-
plexity of addressing the NMSit-SDN when the network ad-
ministrator follows the proposed process to tackle NMSits
but does not use the Maker. In a workspace without the
Maker, he/she develops and executes a Situational Script that
retrieves network traffic information from the switches handled
by Beacon, POX, and Floodlight. Such a Script presents the
information retrieved in a user interface formed by text-plane
tables and chart images. According to the equation (1) and
considering the no conducting of Tune (t = j =k =e = 1),
C’rw’make’r = Csel:no’make'r + Ccon:n(nnaker + Cco’m:no’make’r +
Ceze:no’make%

Select  without Maker. The network administrator
performs the selection of controller tools (BeaconTool,
POXTool, and FloodlightTool) and their specific commands
that allow to monitor Open vSwitches. An example
of specific command 1is to retrieve the statistics
of an Open vSwitch controlled by Floodlight: curl
http://TPCtrller:8080/wm/core/switch/switchld/statType/json.
This selection is complex because it is not tool-assisted and
guidelines are scattered on the Internet. In this way, ¢, = 2,
gF = 3, and cF = 1. Using these values in the equation (2),
Csel:nomaker = an:l 2+ (nAvailable Resources — 1) 3% 1.
Where, considering nAvailable Resources = 14, we use this
value to facilitate the comparison with the Maker prototype,
Csel:nomaker = 47.

Configure without Maker. The network administrator
configures BeaconTool, POXTool, FloodlightTool, and YUI
Chart API by providing their corresponding functioning
parameters. Thus, in accordance to the equation (3),
Ccon:'nomak‘c’r' = SheaconTool T SpoxTool + SfloodlightT ool + Syc-
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Where, SbeaconT ool SfloodlightTool =
sourceParameter(login) + sourceParameter(key) +
sourceParameter(ip) +  sourceParameter(port) -+
sourceParameter(statisticCommand). As he/she takes
the configuration information of controller tools from
documentation easy to find on the Internet and defines
the specific statistic commands after additional search,
sourceParameter(login) sourceParameter(key) =
source Parameter(ip) = sourceParameter(port) = 2 and
source Parameter(statisticCommand) = 5. Furthermore,
since he/she extrapolates the YUI Chart configuration
information from documentation simple to find on the
Internet, g, = 3. Using these values, Ccon:nomaker = 42.

Combine without Maker. The network administrator man-
ually develops (writes programming code) one logical link
among each of controller tools and the YUI Chart API. Re-
garding these links, it is to point out that: (i) he/she adapts the
data retrieved because controller tools, involved in the NMSit-
SDN, use different data types (e.g., Beacon employs data type
in Java and Floodlight uses JSON); and (ii) he/she neither
has explicit nor centralized guidelines to support the links
development. Thus, linkType(l) = 3, goF' = 3, and coF' = 1.
Using these values in the equation (4), Ccom:nomaker = 21.

Execute without Maker. As the network administrator
launches the Situational Script by typing a specific command
in a Linux Command Line, Cepe:nomaker = 2. After executing
this Script, the network administrator is able to find the Open
vSwitches involved in the NMSit-SDN, by analyzing YUI
Chart images and text-plane tables.

Once computed the intricacy of facing the NMSit-SDN
without the Maker, we proceed to evaluate the complexity of
developing and executing the Performance Monitoring Mash-
ment. In a broad sense, in the Maker, the network administrator
builds and launches this Mashment (see Figure 4) by dragging-
and-dropping, wiring, and clicking Visual Resources and But-
tons. The Maker also assists such a process by providing
contextual guidelines for the network administrator. In accor-
dance to the equation (1) and considering the non performing
of Tune, Cpmm = Cscl:makcr + Ccon:makcr + Ccom:mak'e'r +
<eze:ma,ke'r-

Select on Maker. The network administrator uses the Drag-
and-Drop service (i.e., a Maker-assisted way) to select the
Visual Resources (M = 5) that form the Performance Mon-
itoring Mashment. Thus, Rys.q ={Beacon, POX, Floodlight,
Switch Traffic Grapher, OFMonitor}. Furthermore, to facilitate
such a selection, the Maker via CHS provides him/her con-
textual guidance about each of nAwailable Resources = 14.
Therefore, ¢,, = 1, gF = 2, and cF' = 1. Using these values
in the equation (2), Cser:maker = 31.

Configure  on  Maker. The network  adminis-
trator configures (IV 4) Visual Resources,
Reony ={Beacon,POX,Floodlight,Switch Traffic Grapher}, by
providing their functioning settings. Then, in accordance to the
Cquation (3)’ Ccon:make’r' = Sheacon T+ Spox + Sfloodlight + Sstg-
Where, Sbeacon Sfloodlight
sourceParameter(login) + sourceParameter(key) -+

SpoxT ool

Spox
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Figure 6. Performance Monitoring Mashment on Runtime
sourceParameter(ip) + sourceParameter(port) and ~ Designer.
Sstg = sourceParameter(re freshTime). Considering that
the Maker via CHS offers him/her configuration guidelines s
about Visual Resources, Speacon = 8 and g5y = 2. Using big
these values, Ceon:maker = 26. gjg e
. .. S 20 aker
Combine on Maker. The network administrator uses the S5 Maker
. . . . 10
Wire Service (linkT'ype(l) = 1) to create L = 4 links: Beacon s —
- OF Monitor, POX - OF Monitor, Floodlight - OF Monitor, Select  Configure  Combine  Execue  ragk
and Switch Traffic Grapher - OF Monitor. Regarding these
Figure 7. NMSit-SDN: Tasks Complexity

links, it is to stand out that: (i) he/she does not need to adapt
the data transferred because the Mediator Bus is responsible
for hiding the data mapping; and (ii) he/she obtains guidelines
about links creation from the Maker via CHS. Therefore,
goF = 2 and coF’ = 1. Using these values in the equation
(4): Ccom:make'r’ =12

Execute on Maker. Since the network administrator can run
the Performance Monitoring Mashment from the Designer by
clicking the Run Button, (ege:maker = 1. After launching
this Mashment (see Figure 6), the network administrator can
identify the three Open vSwitches implicated in the NMSiz-
SDN, by analyzing, in an integrated GUI, Switch Traffic
Grapher images and HTML tables.

The Figure 7 depicts the obtained results in the complexity
assessment when the network administrator faces the NMSit-
SDN with and without the Maker. In accordance to these
results, the use of the Maker: (i) diminishes the complexity
of Select in 3404%, Csel:mak'er =31 < Csel:nomakcr = 47’
attained by the services Drag-and-Drop and CHS, (ii) reduces
the complexity of Configure in 38.09%, Ccon:maker = 26 <
Ceonmomaker = 42, reached by CHS, (iii) decreases the
complexity of Combine in 42.85%, Ccommaker = 12 <
Ceom:nomaker = 21, obtained by the Wire Service and the
Mediator Bus; and (iv) diminishes the complexity of Execute
in 50%’ Ccl‘e:’make’r' =1< Cewc:n(nnak:er =2, gotten by the
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Since in a Maker-based workspace the complexity of each
task is less than the corresponding complexity when the Maker
is not used, (pmm = 70 is also less than Cpomaker = 112 and
the global reduction is 37.50%. Considering the above results,
we demonstrated that if network administrators follow the
process to develop and execute Mashments in the Maker, the
complexity of handling NMSits is decreased. Consequently,
we conclude that our approach can be used by network
administrators to overcome the complexity of NMSits.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we introduced an approach that allows to
overcome the complexity on the work performed by network
administrators to face NMSits. The approach is formed by the
Mashments conceptual model, the process to develop and exe-
cute Mashments, and the Maker that supports such model and
process. Furthermore, we presented the complexity evaluation
of process that the network administrator conducts to build
up and run two solutions: Situational Script and Performance
Monitoring Mashment. Both solutions were targeted to address
the NMSit-SDN: identify switches that are suddenly causing
performance degradation on OpenFlow networks handled by
different controllers.



Our approach permitted the network administrator to ad-
dress the complexity involved in overcoming the NMSit-SDN,
confirming the importance of the Mashment conceptual model,
the process to develop and execute Mashments, and the Maker.
In this sense, using per-task metrics, we demonstrated that the
complexity decreases when network administrators conduct
the following situational tasks: Select, Configure, Combine,
and Execute. Therefore, we can state that our approach cuts
down the complexity on the work carried out by network
administrators to cope with NMSits.

We consider the proposed approach as a step forward in
the network management, the situation management, and the
mashup technology. In this regard, we drive the first towards
an environment focused on situations, composite situational
solutions, and network administrators. We bring mashup foun-
dations up to the second to perform its investigative and control
aspects. We lead the third to a novel application domain
located in the intersection of the situation management and
the network management.

As future work, we plan to correlate time and complexity
metrics, in order to evaluate the productivity of network
administrators that face NMSits by Mashments. Furthermore,
we are interested in propose the deployment costs model of
our approach by considering the heterogeneity of resources to
be integrated/combined. Finally, we also pretend to add more
resources and services to improve the Maker implementation.
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