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Abstract— In a cloud computing environment, multiple re-
sources need to be properly managed to improve resource
utilization and offer predictable performance to customers. One
essential management function that gains a special importance in
the context of clouds is monitoring. Nowadays, cloud monitoring
solutions need to meet several requirements such as Scalability,
Accuracy, and Adaptability. In This paper, we proposed an
architecture to evaluate Scalability, Accuracy, and Adaptability
in cloud monitoring systems based on local filters. The results
show a mutual influence among these requirements. Moreover,
the proposed architecture is simplified and the filtering methods
show promising results to Scalability and Adaptability.

I. INTRODUCTION

Cloud computing is a consolidated technology to provide
computing resources on demand to end-users [1]. In order
to support different customers and usage profiles, a cloud
provider offers a variety of resource types (e.g., application,
storage, network) and sizes. In a cloud computing environment,
multiple resources need to be properly managed to improve
resource utilization and offer predictable performance to cus-
tomers [2]. One essential management function that gains a
special importance in the context of clouds is monitoring [3].

Nowadays, cloud monitoring solutions [4] [5] support
many functionalities (e.g., analyzes, notifications, SLA control)
and can be used to monitor resource and service in a cloud.
However, in order to adapt to the dynamics of a cloud and work
properly, monitoring solutions need to meet some requirements
such as scalability, elasticity, comprehensiveness, accuracy, and
adaptability [6] [7].

Scalability is a key requirement in cloud computing to
support an increasing number of customers and applications
[8] [9]. Thus, the cloud monitoring solution must also be
scalable in several ways to work properly with a large number
of resources, large number of users (e.g., service providers,
customers), and with different types of information (e.g.,
physical data, virtual data). In this way, the cloud monitoring
solution needs to be scalable also to ensure that it can cope
with a large number of probes and is able to collect, transfer,
and analyze huge volumes of generated data [7] [10].

Currently, some important research efforts aim to address
scalability in cloud monitoring solutions [10] [11] [12]. Usu-
ally, these works have addressed scalability in terms of the
number of resources and end-users that can be monitored
at the cost of an increase in the monitoring traffic. Such
growth in the monitoring data can create difficulties to network
administrators that need to analyze such data. To tackle such
problem, cloud monitoring solutions usually employ methods
such as aggregation and filtering for monitoring data [12].

In general, aggregation and filtering are designed for
monitoring complex architectures and use different methods
to compress and reduce the monitored data. In filtering, for
example, monitoring solutions usually apply filters by slice,
resource type, or statistics. Filtering can thus decrease the
impact of monitoring data transfer over the network load. How-
ever, filtering reduces the accuracy of the monitoring process.
Accuracy is affected by three main reasons. First, there is
less information to be analyzed. Second, the complexity of
the monitoring architecture slows down the analysis process.
Finally, in current monitoring architectures, traffic is replicated
among different layers, which can also overload the network.

In this context, there is a clear trade-off between accu-
racy and scalability. In addition, scalability is closely related
with another requirement, adaptability. This occurs because
if scalability is fulfilled, then a cloud can add resources
on demand; the cloud monitoring system then needs to add
probes to attend this demand. For this reason, the number of
agents/probes increases, thus generating more monitoring data
and influencing over adaptability. Therefore, there is also a
clear trade-off between adaptability and scalability.

In this scenario, there are several investigations assessing
and evaluating cloud monitoring requirements. However, these
investigations have not considered the influence of a specific
requirement over another, and vice versa. Therefore, there
is a lack of knowledge about the mutual influence among
scalability, accuracy, and adaptability. In this paper we pro-
pose a simplified, scalable, experimental, filtering-based cloud
monitoring architecture, for application in large-scale cloud
environments. Our generic architecture reduces communication
among layers, minimizes network overload, and improves the
scalability. We utilized our experimental architecture in order
to analyze the mutual influence among scalability, accuracy,
and adaptability.

The remainder of this paper is organized as follows. In
Section II, we present related work. In Section III, we show
the architecture proposed to improve scalability in cloud mon-
itoring solutions and to analyze the mutual influence among
scalability, accuracy, and adaptability. In Section IV, we present
our evaluation, while in Section V we finally conclude this
paper with conclusions and future work.

II. RELATED WORK

In this section, we presented some works that somehow
have influence of scalability, accuracy, and adaptability.

Scalability is one of the main requirements for cloud mon-
itoring solutions. Nowadays, a large number of cloud monitor-
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ing solutions have concerns about scalability issues [11] [12].
As we mentioned in the previous section, to reach scalability
researchers/developers count with complex architectures with
techniques known as aggregation and filtering [7]. A functional
architecture is proposed by Hasselmeyer and Heureuse [11].
The functional architecture has a generic event notification
propagation system called Message Bus that receives mon-
itoring information, on demand or periodically, from specific
agents located around the infrastructure. The solution proposed
has an engine to aggregation and filtering that operates in a
layer over the Message Bus. This proposed is functional but it
generates replicated monitoring traffic between agents/message
bus and also over the message bus/engine. The Information
Management Overlay (IMO) presented by Clayman et al.
[12] is a fundamental component of an autonomic network
architecture show by Galis et al. [13]. IMO is a management
infrastructure represented by a controller that interacts with
virtual networks and collects information from/to virtual net-
work devices. To improve the collection and transferring of
information, IMO controller utilizes a solution based on IMO-
Nodes that use techniques of aggregation and filtering.

Accuracy is an important cloud monitoring requirement
closely related to issues such as performance, costs, and SLA.
Currently, there are studies related to accuracy, associating this
requirement with different metrics such as CPU utilization [14]
[15], and cloud services [16]. However, these works present
results that need to be accurate, but, none of these works
have concerns with the effective accuracy of used monitoring
solutions, as well as the influence of other requirements over
accuracy. An evaluation closely related to accuracy is presented
by Osterman et al [14]. Osterman et al. uses the Amazon EC
2 [17] to provide a study to analyze the utilization of clouds in
order to reduce operational costs to researches that needs high
performance computing. This work show a comprehensive
evaluation about basic metrics (e.g., CPU utilization, memory).
Although, Osterman et al presents an evaluation that needs
to be accurate, because the results can inferred in reduced
costs. The accuracy issues are not mentioned. Another example
is presented by Hill and Humphrey [15] that uses amazon
EC 2 also as a cloud environment scenario to basic metrics
evaluation in the context of high performance computing.
Miam et al [16] have as objective determines the most cost-
effective configuration for a given data analytic workload
in a cloud. However, Miam et al found out as a challenge
the develop accurate performance prediction models using
standard methods. Thus, accuracy emerges as a secondary
problem that needs to be solved in this work.

Nowadays, adaptability emerges as a key cloud monitoring
requirement. Nevertheless, the evaluation of adaptability is not
trivial on monitoring systems, as well as its direct correlation
with scalability and accuracy. However, there are some pa-
pers that provides evidences related to adaptability [18] [19].
Monalytics [18] allows to configure its agents according to
the features of a monitoring system in real time. In this way,
a monitoring system could be adjusted in order not to be
invasive. Wang et al [19] shows a flexible architecture that
operates aiming to reach a cost effective and performance
solution to manage a large-scale environment such as a cloud.
Therefore, using the same approach of Monalytics, Wang et
al wants to implement an environment where a monitoring
system is adjusted in order not to be invasive.

Finally, we proposed an architecture to address some prob-
lems presented in this section (e.g., replicated monitoring data,
complex architecture). Moreover, we proposed an approach
that wants to evaluate the requirement and its influence over

Figure 1. Proposed Architecture.

other requirements.

III. ARCHITECTURE

An experimental architecture is proposed to improve scal-
ability and it is used to evaluate the mutual influence among
scalability, accuracy, and adaptability. The proposed architec-
ture is presented in Figure 1.

The experimental architecture presented is composed of
agents, local data base and local filters (called filter in Figure
1) allocated in hosts, where a host represents any type of
resource (e.g., virtual machine, application). In a layer above
is presented a manager, this layer can update data store and it
can communicate with monitoring solutions (e.g., Nagios [20],
Cacti [21]). To properly discuss about the proposed architec-
ture and its features we divided the architecture according to
its components as follows in the next subsections.

A. Host, Agent and Local Filters

The host is a monitored entity and it represents cloud
computing resources that are monitored by agents. It is worth
mentioning, in a host can be allocated agents as much as
necessary to monitor all resources.

In turn, agents are responsible for gathering all kinds of
data in a host. Closely related to agents are local filters. The
local filters have performed activities such as filtering, and on-
demand sends monitoring data (samples) to the manager.

The filtering is a method to refine information sent out by
agents to the manager. In the architecture, we propose a kind
of filtering that operates periodically with samples gathering
of agents. These samples are stored in a local database and
send on-demand to the manager. The filter works selecting data
between low threshold and high threshold. Such thresholds are
defined according to percentage of monitoring data refined.
This percentage can be adjusted aiming to reduce the network
load caused by monitoring data, relieving the network traffic.
The filtering could vary from mild to stringent, where the
percent of refined data are exemplified through the most
extreme examples of mild and stringent.

If the filter is extremely mild, the low threshold is lower
and the high threshold is higher. The Figure 2 shows a filter
extremely mild that operates discarding 20% of monitoring
data and using only the monitoring data between 10% and
90% discarding both the 10% lower values and 10% higher
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Figure 2. Filtering extremely mild.

Figure 3. Filtering extremely stringent.

values of monitoring data. If a filter is extremely mild, it is
adjusted in order to influence softly over the normal network
traffic.

On the other hand, if the filter is extremely stringent,
thresholds are more restricted, thereby, the low threshold is
higher and the high threshold is lower. The Figure 3 shows
a extremely stringent filter that operates discarding 90% of
monitoring data and uses only the monitoring data between
45% and 55% discarding both the 45% lower values and
45% higher values of monitoring data. If a filter is extremely
stringent, it is adjusted in order to give more advantages to
reduce network traffic influencing severely over the amount of
monitoring data transferred.

To explain an operation with filters, we utilize an example
of measurements to processing. Considering measurements of
CPU usage in a virtual machine have provided 60 samples in 1
minute using an extremely mild filter. The filter has select 48
samples between low threshold and high threshold discarding
the remaining samples from a local data base.

In this context, intuitively, the filtering assists to reduce
the amount of management information through networks,
allowing for a monitoring system to operate with a huge
number of hosts and agents. For this reason, the filtering could
be used to reduce the impact of the scalability over the network
overload. However, filtering could impair accuracy because the
monitoring system operates with less information. In section
IV, we present an evaluation to analyze the scalability and its
influences over accuracy and adaptability.

B. Manager and Aggregation Device

The Manager receives monitoring data from filters and
organizes the data on a global data store, interacts with
monitoring solutions, and organizes monitoring data according
to type using aggregation. First of all, a manager organizes the
data on a global data store aiming to centralize the monitoring
data gathered by agents. Thus, monitoring solutions can make
requisitions to managers in order to obtain monitoring data.

In addition, a manager organizes monitoring data using
aggregation according to type. The aggregation is a method
to join the same type of data into the same group of infor-
mation. In the architecture, the main function of aggregation
is organizing data of the same type originating from several
agents spread in a cloud computing environment. Thus, this
data can be analyzed jointly allowing to the manager to have
enough information to observe the global state of the cloud
environment. For instance, considering several measurements
of CPU usage from several hosts organized into one group of
data showing the global CPU utilization to a host group.

C. Monitoring Solutions

Monitoring solutions are independent solutions of the pro-
posed architecture. These solutions could use the proposed ar-
chitecture to improve its operation in issues such as scalability,
and adaptability. Monitoring solutions are tools used to monitor
traditional systems or cloud computing environments such as
Nagios [20]. In the architecture, monitoring solutions obtains
refined monitoring data from manager and global data store.

In general, monitoring solutions are used by cloud opera-
tors (e.g., customers with different profiles, service providers,
network administrators). Therefore, different types of cloud
operators might utilize monitoring solutions that provides its
specific necessities. In this way, different types of monitoring
solutions can be used to provide several types of monitoring
services (e.g., monitoring solutions to SLA, monitoring solu-
tions to application).

IV. EVALUATION

The evaluation is intended solely for analysis to each one
of the requirements in an isolated way over the experimental
architecture. For instance, to accuracy evaluation are used data
previously collected that were stored. This method could affect
other requirements directly such as timeliness [19]. However,
to accuracy is a relevant form for evaluation because allows to
analyze the same group of data in several ways (e.g., without
filter, by filters with different thresholds, by different types of
filters).

In order to evaluate the proposed architecture for cloud
monitoring requirements such as accuracy, scalability,and
adaptability. We divided the evaluation according to specific
requirement as follows in the next subsections.

A. Accuracy

In accuracy evaluation, we use measurements of CPU
utilization as an example. NAS Parallel Benchmarks (NPB)
[22] are used to create processing load in seven Xen virtual
machines [23] (hosts) and two sections of measurements are
made. In the first section, we defined a low processing load. In
the second section, we defined more processing load aiming
to provide broader measurements. To each virtual machine are
gathered 300 samples of CPU utilization taken at 5 minute
intervals and without a filter.

The presented filtering methods are applied over gathered
data and, finally the average of CPU utilization is calculated
for all gathered data without filter and with several different
thresholds organized by low threshold - high threshold as
follows, 10% - 90%, 15% - 85%, 20% - 80%, 25% - 75%, 30%
- 70%, 35% - 65%, 40% - 60%, 45% - 55%. In this scenario,
average of CPU utilization can be used to evaluate how close
are the averages for without filter (correct accuracy data) and
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Figure 4. Accuracy Evaluation.

Figure 5. Accuracy Evaluation II.

to all different thresholds. In this way, evaluating accuracy to
several sizes of filters.

The Figure 4 shows results of low processing load in the
first section. The results show that values to VM 1, VM 3, VM
5, VM 6 and VM7 are closed, but still inaccurate. In general,
the most cases show values of percentage to CPU utilization
smaller that without filter and present a trend to fall according
to the degree of restriction of the filter. In turn, to VM 2, and
VM 4 the values are different with more inaccuracy. However,
the trend to fall according to the degree of restriction of the
filter are maintained.

On the other hand, in Figure 5 are presented the average
of CPU utilization in the second section with intensive use
of CPU. The results show that average value of monitoring
data where was applied any type of filter tends to fall than an
average value of monitoring data without a filter. In addition,
the VM 3 shows a situation where it is more accented and
the gap among the average value of monitoring data is bigger
than other VMs. Therefore, it is notorious, the accuracy for
the monitoring data average is negatively affected in both test
sections.

Additionally, Figure 6 presents all samples to CPU utiliza-
tion to VM 3 in order to demonstrate that a behavior of the
CPU resource has some usage peaks where the application of
the proposed filters can usually provide a loss of important
values for accuracy requirement, such as peak usage.

The results may seem discouraging, meanwhile, the values
usually are closed off right value. For this reason, this type of

Figure 6. All samples to VM 3

filter could be a good choice for cloud monitoring solutions
that do not focus on the accuracy requirement as the main
goal. However, the most important issue in this regard is that
if any type of filter is applied over a set of monitoring data,
the accuracy requirement tends to be impaired.

B. Scalability

In scalability evaluation, we analyze the amount of mon-
itoring data transferred among seven hosts and a manager.
In this context, we selected all packages of Simple Network
Management Protocol (SNMP) [24] aiming to calculate the
average of monitoring data in the network. Thus, we defined
the value of 62 bytes as average to monitoring data in this
network and this average will work as a reference to analyzes
presented in this section. The average value is applied to
calculate the amount of monitoring data transferred on a
network composed of several hosts. The calculations were
made for 1000, 2000, 3000, 4000, and 5000 nodes.

The presented filtering methods are applied without filter
and with several different thresholds organized by low thresh-
old - high threshold as follows, 10% - 90%, 15% - 85%,
20% - 80%, 25% - 75%, 30% - 70%, 35% - 65%, 40% -
60%, 45% - 55%. These filters are used in order to show a
growing influence of filtering when a cloud monitoring system
scales in amount of nodes and agents/probes. In this scenario,
filtering operates to reduce the amount of monitoring data in
the network. In this way, assisting to decrease the impact of
monitoring data over the network performance.

The Figure 7 shows results to 5000 nodes that generates
more than 300000 bytes of monitoring data (i.e., see refer-
ence without filter). In addition, we can observe the growing
influence of filtering over monitoring data. For instance, to
threshold 10% - 90% the monitoring data are less than 260000
bytes, to threshold 25% - 75% the monitoring data are less than
160000 bytes, and to the most stringent case, threshold 45% -
55%, the monitoring data are less than 40000 bytes.

Additionally, the Figure 8 presents a behavior analyzis
about the influence of filtering over scalability where we
can observe that as the nodes increase, monitoring data also
increase, and consequently its influence on the network grows.
Moreover, the Figure 8 shows the filters assisting to decrease
the influence over the network load through reducing the
amount of monitoring data as we can observe in the analyzes
to each type of filter (i.e., 10% - 90%, 25% - 75%, 45% -
55%).
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Figure 7. Evaluation to Scalability and Adaptability

Figure 8. Evaluation to Scalability and Adaptability II

The results show that filters can assist to reduce the
influence of scalability over network load. For this reason, the
filtering method application in the proposed architecture can
result in performance to cloud monitoring solutions. Therefore,
the proposed architecture is functional to reach the scalability
requirement because it can cope with a large number of
agents/probes. In addition, the filtering assists to reduce the
amount of monitoring data in a network. Thus, the architecture
grows in a number of hosts in a way that allowing to suitable
work with the scalability issues.

C. Adaptability

In adaptability evaluation, we analyze Figure 7 and Figure
8 also utilized in scalability evaluation. In this way, we show
the same factors that contribute to address the scalability issues
can also contribute to solving adaptability in the proposed
architecture.

The Figure 7 shows that filters assists to reduce the amount
of monitoring data in a network. Therefore, filters are benefi-
cial to adaptability because the reduced amount of monitoring
data in the network allows for network flows of different
purposes to operate with more network resources. Thus, filters
assist to reduce the workload of monitoring systems helping
this type of system in order to cannot affect other activities in
a cloud environment. For this reason, adaptability is influenced
in a positive way by filtering.

Additionally, The Figure 8 shows that when the number of
nodes grows more influence have the filters over the amount

of monitoring data. Acting to reduce the amount of monitoring
data. Thus, more effective is the influence of filtering to helping
over adaptability issues.

The proposed architecture is based on local filters that
decrease also the propagation of monitoring data over the
network. The propagation is reduced because filtering is done
by local filters located in local hosts. This architectural func-
tion assists to reduce the impact of scalability over adapt-
ability. Moreover, local filters anticipates the filtering process
in order to reduce the management communication among
layers, decreasing the network overload. In addition, local
filters improve filtering because allow to anticipate analyzes of
monitoring data making faster the process of data analyzing.
Thus, local filters are an architectural function that contributes
to adaptability.

Finally, we can conclude that the proposed architecture
is suitable to work with adaptability requirement on cloud
monitoring systems because it operates in order to attend this
cloud monitoring requirement.

D. Analyzes of Scalability, Adaptability, and Accuracy

The results show that cloud monitoring requirements such
as scalability, accuracy, and adaptability have mutual influence
among itself. In this paper, we proposed an architecture to
improve scalability. Furthermore, the adaptability requirement
improves also, because these two types of cloud monitoring
requirements have a narrow relationship.

Scalability is an ability that a cloud monitoring system has
to grow in the amount of agent/probes. On the other side,
adaptability is an ability that a cloud monitoring system has
to not be invasive, thereby cannot impede other activities of
cloud. However, how more agents are added in a scalable cloud
monitoring system, more monitoring data are generated and
more influence negative has scalability over adaptability.

The proposed architecture addresses this influence using
local filters for two main reasons. First, the utilization of
filtering is a consolidated method in order to reduce the amount
of data, in this case particularly, monitoring data. Second,
the localization of filters in the proposed architecture allows
to reduce the management communications among layers,
decreasing the amount of monitoring data in the network.

On the other hand, the filtering used in the architecture has
a negative influence over the accuracy because filters reduce
the monitoring data. Thus, there are less monitoring data to be
analyzed impairing the accuracy requirement. In general, the
results show that accuracy resulting is minor than the exact
value. For this reason, we can conclude that scalability has a
negative influence over accuracy in the proposed architecture.

Finally, possibly all of cloud monitoring requirements are
interrelated. In this paper, we showed an architecture where
were analyzed the impact of scalability over adaptability and
accuracy. These impacts can be positive or negative to each one
requirement, always considering the environment and solution
proposed. However, the main important point is to find out a
balance among the cloud monitoring requirements.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we propose an architecture to analyze and
evaluate cloud monitoring requirements such as scalability,
accuracy, and adaptability. The architecture proposed is sim-
plified, and based on local filters that anticipate the filtering
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process. The anticipate of filtering improves the cloud moni-
toring requirements such as scalability, and adaptability.

In this context, we can evaluate that scalability is improved
because the proposed architecture is simplified and can cope
with a large number of agents. On the other side, adaptability
is improved because local filters allow faster the analyzes
of monitoring data, and the architecture reduces management
communication among layers. These affirmative is supported
by an evaluation to each one of the requirements presented in
section IV.

In addition, the evaluation of requirements confirms the
mutual influence among scalability, adaptability, and accuracy.
Moreover, the results confirmed that utilizing mild filtering
could assist to find out a balance between adaptability and
accuracy (e.g., by filtering 20% - 80%). However, if any type
of filter is applied over a set of monitoring data the accuracy
is impaired and adaptability has benefits. For this reason,
when a stringent filtering is applied, there are advantages to
adaptability and the accuracy has a considerable loss.

It is worth mentioning that these are the first assessments
about the mutual influence among scalability, adaptability, and
accuracy. Thus, further evaluations regarding the correlation
among these requirements are necessary to reach the exact
relationship.

Finally, there are several gaps to be evaluated about cloud
monitoring requirements. For example, the mutual influence
among other requirements, how to fulfill a specific require-
ment, find out a comprehensive cloud monitoring system that
meets all cloud monitoring requirements.

In this regard, future works are concentrated in accomplish-
ing further evaluations aiming to evaluate the exact relation
among scalability, adaptability, and accuracy. Moreover, to
evaluate other cloud monitoring requirements, analyze the
mutual influence among other requirements and the influence
of scalability over other requirements.
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