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Abstract—Software-Defined Networking (SDN) offers a flex-
ible, programmable approach to network management by de-
coupling the control and data planes. While SDN technical
advantages, such as improved network performance and se-
curity, are well-documented, its economic implications remain
underexplored, particularly in prioritizing services based on
business value. This paper introduces Dhana, a novel SDN-
based traffic management approach that integrates economic
considerations. Dhana dynamically prioritizes high-value services
by analyzing network components using metrics like downtime
costs and service-level agreement (SLA) compliance. The goal is
to minimize economic loss during network congestion or failures,
even if technical global optimization is partially sacrificed. Tests
show that Dhana can take many paths according to its needs and
has not significant overhead.

Index Terms—Routing, SDN, Traffic Engineering

I. INTRODUCTION

Software-Defined Networking (SDN) separates the control
and data planes, allowing dynamic, centralized network man-
agement with improved security, performance, and cost effi-
ciency [1]. SDN allows real-time monitoring and adjustment of
network behavior to meet the demands of environments like
data centers, cloud services [2], Content Delivery Networks
(CDN) [3], and server clusters [4].

Beyond technical advantages, SDN offers economic benefits
by reducing Capital Expenditures (CAPEX) and Operational
Expenditures (OPEX) [5]. However, limited research explores
real-time economic prioritization of services, particularly in
heterogeneous networks where services vary in economic
value [6]. For example, in networks supporting critical services
(e.g., e-commerce or internal communications), prioritizing
high-value services during congestion or cyberattacks can
support the mitigation of potential financial losses [7]. SDN
can also be used for security purposes, such as identifying ma-
licious packets [8] and detecting flood attacks [9], preventing
economical loss due to security vulnerability.

Although SDN has been used to optimize traffic manage-
ment [10], [11], most of the research focuses on technical
efficiency, neglecting the economic impacts of network opera-
tions [12]. This creates opportunities to incorporate economic
considerations into SDN management, addressing scenarios
where the financial impact outweighs technical optimization.

We introduce Dhana, a novel approach that integrates eco-
nomic metrics (e.g., downtime costs, Mean Time to Repair

(MTTR), and SLA compliance) into the SDN traffic manage-
ment. Dhana prioritizes high-value services, dynamically real-
locating traffic to minimize economic losses during congestion
or failures, even if it sacrifices purely technical optimization.
The word Dhana comes from Pali, which means wealth.

This paper is structured as follows. Section II reviews
related work, Section III details Dhana’s implementation,
Section IV presents experiments and results, and Section V
summarizes findings and future directions.

II. RELATED WORK

In this section, we review state-of-the-art techniques in
network traffic management, particularly focusing on rerouting
traffic and load balancing.

Nyx [13] is designed to mitigate DDoS attacks by rerouting
traffic between a deployer Autonomous System (AS) and a
critical AS. It uses BGP to minimize congestion, allowing
for Routing Around Congestion (RAC) by appending the
congested AS’s number to the advertised path. However, [14]
highlights a trade-off between establishing detour paths and
maintaining path isolation, where the latter prevents non-
critical flows from sharing these paths, thus reducing band-
width for critical services. Therefore, the lack of a global
network view complicates effective rerouting.

In SDN, approaches like those in [15] and [16] address
congestion management. The [15] proposes an algorithm using
Dijkstra’s shortest path to dynamically reroute traffic in a fat-
tree topology, tested in a Mininet environment, demonstrating
significant performance improvements. Meanwhile, [16] fo-
cuses on cloud data centers, implementing a flow-based local
rerouting scheme to detect congestion and redistribute traffic
efficiently, enhancing load balancing and fault tolerance.

These works progressed towards enabling services, even in
congestion situations. However, none of them evaluates if all
the services are worth helping in more extreme situations. Fur-
thermore, the question of whether it is worth helping services
with lower profit by distributing loads equally and enabling
traffic to flow through important points to services which have
higher profit remains unanswered. Although there are many
applications for improving overall network performance, there
is still a need to address situations where you must choose
services to be preserved and their activities maximized in
order to improve the gains of a business that is dependent
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on a network infrastructure. Dhana is the very first solution to
bring the economic aspect to traffic management.

III. DHANA APPROACH

Dhana was conceived as a traffic optimizer guided by
economic interests. Its purpose is to promote the availability
of highly valuable services by avoiding traffic congestion
and also to maintain a hierarchical relationship between the
services in the network. If a service does not present enough
economic contribution, it does not receive special treatment.
The implementation of Dhana and examples of usage are
publicly available at Github'. In the next subsections, we
describe in detail the design, architecture, and implementation
of Dhana.

A. Dhana Approach
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Fig. 1: The Dhana’s Approach

Dhana ensures the availability of critical services in
OpenFlow-based networks by dynamically managing paths
through three core modules: Path Installation, Link Congestion
Detection, and Path Recalculation (Figure 1).

In the Path Installation module, the controller calculates
host scores from operator-defined metrics (e.g., in a . JSON
file). High-value hosts are assigned the most efficient, least
congested paths, while lower-value hosts are routed to avoid
critical switches identified using betweenness centrality.

The Link Congestion Detection module monitors switch
ports to identify congestion. When congestion is detected,
the Path Recalculation module dynamically adjusts the paths.
High-value hosts are rerouted to less congested paths, while
low-value hosts avoid congested routes and critical switches.
This approach optimizes network flow, prioritizing critical
services and reducing disruptions.

B. Path Calculation and Selection

To achieve its goal, Dhana requires a global view of the
network to select the best path between hosts based on
the value of the service. This involves evaluating economic
metrics such as uptime SLA percentage, downtime cost per
hour, and MTTR. Metrics such as high uptime SLA enhance

'https://github.com/MSaueressig/Dhana

profitability, while others, such as high downtime costs, reduce
it. These values are derived from company reports and analyses
of operational costs and revenues. As shown in [17], key
factors that influence service profitability can improve network
planning, while [18] provides a framework for assessing Total
Cost of Ownership (TCO), useful for economic analysis. Both
can be used as a way to chose metrics for economical analysis.

Dhana is not limited to these methodologies; any measur-
able factor that affects profitability can be used as a metric.
Such data can be stored in formats like . JSON, enabling the
controller to assign scores to hosts based on these metrics.

Using these metrics, we calculate a score for the host, and
this score is used to give special treatment to host services
during path calculation. How to calculate the score lies in the
network operator and its team’s decision, given that creating a
highly sophisticated methodology for score calculation is out
of the scope of the work, which prioritizes the idea of how
to choose paths given established economical values for the
services in the network. We are currently exploring the idea
of establishing this methodology for future work.

In our implementation, we define and use a weighted
composite score to evaluate the services in the network since
we can attribute relevance to each metric, allowing us to
address each economic aspect of the service while respecting
the importance of these aspects. We also implemented this type
of score for its simplicity, as we chose this weighted sum for
a simple and intuitive way to obtain scores for the hosts.

The general formula for calculating the weighted composite
score is given by Eq. 1:

x; —min(X;)
max(X;) — min(X;)

n
Composite Score = Z w; - (D
i=1
Where,

n is the total number of metrics;

x; is the value of the ; — th metric for the service being
evaluated;

min(X;) is the minimum value of the ; — th metric across
all services;

max(X;) is the maximum value of the ; — th metric across
all services;

w; is the weight assigned to the ; — th metric (based on its
importance).

Each metric is normalized to a scale of 0-1 using min-max
normalization to ensure comparability, since metrics such as
MTTR (time) and SLA uptime (percentage) impact network
economics differently. After normalization, each metric is
multiplied by a weight reflecting its importance. Weights are
determined by analyzing the economic impact of each metric,
such as using linear regression to model profitability or the
Analytical Hierarchy Process (AHP) for pairwise comparisons.

The final composite score is calculated by summing all
weighted normalized metrics, representing the economic rele-
vance of the host’s service.

In our example scenario, we defined five metrics: Asset
Value, Downtime Cost, SLA percentage, Max Requests per
Second (RPS), and MTTR, with their respective weights,
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which were randomly selected for the sake of testing the
approach’s functionality:

e Asset Value: w; = 0.3

¢ Downtime Cost: wy = 0.25

e SLA: w3 =0.2

e Max Requests per Second: wy = 0.15
e Mean Time to Recovery: ws = 0.1

The network operator must configure the equation according
to the parameters provided. One must be aware of when to sum
or subtract in the formula. In our scenario, MTTR is subtracted
from the sum because the higher its value, the higher its cost.
A high MTTR does not mean higher profitability, but an asset
value does, which is why we sum the asset value. The network
operator must pay attention to the kind of impact the metric
has on the profitability, whether it is negative or positive. A
threshold is then chosen based on a rank expressed by Eq. 2:

Rank = P x (N +1) 2

where P is the desired percentile (e.g., 0.90 for the 90th
percentile) and NV is the number of scores, i.e., 10% of the
highest scores will be considered highly valuable hosts. The
percentile is adjusted by trial and error, so the operator must
do a tuning process to determine how much of the services
must be classified as high value to optimize the network.

High-value hosts receive priority during path calculation,
gaining access to the most efficient and least congested paths.
Lower-value hosts are directed away from these paths by
avoiding critical switches, ensuring availability of them. These
switches have high centrality betweenness centrality, which
measures a switch’s importance by its role as a bridge in
shortest paths. Hosts that achieve composite scores above the
defined threshold will be granted the paths that use these
switches, allowing them to utilize the most efficient and least
congested paths.

The betweenness centrality formula is presented in Eq. 3:

Cp(v) = % 3)
A

Where,
o(s,t) is the total number of shortest paths from node s to

node ¢.

o(s,v,t) is the number of those shortest paths that pass
through node v.

The summation is over all pairs of nodes s and ¢ in the
graph, excluding v.

When the network initializes, the controller computes host
values using composite scores. OpenFlow switches establish
connections with the controller, while hosts send ARP packets
to populate the ARP table and map MAC to IP addresses.
The controller identifies switches and hosts, calculates switch
centrality using a betweenness centrality algorithm, and builds
a connectivity graph. It then computes optimal paths using
Depth-First Search (DFS) to find all possible paths, caching
them for future use. High-value hosts are assigned the shortest
paths, while lower-value hosts receive paths that avoid critical

switches. Path selection for lower-value hosts follows specific
prioritization steps:

1. Each path has a base cost, Cpan, Which is calculated by
summing the link costs between switches along the path as it
can be seen in Eq. 4:

n—1
Cpath = Z Clink (8, Si+1) 4

i=1
where Chink(si, Si+1) is the cost of the link between switch
s; and switch s;4 1.
2. For each path, the number of critical switches, k., iS
counted. A critical switch is defined as a switch with a
centrality value higher than a given threshold. This relationship
is expressed by Eq. 5:

ke = Y _W(si € Critical Switches) 5)
i=1
where ¥ is the indicator function, which is 1 if s; is a critical
switch, and O otherwise. In our scenario, we use the average
value of the switches.
Let: - S = {(s1,v1),(82,v2),...,(Sn,vn)} be the set of
all switches s; and their respective values v;. - The average
switch value V,,, is expressed by Eq. 6:

Zim ¥ ©)
n

where n is the total number of switches and v; represents the
value associated with switch s;.

The set of critical switches C' is then defined as the set of
switches whose value v; is greater than the average value:

CZ{SiES‘Uz‘>V§wg}

‘/avg =

In other words, a switch s; is considered critical if its value
exceeds the average value of all switches.

3. Longer paths may be rewarded with an incentive, liengh,
which is proportional to the length of the path, as can be seen
in Eq. 7:

Ilength =A-n @)

where n is the number of switches in the path and A is a
positive constant of the incentive for choosing longer paths.
4. A penalty, P, is applied for each critical switch in the
path. This penalty is proportional to the number of critical
switches, and it is expressed by Eq. 8:

Peit = M- Kerit (®)

where p is a constant representing the penalty for each critical
switch.
5. The total cost of the path, considering both incentives and
penalties, is given by Eq. 9:

Clolal = C(palh - Ilenglh + Prit (9)
6. The paths are then sorted by their total cost, and the path
with the lowest Cio, is selected as can be seen in Eq. 10:

Selected Path = arg m{}r} Clotal (10)
pa

Following that, the controller installs OpenFlow rules on
the switches, using either direct actions or group tables for
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multipath routing, adjusting flow entries dynamically based
on the paths selected to achieve efficient traffic distribution.
The controller also handles link and switch events, updating
the network graph whenever the topology changes.

C. Congestion Detection and Monitoring

To detect congested links, we implemented a monitoring
loop on the controller that periodically requests port statistics
from switches. When switches respond, the controller pro-
cesses the replies by recording the current time, calculating
the difference in transmitted and received bytes since the
last event, and determining the total bytes transferred. The
utilization is calculated by the Eq. 11:

total_bytes

utilization = ——————
bandwidth_limit

Y

Links exceeding an 80% utilization threshold are flagged
as congested. Upon detecting congestion, a handler function
requests flow statistics to identify the source and destination
of the flows causing congestion, as port stats only indicate the
affected switch port. The flow stats handler processes each
statistic to retrieve match conditions, packet/byte counts, and
switch IDs. It filters for IPv4 flows to determine flow origins
and destinations. Utilization is calculated for each flow to
assess its impact on the switch using Eq. 12.

e byte_count
tilization = (| ———— 1
utilization (bandwidth ) x 100

If the utilization exceeds a threshold (e.g., 80%), the func-
tion calls a path recalculation function to adjust the paths and
avoid the congested link.

12)

D. Path Recalculation and Rerouting

To recalculate the path and reroute the flow, we access the
data structure that holds all paths calculated by the DFS, so we
do not need to recalculate these paths again. The process of
selecting the paths for high-valuable hosts and lower-valuable
hosts is slightly different, involving two primary modifications:
1. Congestion Awareness: During recalculation, all possible
paths between source and destination are evaluated based on
their congestion levels. For each path, the number of congested
links ccong is calculated, and paths are sorted by this count:

Paths with congestion counts = {(p1, Ccong,1), (P2, Ceong,2), - - - »
(pn7 Ccong,n)} (13)
The path with the fewest congested links is selected by the Eq. 14:

Best path = arg min ccong (14)
path

2. Host Value-Based Selection: For high-value hosts (hosts
with a value greater than a certain threshold), the path selection
favors paths that have the least congestion and are shorter, as
can be seen in Eq. 15:

Best path for high-value hosts = arg miklll (Chath Ceong) (15)
padl

If two paths have the same number of congested links, the
list is sorted by length. For low-value hosts, path selection
takes into account critical switches and congestion. Total cost

is modified to include a reward for longer paths and a penalty
for critical switches, which is expressed by the Eq. 16:

C{jlcazilc = Cpath - [length ~+ Pt + Ccong (16)

where ccong is the number of congested links on the path. The
path minimizing this recalculated cost is chosen using Eq. 17:

recalc

Best path for low-value hosts = arg Hli}I]l (C’mml ) 17)
pat]

Here, we prioritize the paths with least critical switches;
then, if the paths have the same number of critical switches,
the controller takes the shortest one. This concludes the func-
tionality of Dhana. The next section will show an evaluation
done testing the mechanisms described in this section and how
Dhana performs generally.

IV. EVALUATION

This section provides a quantitative evaluation to showcase
the feasibility and scalability of Dhana. For that, different
experiments were conducted in different topologies, and the
path was computed in order to ensure critical services (from an
economic perspective) have high availability even in situations
of cyberattacks or high usage of the network.

To implement Dhana, we developed a Ryu controller using
Python as the programming language. The controller is called
by the script and initialized, waiting to connect to a network.
We have built different topologies on Mininet to test Dhana’s
behavior. An example of topology can be seen in Figure
2. These topologies were built on MiniEdit, an extension
of Mininet. The switch used by the SDN network is Open
vSwitch, which functions as a virtual switch to facilitate
communication between different virtual machines (VMs) or
network namespaces, as well as physical network devices, and
operates on various platforms, including Linux and is widely
used in SDN environments.

At first glance, it seems that we chosen topologies have
nothing to do with real-life topologies, but we provided them
with a purpose. The scenarios and topologies were carefully
chosen to be as illustrative and complex as possible. We
decided to partially avoid complex scenarios to show clearly
and visually how Dhana changes its paths and how it can
work in different scenarios with many options available. We
wanted to show that if Dhana has two congested paths, it
will choose a third one, and so on. To illustrate the behavior
intuitively, we decided to use a simple topology, but Dhana
can also perform properly on complex topologies. We built
the topologies with many paths and redundant connections
because we wanted to highlight their capability of dealing
with these complex situations, even if they could be more
realistic. To summarize, we decided that these scenarios would
fully demonstrate Dhana’s functionality in scenarios where it
can choose different paths according to length and congestion,
showing these choices in this evaluation section. This does not
mean that Dhana can’t deal with realistic scenarios. In reality,
being capable of working in such drastic and highly complex
topologies guarantees its operability in much simpler and more
realistic topologies.

A. Path Changes

The Fig. 3 from (a) to (c) shows a recalculation of paths
along congestion events from a less valuable host to a highly
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Fig. 2: Network Topology
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Fig. 3: Tllustration of Path Changes for low-value hosts (left
column) and high-value hosts (right column) in the Algorithm.

valuable host. The network is represented as a graph, the nodes
being switches and the red line the path. Each time a path gets
congested, a new path is chosen, the shortest path with the least
number of congested links. The orange nodes represent the
critical switches that the receiver host benefits from utilizing
since most of the shortest paths use them.

These figures show the dynamic change of paths according
to the needs of the network. In a scenario where a less valuable
host is a destination, the paths that avoid critical switches
are mainly chosen, as depicted in Fig. 3 from (d) to (f). In
situations where paths with critical switches are chosen, either

because the other paths are too congested or because it is a
bottleneck node. But in most cases, the controller will avoid
critical switches, taking turns between the available paths.

B. Scalability

In our experiments, Dhana faced scalability challenges as
switches increased, but it remains adaptable for complex
topologies. Real-time path recalculation using DFS, with a
time complexity of O(V + E), proved impractical due to
exponential growth beyond eight switches (Fig. 4), causing
significant overhead during congestion events. To address this,
DEFS is now used only during path installation, with discovered
paths hashed for quick lookups during congestion. To optimize
Dhana, it is recommended to run a ping after network setup
or adding switches to save all possible paths for future use.

Average Recalculation Time vs Number of Switches
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Fig. 4: Average Recalculation Time according to the number
of switches

However, as more switches are installed, the path installa-
tion takes longer, and the list of possible paths grows, which
might become impractical. Fortunately, SDN allows multiple
controllers for a single network. A good way of scaling the
solution is to use multiple controllers for network clusters of
approximately 8 switches, each one of them running Dhana.
The peripheral switches in the clusters connecting one cluster
to another would serve as signs to a path leading to a high-
valued host or low-valued host. Dhana would install and
recalculate paths within the cluster to these switches, so it can
navigate through the clusters and reach the hosts. Special flow
rules would be installed to treat switches between clusters.
This way, Dhana can function in networks of all sizes.

C. Discussion and Limitations

We conducted a UDP packet flow test using iperf [19]
to simulate congestion between a high-value host (server)
and a low-value host (client). Although Dhana demonstrates
limitations when relying on a single controller, there is a
trade-off in packet loss, bitrate, and jitter. Path recalculation
introduces packet loss spikes due to the overhead of path hash
access and congestion calculations. Despite slight effects on
bitrate and jitter, communication performance remains largely
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unaffected in practical scenarios with intermittent congestion
and provides continuous availability to the services.

This test represents an extreme case of continuous con-
gestion. In typical situations, Dhana’s congestion detection
effectively alleviates traffic bottlenecks but does not replace a
Network Intrusion Detection System (NIDS). As a mitigation
tool, Dhana aids in the management of flood attack symptoms.
For full protection, it should work alongside an Intrusion
Prevention System (IPS), providing real-time congestion and
path change data to signal mitigation strategies.

Dhana is designed to optimize profitability, such as in CDN
scenarios. Here, the downlink between edge and source servers
is prioritized, as it handles large-scale content delivery critical
to user experience and revenue. During congestion, Dhana
prioritizes client traffic on optimal paths while redirecting less-
critical uplink traffic to secondary routes.

In DDoS attacks, where malicious traffic overwhelms crit-
ical links, Dhana alleviates the impact by rerouting traffic
and alerting operators to link congestion and path changes.
This enables IPS systems to respond effectively while Dhana
minimizes disruption to critical services.

V. CONCLUSION AND FUTURE WORK

In this paper we have introduced Dhana, an economic-
oriented approach for traffic management using SDN. This
is an effort to bring economical aspects to SDN traffic man-
agement and to prove that it should be possible for network
operators to minimize their economic losses and secure the
functionality of services using traffic management.

Dhana demonstrates effective dynamic path recalculation
in response to congestion events, especially for high-value
hosts. However, scalability issues arise as the number of
switches increases, leading to exponential growth in path
recalculation times and potential performance overhead. By
employing hash-based path storage and advocating for the use
of multiple controllers within network clusters, scalability can
be enhanced.

In future work, we will focus on large-scale solutions and
minimizing the overhead for Dhana so we can extract its full
potential. We want to explore the possibility of Dhana being
part of a robust IPS, one that considers economical aspects
during its execution.
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