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Infrastructure as a Service (IaaS) clouds are becoming a customary way to deploy modern
Internet applications. Many cloud management platforms are available for one who wants
to build a private or public IaaS cloud (e.g.,, OpenStack, Eucalyptus, OpenNebula). A com-
mon design aspect of current platforms regards their black-box-like controlling nature,
where cloud administrators have few opportunities to influence how resources are actually
managed (e.g., virtual machine placement or virtual link path selection). We envision that
administrators could benefit from customizations in resource management strategies to
achieve environment specific objectives or to enable application oriented resource alloca-
tion. In this article, we introduce a new concept of cloud management platform where
resource management is made flexible by the addition of programmability to the core of
the platform, with a simplified object-oriented API. We present a proof of concept proto-
type and an evaluation of three resource management programs on an emulated network
using Linux virtualization containers and Open vSwitch running the OpenFlow protocol.
Results show the feasibility of our approach and how optimization programs were able
to achieve different objectives defined by the administrator.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

use their own physical resources to build IaaS clouds in
order to deploy their particular applications, in a model

Providing Infrastructure as a Service (IaaS) through
clouds has drawn much attention from key information
technology (IT) players (e.g., Amazon, Microsoft, IBM, HP)
in the last few years. In general, public cloud providers
adopt a pay-per-use model, where customers can “rent”
virtualized computing resources, use these resources for
a given amount of time, and release them when they are
not necessary any longer. Many organizations, however,
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usually referred to as private cloud. The reasons for choos-
ing private instead of public clouds vary, but it commonly
encompasses situations as: when the customer does not
trust the cloud provider to meet specific security require-
ments, when an organization already has idle resources
to deploy a private cloud and does not want to rent any-
thing from third parties, or in the case of companies or
individuals running non-profit or experimental applica-
tions, such as researchers or universities.

There are numerous cloud management platforms used
for the deployment and maintenance of both public and
private clouds. Some platforms have been designed to
comply with the specific purpose of a cloud provider, such
as Amazon EC2 for Amazon’s cloud. On the other hand,
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other management platforms are developed by the open
source software community and are free to be downloaded
and used by any interested party (e.g., OpenStack [1], Euca-
lyptus [2], OpenNebula [3]). For example, HP's public cloud
services are built with the OpenStack platform.

In terms of resource management, a common design as-
pect present in most cloud platforms is the separation of
management concerns in computing, storage, and net-
working. Computing management is tightly related to han-
dling virtual machines to allocate CPU and memory.
Storage management, in its turn, enables allocation of per-
sistent — possibly distributed — data volumes over a data
center. Lastly, networking management encompasses en-
abling communication between virtual resources. Ideally,
these three resource management concerns (i.e., comput-
ing, storage, and networking) should be addressed at the
same level of importance, or, in other words, platforms
should support complex virtual network topology configu-
ration as well as handling live virtual machine migration.
However, in practice, some platforms focus more on one
or another concern.

In general, the life-cycle of an application in most of the
aforementioned cloud platforms includes four phases:

1. The specification phase, when the application owner
(e.g., tenant) requests a set of virtual resources - some-
times referred to as cloud slice or just slice — which usu-
ally includes a number of virtual machines, operating
system images, and an IP address range.

2. The provisioning phase, when the cloud platform allo-
cates the requested resources from the data center.

3. The runtime phase, when the application is running and
using the provisioned virtual resources, and when the
slice might undergo optimization, e.g., when elasticity
is supported.

4. The termination phase, when resources are released by
the application back to the platform and become avail-
able again for future allocations.

A major problem with current cloud management plat-
forms comes from their black-box-like centralized control-
ling design, which resembles cluster task schedulers. In
such a design, from slice specification to termination
phase, very few opportunities exist for the administrator
to influence how resources are actually managed by the
platform (e.g., virtual machine placement or virtual link
path selection). We envision that IaaS clouds could benefit
from customization in resource allocation strategies under
two different perspectives: (i) to achieve environment spe-
cific objectives, such as optimizing energy consumption or
reducing expensive link utilization, and (ii) to enable appli-
cation oriented resource management, e.g., placing con-
nected virtual machines close together in the data center
to reduce communication delay. Because of the lack of flex-
ibility to accommodate such customization, current plat-
forms fail to support many modern Internet applications
- specially highly distributed and network intensive ones
- with strict requirements for elasticity or Quality of Ser-
vice (QoS) [4].

In this article, we introduce a new concept of cloud
management platform where resource allocation and opti-

mization are made flexible. We add programmability to
the core of the platform with a simplified object oriented
API, in such a way that administrators can easily describe
and run personalized programs for both application
deployment and optimization. In addition, administrators
can also use the API to customize metrics and configure
events to trigger optimization whenever necessary. The
proposed API offers high-level operations to handle all
sorts of resources (i.e., computing, storage, and network-
ing), all at the same level of importance. Further than that,
administrators can use the API to collect information from
the monitoring system in order to use all this information
when deploying or optimizing applications.

A prototype has been implemented to show the feasibil-
ity of our approach. This prototype supports a wide range
of virtualization technologies through Libvirt [5], advanced
networking through software-defined networks with
OpenFlow [6], and integration with a configurable cloud
monitoring framework [7]. We evaluate the developed
prototype on an emulated environment, using Linux virtu-
alization containers with LXC [8], Open vSwitches [9] run-
ning OpenFlow, and Mininet [10]. Results show a
promising path towards enabling flexible resource man-
agement in cloud platforms, from deployment to optimiza-
tion of cloud slices. We show that by using our
programmable platform an administrator is able to write,
in a just few lines of code, optimization programs that
achieve completely distinct objectives.

The remainder of this article is organized as follows. In
Section 2, we describe some of the current efforts from
both academia and industry to provide laaS over clouds,
focusing mainly on resource management aspects. In Sec-
tion 3, we present the key concepts that drive our research
organized as modules of a conceptual architecture. Follow-
ing, we detail the prototype developed as a proof of con-
cept in Section 4. Experiments conducted and results
achieved using our prototype are presented in Section 5.
At last, in Section 6, we conclude this article with final re-
marks and future work perspectives.

2. Related work

In this section, we examine some of the main proposals
towards providing laaS through cloud platforms. We ana-
lyze many different aspects of each proposal, including:
(i) to which extent resource management concerns (com-
puting, storage, and networking) have evolved; (ii) what
is the approach to “translate” an initial application specifi-
cation into actual resource allocation; and (iii) how cloud
administrators can influence resource allocation and opti-
mization processes.

Cloud computing is a term coined around 2007. Already
in 2008, Vaquero et al. [11] were on the pursuit of a consol-
idated definition of the term by analyzing a large number
of previously given definitions. In that study, the authors
revealed a traditional approach to cloud computing
emphasizing the provisioning of virtual computing and
storage resources. This is tightly related with the fact that
cloud computing initially emerged as an evolution of clus-
ter and grid environments inside the high-performance
computing community. Networking was then only
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considered as a means to interconnect virtual resources.
Benson et al. [12] also highlighted some of the limitations
of cloud platforms in supporting robust networking func-
tions. Recently, Moreno-Vozmediano et al. [4] pointed
out that current laaS clouds are still too infrastructure-
oriented and lack advanced service oriented capabilities.
For example, the authors emphasize the current poor sup-
port for service-oriented QoS metrics. Also, the definition
of more complex elasticity rules, based on different types
of metrics, is not well supported, including both infrastruc-
ture-level and QoS metrics.

Quickly, many cloud management platforms were
developed inside research projects or directly by the open
source software community. Examples of some major plat-
forms currently available for organizations that want to
build their own private or public clouds, are: Nimbus
[13], originated from Virtual Workspaces [14]; OpenNebula
[15], from the FP7 project RESERVOIR [16]; Eucalyptus [17],
as an outcome of the MAYHEM project; and OpenStack [1],
by Rackspace Hosting and NASA. By analyzing the main fea-
tures of these platforms, it is possible to conclude that they
focus mainly on virtualization of computing and storage re-
sources, while networking support is still too basic [18]. The
majority of these platforms offers network configuration
via DHCP servers to configure IP addresses for virtual ma-
chines. Eucalyptus also provides a mode where it is possible
to isolate traffic between sets of virtual machines through
the use VLAN tags. Only recently, OpenStack started a par-
allel project called Quantum [19] to further develop its net-
working capabilities. This project aims to develop the
concept of Connectivity-as-a-Service (CaaS) in the platform,
by adding transparent VLAN creation, explicit definition of
network interfaces of virtual machines, and plug-ins to ex-
pose API extensions for more complex functionality sup-
port, such as network QoS.

There are a number of testing platforms (testbeds) that
provide IaaS for researchers to run all sorts of experiments
in large scale infrastructures. OFELIA Control Framework
(OCF) [20], from the FP7 Ofelia project [21], allows
researchers to reserve resources and run experiments over
OpenFlow networks [6]. Another example is ProtoGENI
[22], from the GENI project [23], which allows the creation
of a virtual infrastructure of interconnected virtual re-
sources, aggregating resources available from many part-
ner federations. However, these platforms do not strictly
follow the cloud computing model. The notion of applica-
tion to run on a cloud is rather vague, the approach is much
more resource oriented. On the other hand, they do imple-
ment more complex network configuration functionality
than most of the previously mentioned platforms, follow-
ing a Network as a Service (NaaS) model. Also, resources
are “leased” for testing purposes and there is usually much
bureaucracy and strict rules to access them. It is important
to notice that, in most cases, the user/researcher has many
options to choose in terms of where they want their re-
sources to be positioned. Usually, researchers have a no-
tion of the underlying topology and hardware resources
available too. That is generally not the way most cloud
providers would operate; cloud providers usually try to
optimize resource placement according to well-defined

objectives (e.g., low energy consumption) and hide such
placement details from users.

Although we focus in this article mainly on providing
laaS, it is important to emphasize that what runs over
these virtualized infrastructures is actually an application.
Many approaches have been proposed to “translate” the
initial specification of an application - the input from the
user to the cloud platform - into actual resource allocation.
Most of the aforementioned commercial platforms adopt
an oversimplified approach, using forms or wizards, asking
questions like: how many virtual machine instances? how
much RAM memory? how much disk space? and which
operating system image should be deployed? Then, the
cloud platform finds a way to allocated virtual resources
onto the available physical ones. Some recent studies pro-
pose ways to allow high level specification of application
constraints [24-26] and complex methods of translation
to resource allocation. In our solution, we are not as much
concerned about allowing the application to be specified in
very high level means. However, we do include ways for
the user to specify a detailed virtual infrastructure where
the application can be deployed - further explained in
Section 4.

To turn cloud platforms more customizable, Guo et al.
[27] take a service composition approach to create cloud
platforms by employing a process description language
called Lightweight Coordination Calculus (LCC) to coordi-
nate system components. Resource allocation and optimi-
zation are performed respectively by the Scheduler and
SLA & Billing Manager components, which can interact with
other components in any way the developer decides to
implement. Although interesting, the approach does not
yet consider networking as a first-order resource. More-
over, the notion of virtual infrastructure composed of a
set virtual devices is vague. It is not possible to specify,
for example, a virtual topology or allocation of network re-
sources such as links or virtual routers. Network configura-
tion is done via DHCP and virtual machines reside inside
the same subnet as they belong to the same VM pool.

As an evolution of Guo et al.’s work, a lightweight ap-
proach to provisioning resources based on application con-
tainers, instead of heavy virtualization, was proposed by
He et al. [28]. This approach shows promising performance
improvements to certain types of applications, because of
the fast virtualization schema adopted. However, to scale
up an application, the authors assume that when a con-
tainer has consumed all allocated resources, creating a
new container will improve application performance. In
fact, that is the most common approach, and many authors
consider that scaling up and down is a matter of allocating
more or less resources, i.e., when an application is over-
loaded the straightforward solution is to spawn new vir-
tual machines [29]. We argue that the need for
optimization may depend on the application specific
behavior and on the conditions of underlying infrastruc-
ture. Moreover, auto-scaling is not only necessary for vir-
tual machines, but for all sorts of virtual resources that
may help on optimizing applications [30]. We thus advo-
cate for easily programmable optimization strategies and
metrics inside the core of cloud platforms.
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One last point to emphasize in the current picture of
cloud platforms is that many platforms already support
some default interoperability interfaces, such as the Open
Cloud Computing Interface (OCCI) [31], Cloud Infrastruc-
ture Management Interface (CIMI) [32], and the de facto
standard Amazon EC2 [33]. The use of such interfaces en-
ables other applications to remotely send requests to the
platform in order to allocate virtual resources. Neverthe-
less, that only eliminates the need to access the user inter-
face to request resources. Still, if an administrator needs to
really change resource allocation strategies on the core of a
cloud platform, it would be necessary to dig into the source
code - which is usually accessible in open source plat-
forms, but not really easy to change.

Given the state-of-the-art, we conclude that many solu-
tions exist for specific problems in cloud computing plat-
forms and many issues remain only marginally or not
addressed. For example, cloud platforms lack integrated
support for all types of resources (computing, storage,
and networking), developed at a level allowing complex
configuration and optimization of them all. Although many
open source platforms are available, reprogramming the
core of resource allocation strategies in those platforms
can be a complex task and is something a cloud adminis-
trator would certainly not want to do on a daily basis.
Therefore, more flexibility needs to be added to the core
of platforms to allow administrators to customize resource
management for their specific environment or applica-
tions’ needs. In the remainder of this paper, we introduce
concepts, implementation, and evaluation of our cloud
platform solution.

3. Key concepts & architecture

In this section, we present some of the main concepts
that drive our research and introduce the conceptual archi-
tecture that organizes the components of our solution. To
make concepts more didactic, we organize the explana-
tions along the typical process of request, establishment,
and maintenance of virtual infrastructures over laaS
clouds.

The two actors involved in the process are the End-user
and the Administrator, as depicted in the top part of Fig. 1.
The End-user (sometimes also referred to as tenant) is the
person or organization interested in “buying” virtual re-
sources for deploying a service or application on top of a
cloud based infrastructure. On the other side of the this
business relationship, there is the cloud provider, which
is represented in our architecture by the figure of an
Administrator. There are many possible business models
for the interaction between End-users and cloud providers
[34], but in this work we try to keep this relationship as
simple as possible. We focus on the provisioning of virtual
infrastructures as a service, where it is up to the End-user
to describe his/her needs and to the cloud provider to allo-
cate and maintain the requested virtual resources
accordingly.

The process starts with a request for a set of resources,
forming a virtual infrastructure described via a Initial
Specification document. In our architecture, this request is

typically specified and submitted by the End-user, although
it is also possible that the Administrator acts on behalf of
the End-user to place the request. The Initial Specification
document should reflect, as much as possible, require-
ments of the service or application that will run upon the
virtual infrastructure it describes. Of course, not all appli-
cations have obvious requirements that can be easily
mapped to a virtual network setup. Therefore, an intuitive
interface to help the specification of such requirements is
desirable, but it is also outside the scope of this research.
A few standards are under way that can be used for
describing virtual infrastructures, such as Virtual Infra-
structure Description Language (VXDL) [35], Open Cloud
Computing Interface (OCCI) [31], Cloud Infrastructure
Management Interface (CIMI) [32], and Open Virtualization
Format (OVF) [36].

Subsequently, the Initial Specification is parsed and
interpreted by the Cloud Slice Manager component of the
architecture, turning the virtual infrastructure specifica-
tion into an internal representation, which in our research
we call a Cloud Slice. The concept of slice is well known in
both computer and network virtualization environments,
but among cloud related proposals this concept varies in
interpretation. For the sake of our platform, we state that
a Cloud Slice is an aggregation of all different kinds of re-
sources that compose the virtual infrastructure over which
an application is deployed (i.e., computing, storage, and
networking). A Cloud Slice is dynamic in principle. It can
be created and destroyed upon request of an End-user at
anytime. Also, a Cloud Slice can be modified by moving,
adding, or removing virtual resources during application
runtime, which is desirable for resource optimization or
to improve the performance of the application itself.

After the creation of a Cloud Slice, the components in the
sections Programmable Logic, Event Space, and Slice Space of
the architecture interact to organize resource management
throughout the life-cycle of the application. The three main
components of the architecture, which add flexibility to
the core of the cloud management platform, are Deploy-
ment Engine, Optimization Engine, and Metrics Engine. These
three components operate based on the Resource Manage-
ment Programs & Metrics written by the Administrator. We
envision that the platform should be shipped already with
a basic set of general purpose programs and metrics. For
further customization, its up to the Administrator to change
these programs and metrics or to write new ones in order
to adapt resource management to fit environment or
application specific needs. More detailed examples of
how these programs and metrics are written are presented
in Section 5.

For the deployment of a Cloud Slice, the Deployment En-
gine component selects a program to perform the initial re-
source allocation. So far, we assume that the Administrator
can either configure the Deployment Engine to use a default
deployment program or manually select one for each Cloud
Slice. In future versions of the architecture, we may
consider adding another component to perform the
deployment program selection logic accordingly. After
deployment, the application is ready to run over the virtual
infrastructure. During application runtime, the need for
optimization of resource allocation may arise. For example,
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Fig. 1. Conceptual architecture of a cloud management platform.

virtual machines can be migrated to reduce network
latency or energy consumption. For this purpose, the Opti-
mization Engine employs an optimization program that is
executed based on conditions predefined by the Adminis-
trator. Conditions are expressed in the form of events
handled by the Event Manager component. A typical event
is composed of a condition (e.g., a given metric has ex-
ceeded a certain threshold) and an associated optimization
program (e.g., rearrange virtual resources aiming to reduce
the value of this metric).

The Metrics Engine component also operates based on
metric programs. So, basically, any type of metric can be
written to be used as condition for an event, including met-
rics that read information directly from the running appli-
cation. Metric values may range from simple numerical
values associated with the virtual or physical infrastruc-
tures (e.g., the load average of a server), to very complex
ones (e.g., average server load per virtual machine ratio
of the whole data center). It is important to notice that
events, metrics, and optimization programs can all be cre-
ated and configured to affect a specific Cloud Slice, or to be
slice independent. For instance, the Administrator can write
a program to optimize energy consumption affecting all
deployed Cloud Slices, and another program to optimize a
specific Cloud Slice based on an application level metric.
In this stage of our research, we assume that only one opti-
mization program will affect a Cloud Slice at a time, so to
avoid conflicting or circular allocation decisions.

All operations regarding handling of virtual resources
performed during deployment and optimization of Cloud
Slices make use of our Unified API. This API aims to provide

a simple interface for manipulating all types of resources
that may compose a Cloud Slice at the same level of impor-
tance. The Computing component takes care of basic func-
tionalities for virtual machines (ie., creating, staring,
stopping, migrating) and guest images (i.e., operating sys-
tem installation). The Storage component deals with alloca-
tion of virtual volume and pools abstraction. The
Networking component implements interfaces for creation
of two types of abstractions: virtual links and virtual
routers.

We also add in our conceptual architecture a fourth
component as part of the Unified API to enable Monitoring
to be considered as an “allocable” type of resource. This
is unusual in most cloud platform designs; however, it is
important to provide valuable information about re-
sources, specially for deployment and optimization pro-
grams. Whenever a Cloud Slice is deployed, the
corresponding monitoring infrastructure is also config-
ured. Moreover, this component implements an event
abstraction, which sets up alarms to be triggered from
within a Monitoring Infrastructure back into the Event Man-
ager component of the architecture. The interactions of our
proposed platform and the associated Monitoring Infra-
structure are further clarified in Section 4.

Virtual device abstractions are implemented on the
underlying infrastructure by a set of Drivers available at
the bottom section of our architecture. These Drivers are
technology specific pieces of code, which play two main
conceptual roles: (i) they abstract complexity of technol-
ogy specific configuration parameters and communication
protocols from the Unified API implementation, and
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(ii) they make the cloud management platform more por-
table, i.e., Drivers can be replaced as technology evolves,
as long as the provided set of functionalities remains the
same. It is important to emphasize that, the set of Drivers
displayed in our conceptual architecture serves only as
an example of technologies - which we actually imple-
mented in our prototype - that allow the establishment
of the virtual device abstractions over a real infrastructure.

4. Prototype implementation

As a proof of concept, we have implemented a proto-
type cloud management platform - which we called Aur-
ora Cloud Manager - following the design aspects of our
conceptual architecture. Most of the implementation has
been performed using the Python programming language.
We have brought together several third party tools, li-
braries, and systems in order to materialize the proposed
concepts. We have chosen not to rely on a complete plat-
form, such as OpenStack or OpenNebula, because we did
not want to inherit their internal complexity. Lower level
libraries, such as Libvirt and OpenFlow, provide abstrac-
tions sufficient for node virtualization and networking
operations that our platform requires. In this section, we
present, in a first moment, an overview of the interactions
of Aurora with other external systems. After that, we detail
the implementation of some of our platform’s core
components.

Fig. 2 presents a high level overview of the interactions
between the Aurora platform and two other systems that
compose the external Monitoring Infrastructure. As previ-
ously indicated by the disposition of components in our
conceptual architecture, we chose not to implement mon-
itoring functions directly into the platform’s core, since
there are complete solutions for that. Instead, we decided
to rely on a tool called Flexible Automated Cloud Monitor-
ing Slices (FlexACMS) [7] that builds Monitoring Slices auto-
matically to reflect a Cloud Slice creation. A Monitoring Slice
reflects the corresponding monitoring metrics and config-
uration in diverse monitoring systems that are necessary
to monitor appropriately all resources of a Cloud Slice.

FlexACMS uses a gatherer to collect an XML description
from Aurora, containing information about Cloud Slices. The
received information is used to detect changes that impact
on Monitoring Slices (e.g., a Cloud Slice creation), then Flex-
ACMS instructs configurators to deploy or update the corre-
sponding Monitoring Slice. Monitoring Slices are built based
on predefined rules and are able to monitor any type of
metric to be used by optimization programs, such as CPU
consumption or network interface statistics. FlexACMS
also provides several predefined templates for monitoring
virtual elements. Therefore, it is possible, in the XML
description, to tag these elements with keywords inform-
ing what should be monitored by default in every one of
them. For example, if a virtual machine is an HTTP or mail
server, or if a virtual router is an OpenFlow switch, there
will be specific related metrics that should be monitored
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Fig. 2. Interactions between the Aurora platform and the monitoring infrastructure.
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in order to assure the correct operation of the specific sys-
tems. This information can also be passed through the XML
description for automatic configuration of the monitoring
infrastructure accordingly.

In our prototype, FlexACMS builds the configuration of
Monitoring Slices and their metrics based on Nagios [37].
Nagios was chosen to be the system that actually monitors
both virtual and physical layers of the Managed Infrastruc-
ture. We chose this monitoring system mainly because (i) it
is widely employed in large scale real infrastructures, and
(ii) it has all the built-in features we needed, (iii) it is easily
extensible via plug-ins. Nagios was also configured to
monitor the underlying physical infrastructure. This con-
figuration was performed through FlexACMS using the
same XML specification, but with specific tags for physical
nodes and switches. As shown in Fig. 2, the Administrator
needs to interact with all three systems to access and con-
figure different platforms. In future versions of our solu-
tion, we will provide relevant monitoring information
through the Aurora platform GUIJ, in order to provide both
Administrators and End-users with handy information asso-
ciated with Cloud Slices.

In regards to the implementation of the core compo-
nents of the Aurora platform, we initially describe the
End-user’s input to the system. The Initial Specification of
a virtual infrastructure is described in our prototype
according to an extension of the Virtual Infrastructure
Description Language (VXDL) [35,38]. This language allows
the detailed specification of many types of virtual ele-
ments, such as virtual machines (vNode), storage (vStor-
age), routers (vRouter), links (vLink), and access points
(vAccessPoint). Based on these elements, it is possible
to create a complete topology of virtual elements. Our pro-
totype currently does not include a designer for the virtual

<vNode id="NodeO">
<cpu>
<cores>
<simple>1l</simple>
</cores>
<frequency>
<simple>1l</simple>
<unit>GHz</unit>
</frequency>
</cpu>
<memory>
<simple>128</simple>
<unit>MB</unit>
</memory>
<storage>
<interval>
<min>500</min>
</interval>
<unit>MB</unit>
</storage>
<image>OpenWrt-Backfire</image>
<interface>
<alias>net0</alias>
<type>bridge</type>
</interface>
</vNode>

topology, which means the user needs to prepare a VXDL
file elsewhere and then submit it to the Aurora platform.

In Fig. 3, we present sample pieces of VXDL files that an
End-user can use to specify a virtual topology. On the left
side, the piece of XML shows how to define a virtual ma-
chine (vNode) with 1 CPU, 128 MB of RAM, and 500 MB
of maximum storage capacity. Moreover, we specify the
OpenWRT (Backfire release) image used to deploy the vir-
tual machine and some properties of the virtual network
interface to be created. The VXDL code on the right is used
to define a virtual link (vLink) between two vNodes
(source/destination). Link properties, such as upload/
download bandwidth and latency, may also be specified
with this language. In our prototype, this information can
be used by programs to compute link utilization in terms
of allocated bandwidth, for example. Although we do not
include any vRouters in the VXDL samples, they are sup-
ported by the prototype and are implemented as Open
vSwitches. In a previous work we have exploited the dy-
namic creation of virtual routers as OpenFlow switches
controlled from outside the platform [39].

The core of our platform is written in Python and imple-
mented as a Web based application. We have employed a
three-layered Model-View-Template (MVT) framework
called Django [40]. The Template layer implements the pre-
sentation of the graphical user interface. Through this inter-
face, both Administrators and End-users are able to perform
operations over virtual resources, such as checking virtual
machine status, establishing virtual links, or requesting
the creation of a Cloud Slice based on a VXDL description.
Some samples of this interface are presented in Figs. 4
and 5. In Fig. 4, we show the Aurora’s slice management
interface used by both End-user and Administrator to handle
virtual resources and visualize the virtual topology of a

<vLink id="LinkO0">
<bandwidth>
<forward>
<interval>
<min>10.0</min>
</interval>
<unit>Mbps</unit>
</forward>
<reverse>
<interval>
<min>5.0</min>
</interval>
<unit>Mbps</unit>
</reverse>
</bandwidth>
<latency>
<interval>
<max>2.0</max>
</interval>
<unit>ms</unit>
</latency>
<source>
<vNode>Node0</vNode>
<interface>netO</interface>
</source>
<destination>
<vNode>Nodel</vNode>
<interface>net0</interface>
</destination>
</vLink>

Fig. 3. Sample of initial specification with VXDL.
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Fig. 4. Screenshot of the slice management graphical user interface.

Cloud Slice. Fig. 5 presents the interface for editing optimi-
zation programs. The edition of programs and metrics
through the platform is currently performed in plain text.
In the future, we intend to add an IDE-like feature, includ-
ing integration with the API calls and debugging options.
The View layer is where the logic of the platform is
implemented, including basic functions for managing vir-
tual and physical resources (i.e., starting/stopping/migrat-
ing virtual machines, configuring access to hypervisors
and network controllers). Also at the View layer, the base
framework for Resource Management Programs & Metrics
is implemented. When a Cloud Slice needs to be deployed
or optimized, one of the programs available for each pur-
pose performs the actual resource allocation actions.
Deployment programs will act when a new Cloud Slice is

set to be deployed. The selection of programs to be used
can be by default settings of the platform, or manually se-
lected by the specific needs of the slice. Optimization pro-
grams and metrics can be both designed to operate on a
specific Cloud Slice or under global scope. Global optimiza-
tion programs and metrics will only affect slices that do
not have specific programs associated, so to avoid circular
or conflicting optimization decisions.

Resource Management Programs & Metrics are imple-
mented as Python code directly into the platform’s core.
For the person who designs these programs and metrics,
the platform provides a high-level object-oriented API that
includes all sorts of resource management operations. In
fact, most platforms include remote call types of APIs
(e.g., REST or SOAP) to request cloud resources. In general,
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Name OptimizeBalance

Size 271 KB

Scope Global

State Enabled

Description Optimizes balance of system

File Contents

import logging
# Extends the OptimizationAlgorithm class to inherit basic functionalities
class OptimizeBalance(OptimizationAlgorithm):
# Implementation of optimization method
def optimize(self):
# Get all available hosts
hs = Host.objects.all()
# List of Wis
vms = VirtualMachine.objects.all()
# Reorganize WMs
for vm in vms:
# Skip not deployed Wiis
if vm.current_state() == "not deployed”:
continue

logger.debug(“"Checking VM: %s” % vm.name)
# Choose host with the highest residual capacity

h = self.pick_highest_residual_capacity_host(hs,vm.memory)

# Migrate VM if needed
if h != vm.host:
logger.debug("Migrate VM")
try:
stats - vm.migrate(h)
# Save VM to update host information
vm. save()

except Basetodel.ModelException as e:

Back fo List

raise self.OptimizationException('Unable to migrate VM ' + str(vm) + ': ' + str(e))

else:

logger.debug("Do not migrate VM")

return True

Fig. 5. Screenshot of the optimization program management graphical user interface.

these APIs differ greatly from ours because they are in-
tended to be used by someone from outside the cloud, so
they usually hide many internal details of virtual re-
sources. We chose to use a programming language instead
of remote calls to provide easier access to both physical
and virtual resources, their attributes, and operations to
the Administrator. This allows, for example, the Administra-
tor to try out individual commands of the API at runtime
using an interactive auto-complete console interface of
the platform.

The operations provided by our API are organized into
four components according to the architecture presented
in Section 3: Computing, Storage, Networking, and Monitor-
ing. Similar operations are available through some other
remote call APIs, although the focus of usage is different,
as explained earlier. Most commonly virtual machine and
storage management operations are implemented,
although networking and specially monitoring operations
are rarely considered. In our API, we try to maintain all

operations and abstractions at the same level of impor-
tance, to provide a complete framework for Administrators
to write their resource management programs. The main
operations available through our proposed API are follow-
ing described:

e Computing (Virtual Machines)
-Create/Remove: defines/undefines the internal rep-
resentation of a virtual machine with its specified
characteristics (e.g., CPU, memory, guest image).
-Deploy/Undeploy: defines/undefines a virtual
machine on within the hypervisor of a node of the
cloud infrastructure, including the transfer/removal
of the image file.
-Start/Stop/Suspend/Resume: basic operations to
handle the state of the guest operating system.
-Migrate: undefines a virtual machine in one node
and defines it on another. The destination node
needs be specified.
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e Computing (Images)
—Create/Remove: defines/undefines a guest operating
system image at the main repository of the platform,
including the transfer/removal of the file.

e Storage (Virtual Volumes)
-Create/Remove: allocates/deletes chunks of storage
on nodes.
-Attach Volume to Virtual Machine: attaches a volume
file to a given virtual machine.

e Storage (Virtual Volume Pools)
-Create/Remove: defines/undefines a pool for storing
virtual volumes (typically a local or remote/NFS
directory).
-Add Volume: adds a virtual volume to a volume
pool.

e Networking (Virtual Links)
-Create/Remove: defines/undefines the internal rep-
resentation of a virtual link, which connects point-
to-point two virtual interfaces of two virtual devices
(i.e., virtual machines or virtual routers).
—Establish/Disable: establishes/disables the virtual
link within the network enabling/disabling traffic
to flow between the connected devices.

e Networking (Virtual Routers)
—Create/Remove: defines/undefines the internal rep-
resentation of a virtual router, which has many vir-
tual ports to interconnect many virtual interfaces
of virtual devices.
-Deploy/Undeploy: deploys/undeploys the virtual
router in a node of the infrastructure.

¢ Monitoring (Virtual Devices)
—-Monitor/Unmonitor: deploys/undeploys the moni-
toring infrastructure required to monitor a given vir-
tual device.
-Get Monitoring Information: fetches monitoring
information within the monitoring system for a
given virtual device.

e Monitoring (Events)
—Create/Remove: defines/undefines the internal rep-
resentation of an event, which may belong to a spe-
cific slice or operate in global scope.
-Deploy/Undeploy: deploys/undeploys the event on
the monitoring infrastructure to be triggered on
demand.

e Monitoring (Physical)
-Discover Resources: this is actually a collection of
operations to discover nodes and network topology
available on the infrastructure. This collection also
retrieves information about resource allocation on
these physical elements.
-Get Monitoring Information: fetches monitoring
information within the monitoring system for a
given physical device (e.g., node or switch).

To implement the Drivers section of the conceptual
architecture, we have developed a set of pieces of code that
relies on technology specific libraries and systems in order
to “translate” high-level API calls into actual management
actions on the underlying infrastructure. A lot of effort has
been put to wrap technology specific parameters inside the
driver implementation, abstracting this complexity from

the Unified API. This is important to allow the Administrator
to focus on developing his/her allocation and optimization
programs and metrics only, rather than memorizing sev-
eral configuration parameters. Ideally, configuration files
should be used to tweak these drivers according to the set-
up of each environment.

For the Networking abstraction of virtual link, we have
implemented a driver for software-defined networking
based on the OpenFlow technology. OpenFlow is pretty
suitable for the task, since all the network can be con-
trolled from a logically centralized element, called control-
ler. Thus, to establish virtual links, the Aurora platform
communicates with a POX controller [41] pushing the
appropriate OpenFlow forwarding rules. Therefore, in our
current implementation scenario, we assume a managed
infrastructure fully connected with OpenFlow enabled
switches. Moreover, virtual links are established consider-
ing layer 2 connectivity to have minimum interference on
the choices for guest operating systems and communica-
tion protocols. In other words, we do not want to impose
that deployed applications run necessarily on TCP/IP, like
most platforms do.

For virtual router abstraction, we use Open vSwitch
technology, with the restriction that all virtual machines
connected to a virtual router need to be hosted at the same
physical node. The deployed virtual router may have Open-
Flow capabilities and the controller may be placed either
inside or outside the Aurora platform [39]. Another form
of implementing virtual routers is by deploying virtual ma-
chines running router images; however, the provisioning
time could be significantly higher. So far, no layer 3 routing
is implemented within the virtual router abstraction.

For all Computing and Storage abstractions (except for
guest images) our current development is based on Libvirt
(Python binding) [5]. Libvirt is a very popular library for
virtualization management and is also used by other plat-
forms, such as OpenStack. This library implements com-
munication with several different hypervisors and all the
abstractions needed by these two components of our Uni-
fied API are sufficiently provided by Libvirt. The image
abstraction is implemented based on simple file copy oper-
ations on a centralized network storage, accessible by all
nodes of the infrastructure. Monitoring drivers where
implemented based on FlexACMS and Nagios plug-ins, as
explained in the beginning of this section.

Finally, in order to obtain the results presented in the
remainder of this paper, we have reproduced an emulated
infrastructure to be able to create slightly complex data-
center topology. Further details on the setup of the exper-
iments and the case study are presented in Section 5.

5. Experiments

To evaluate our proposal, we have conducted a series of
experiments over an emulated infrastructure. The main
purpose of the experiments described in this section is to
show the feasibility of our approach and how an adminis-
trator can benefit from our proposed platform to easily
write programs to achieve various distinct objectives.
We perform our experiments based on a Mininet [10]
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topology, which is the most popular tool for realistic
emulation of OpenFlow networks today. We have created
the topology depicted in Fig. 6 with 10 Open vSwtiches
running OpenFlow protocol and being coordinated by a
POX controller. All 20 hosts of this infrastructure are based
on Linux virtualization containers with LXC.This setup is
started as a Mininet script on one physical machine where
our experiments were conducted. The hardware specifica-
tion of this machine is: Dell PowerEdge R815 server with 4
AMD Opteron Processor 6276 Eight-Core processors and
64 GB of RAM memory. The Aurora platform is also in-
stalled on this machine and all LXC hosts run one indepen-
dent instance of Libvirt to receive commands from our
platform. The monitoring infrastructure with FlexACMS
and Nagios run on another physical machine and the
communication between the systems goes over an HTTPS
connection on an ordinary LAN.

We have defined 3 different virtual topologies to be de-
ployed in the form of Cloud Slices, as shown in Fig. 7. Topol-
ogies (a) and (b) are organized as binary trees, containing
respectively 7 and 15 virtual machines, while topology
(c) is a ring with 4 virtual machines. The deployed virtual
machines boot OpenWRT router images [42]. Therefore,
the traffic generated between virtual machines connected
with virtual links flows through the OpenFlow rules cre-
ated by our platform. Traffic that goes between two virtual
machines of the same Cloud Slice that are not directly con-
nected is forwarded by each OpenWRT in the path.
Although in these experiments we do not target any spe-
cific application, creating virtual topologies can be useful
for many kinds of applications. For example, it is common
to find content distribution systems or information-centric
networking applications that rely on a specific topology for
efficient content routing [43]. Moreover, we did not con-
sider topologies with virtual routers in these experiments

because, at this stage of implementation, migrating these
elements is still not supported.

We have initially defined three optimization programs
in our case study. The first program, called OptimizeBalance
(Algorithm 1), spreads virtual machines of a Cloud Slice
over the managed infrastructure. For each virtual machine
of the slice, the program picks the physical node with the
highest residual capacity in terms of memory (line 4) and
migrates the virtual machine to it (line 6). By selecting
the server having the highest residual capacity, Optimize-
BalanceP maps a virtual machine to the least used physical
nodes. If the physical nodes are homogeneous (i.e., nodes
have the same configuration and total capacity), the algo-
rithm selects a different node for each VM of a request.

Algorithm 1. OptimizeBalance program

pseudocode
1: H « set of physical hosts
2: V « set of virtual machines
3: for each vm € V do
4: candidate — get_highest_residual_capacity_host
(H, vm)

5 if candidate != vm.host then
6: Migrate (candidate, vm)
7: end if

8: end for

The second program, called OptimizeGroup (Algorithm
2), goes into the opposite direction by mapping virtual ma-
chines into the smallest subset of physical nodes. This is
done by migrating virtual machines to the nodes with
the lowest residual capacity in terms of memory. Again,
if physical nodes have the same initial capacity, the algo-

H17
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- H18
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H2 s1 s2 s3
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Fig. 6. Emulated physical topology based on LXC and Open vSwitches.
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(a) Tree topology with 15 virtual machines

(b) Tree topology with 7 virtual machines

(c) Ring topology with 4 virtual machines

Fig. 7. Virtual infrastructure topologies deployed.

rithm chooses the same node to host all VMs of a request
until the selected nodes runs out of capacity; in which case,
a new node is selected. OptimizeGroup can be used for en-
ergy-saving purposes, for example, since a smaller number
of nodes will actually host many virtual machines, while
others become idle.

Algorithm 2. OptimizeGroup program

pseudocode
1: H < set of physical hosts
2: V < set of virtual machines
3: for each ym € V do
4: candidate «— get_lowest_residual_capacity_host

(H, vm)
5: if candidate '= vm.host then
6: Migrate (candidate, vm)
7: end if
8: end for

The third program, called OptimizeHops (Algorithm 3),
reduces the number of hops between linked virtual ma-
chines of a Cloud Slice. This is achieved by analyzing pairs
of virtual machines connected by a virtual link (line 4), fix-
ing one of them as a pivot, and moving the other (referred
to as free) onto the node located at the shortest distance in
the physical network with the required resource available.
To decide which virtual machine is the pivot and which one
is free to move, we check their total number of virtual links
(line 5). This program will always try to select as free the
virtual machine connected to the smallest number of vir-
tual links, as an attempt to minimize migrations. Finally,
if the candidate node is located at a closer distance to the
pivot, then the current node where free is (line 13) will
be migrated to candidate. In this program, we assume
that virtual machines connected by virtual links will

communicate often, therefore placing them close together
in the network is a way to minimize the traffic in the phys-
ical links. For the initial deployment of slices, we have used
a program which simply randomly deploys each virtual
machine at a node with enough available resources.

Algorithm 3. OptimizeHops program

pseudocode
1: H — set of physical hosts
2: L « set of virtual links
3: P « set of pairs (vm_from, vm_to) € L
4: for each p € P do
5: if link_count(p.vm_from) > link_count(p.vm_to)
then
6 pivot «— p.vm_from
7: free — p.vm_to
8

else
9: pivot — p.vm_to
10: free — p.vm_from
11: end if

12: candidate — get_closest_host_with_capacity
(H, pivot, free)

13: if distance(pivot.host, candidate) < p.length then

14: Migrate (candidate, free)

15: end if

16: end for

The main benefit of optimization programs to the cloud
administrator is flexibility and adaptability to different sit-
uations. The first two implemented programs are mainly
focused in optimizing the infrastructure for load balancing
and energy consumption, which are conflicting objectives
and the choice for one can depend on many factors,
such as budget constraints, overall objective, and
internal administrative policies. The third program can be
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considered an optimization of both infrastructure and
application dimensions. From the infrastructure perspec-
tive, the benefit of OptimizeHops is minimizing the overall
traffic in network. For the application, reducing the physi-
cal distance of virtual links will most likely also reduce
delay in communication between connected virtual ma-
chines. Besides adding flexibility, programs are quite
simple to write using our proposed API Just to provide a
rough idea, OptimizeBalance and OptimizeGroup programs
are less than 40 lines of code. The OptimizeHops program,
which includes all pair processing and distance calcula-
tions, is still only 125 lines long.

It is important to point out that the algorithms used
here are not completely novel. Instead, they are inspired
in other proposals found in the literature. OptimizeBalance
aims to achieve the same load balancing objective of the
algorithm proposed by Chowdhury et al. for virtual net-
work embedding [44]. OptimizeGroup uses migration to
concentrate virtual machines on a small set of physical
nodes, which was envisioned by the VROOM architecture
[45], in the context of virtual routers. Similar to the work
proposed by Meng et al. [46], OptimizeHops aims to reduce
the communication cost between virtual machines by
reducing the distance between them.

The optimization programs we have used are activated
by a set of triggering events. Whenever a triggering event
occurs, the active optimization program is executed. It is
important to notice that only one optimization program
is active in the platform at a time. The administrator has
to manually load another program when the optimization
objective changes. The triggering events currently sup-
ported by the platform are listed in Table 1.

Following, we define the scenarios designed to illustrate
the benefits of our optimization programs. Initially, we as-
sume 6 Cloud Slices (two of each in Fig. 7) are already de-
ployed over the infrastructure with no optimization
whatsoever. Then, we execute the following list of changes
in the allocations and let the programs optimize the infra-
structure accordingly:

1. A previously allocated Cloud Slice expires and releases
resources. In this case, other active slices can be recon-
figured to benefit from the changes in the infrastructure
(Slice termination event).

2. A Cloud Slice is modified by the addition of virtual
machines. Here, optimization is required to prevent
that the placement of the new virtual machines con-
flicts with the active policy (Slice modification event).

3. The removal of virtual machines from a Cloud Slice
makes room for reconfigurations similarly to item 1
(Slice modification event).

4. The Administrator performs maintenance in the infra-
structure, for example, to install software updates in
the nodes. Therefore, virtual machines need to be tem-
porarily migrated to a different location (Administration
event).

5. The Administrator replaces equipment to increase the
capacity of the infrastructure, which may require opti-
mizations to make deployed Cloud Slices take advantage
of the new resources (Administration event).

We have monitored the changes and optimizations of
the infrastructure during experimentation for all three
optimization programs previously explained. The charts
presented in Figs. 8 and 9 show the average residual mem-
ory capacity of the infrastructure respectively for Opti-
mizeBalance and OptimizeGroup programs. The residual
memory capacity (presented in the Free Memory axis) rep-
resents how much memory is not allocated for virtual ma-
chines, i.e., memory that is available to be allocated by new
virtual machines or migrations. The maximum memory of
a node defined in our experiment is 4025 MB; therefore,
the Max value never overcomes this amount. The Instant
axis represents the time span of the experiment, where
changes and optimizations happen. The Start instant is
the initial configuration of the infrastructure (6 Cloud Slices
randomly deployed). Every Op instant represents the mem-
ory capacities right after an optimization occurred, while
Ch* are instants that succeed a change, according to the list
of changes previously explained.

In Fig. 8, it is possible to notice how the OptimizeBal-
ance program was able to influence the behavior of mem-
ory allocations to keep the infrastructure well balanced. In
the Start instant of experimentation, there is quite some
difference between Max, Min, and Mean residual memory
capacities, which means that there are nodes heavily
loaded while others are not. Also, Stdv (standard deviation)
is high at this instant, which indicates high variation be-
tween residual memory capacities of nodes. At the first
Op instant, the OptimizeBalance program was already able
to distribute the load among nodes, dropping the Stdv
drastically and leading Max, Min, and Mean values much
closer to one another. After every change, some degree of
unbalancing is introduced in memory allocations, which
is reflected in the disturbance of Max, Min, and Mean values
and the increase of Stdv. Subsequent optimizations recon-
duct the infrastructure back to an optimized state.

Fig. 9 shows the same measures as Fig. 8, but consider-
ing the OptimizeGroup program. In this program, for the
infrastructure to be considered optimized, Min and Max
values need to be as far apart as possible, while Stdv needs
to be high. This means that there are nodes with a lot of
free memory (high Max) and others with their capacities
almost fulfilled (low Min). That is a behavior that can be
observed right after the first optimization.

The difference between the OptimizeBalance and Opti-
mizeGroup programs is more clearly visible in Figs. 10
and 11. These charts show memory allocations per node
throughout experimentation. The Host ID axis represents
every node of the infrastructure and the Instant axis - just
like Figs. 8 and 9 - represents the time span of experi-
ments. The size of the bubbles in these charts displays
the total memory allocated in every node for virtual ma-
chines. In Fig. 10 it is easy to visualize that at the beginning
(Start instant) memory allocations seem unbalanced. Opti-
mizations (Op instants) tend to bring all bubbles to the
same size, whereas changes (Ch* instants) reintroduce dis-
turbance in allocations. It is interesting to notice that in
Ch4 the Administrator removes node number 10 from the
infrastructure to perform some maintenance tasks. Be-
cause of this change, the Administrator migrated the virtual
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Table 1
Triggering events.

Event name Description

Slice creation
Slice termination
Slice modification
Capacity
adjustment
Administration

A new slice is created and can affect the already deployed ones

The duration time of the cloud slice has expired and it is no longer active

The slice is modified by adding or removing virtual machines to/from it

The slice owner can modify the capacity (e.g., increasing the memory of a virtual machine) of his/her slices

The platform administrator can manually trigger the optimization program to perform administrative tasks (e.g., maintenance)
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Fig. 8. Residual memory capacity using OptimizeBalance program.
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Fig. 9. Residual memory capacity using OptimizeGroup program.

machines from node 10 to node 15. The following optimi-
zation redistributed the load from node 15 to other nodes.
After that, the next change (Ch5) reintroduces node num-
ber 10 and, on the optimization next to this change, node
10 receives virtual machines again.

In Fig. 11, it is possible to visualize that the behavior of
memory allocations guided by the OptimizeGroup pro-
gram is completely opposite to OptimizeBalance. After
the first optimization, all the load is distributed among
only 3 nodes, making all others idle. The OptimizeGroup
program, if associated with energy management functions
to turn on and off nodes on demand, can be certainly used
for energy saving purposes.

The last chart presented in Fig. 12 concerns the results
achieved with the OptimizeHops program. This chart is
very similar to the ones presented in Figs. 8 and 9. However,
instead of residual memory, the distance of pairs of virtual
machines connected by virtual links is displayed on the Hop
Count axis. Although we did not include routers in our emu-
lated topology, we consider every switch as one hop in this
experiment. At the beginning (Start instant), because of the
random deployment, the longest virtual links connect vir-
tual machines 6 hops apart from each other, while the Mean
hop count is as high as 3.5 hops. After the first optimization,
the OptimizeHops program was able to reduce the Max hop
count to 5 and the Mean close to 1. It is important to
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Fig. 12. Hop counts of virtual links using OptimizeHops program.
emphasize that the OptimizeHops program is not optimal, optimize link by link moving connected virtual machines
i.e., it does not consider every possible allocation for all closer on the physical topology. For most of the cases,

links to find the best configuration. Instead, it tries to the result was satisfactory, since after two rounds of
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optimization the Mean hop count remains always below 1.
However, this seems to be the limit for this program, since
it was not able to reduce the Max hop count lower than 4.

6. Conclusion

In this paper, we have discussed the current picture of
providing laaS over clouds and the limitations found in this
scenario. We have also introduced a new concept of cloud
management platform where resource management is
made flexible by the addition of programmability at the
core of the platform and the introduction of a simplified
object-oriented API. A prototype cloud management plat-
form has been implemented following the concepts pro-
posed and tested over an emulated infrastructure
combining OpenFlow switches and LXC nodes.

Results obtained show the feasibility of our approach
and demonstrate that optimization programs written by
administrators can really influence how resource manage-
ment is performed, optimizing the infrastructure according
to the desired objectives. To show the benefits in terms of
flexibility and adaptability to different situations of our
proposed platform we employed three optimization pro-
grams based on well-known algorithms from the litera-
ture. The OptimizeBalance program was able to keep
maximum and minimum residual memory capacities
really close to the average and the standard deviation as
low as as possible. On the other hand, the OptimizeGroup
program gathered all the load in only 3 nodes of the infra-
structure most of the time. The last program, Optimize-
Hops, brought connected virtual machines close to each
other considering the network topology of the underlying
infrastructure. The mean hop count was reduced close to
1 hop, although the maximum hop count was never re-
duced further than 4 hops.

In future investigations we intend to write optimization
programs to improve the performance of the running
application, possibly based on metrics personalized by
the End-user and collected from inside the application.
We also intend to perform further evaluations of scalability
and measure the impact of optimizations (specially migra-
tions) on the performance of running applications.
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