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Terrestrial Radiation Environment

Galactic cosmic rays interaction with 
atmosphere generates neutrons.
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Soft Errors: the device is not permanently damaged, 
but the particle may generate bit-flips or logic errors
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HPC Reliability Importance
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Radiation Experiment Facilities

Weapon Nuclear Research

Los Alamos National Labs, NM
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Quantify and Qualify SDCs

Number of incorrect elements

Relative Error
how different the error is 
from the expected value

Spatial Locality
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Potentially Masked Errors
relative error < 2% is tolerable
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Radiation Experiment Results
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Relative Error Impact
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CAROL-FI

● High-Level Fault Injector
– Modify memory content that is currently 

allocated by the system

– Debug information used to correlate allocated 
memory portion with source code’s variables.

– Fault model can be adapted (single, double, 
random, zeros, and LSE implemented)

– Overhead up to 8x (4x on average)
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Fault injection campaign with more than 10,000 faults into each benchmark

CAROL-FI Results
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Most adverse outcomes come
from matrices and 

loop control variables

Matrices: 
Mem occupation

Chance to occur SDC or DUE

Loop control variables: 
Mem occupation

Chance to occur SDC or DUE

DGEMM
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Most harmful faults come from
constants and control variables

Small portion of data 
causes most harm:

Easy to protect

Hotspot
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Fault Model Impact - SDC
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Time Window Impact - SDC
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Conclusion

● Realistic evaluation of how the errors 
spread and the severity of SDCs
– Output pattern may can be beneficial to 

mitigation techniques

– Imprecise computation impact on HPC

● Deeper understanding using CAROL-FI
– Codes portion that are more sensitive

– Fault model and time window impact
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