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RFID Applications
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RFID Applications

What is Behind these systems:

Analog Section
RFID IC . ,
Digital Section

RFID Tag ITF (Interrogator Talks First) l
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RFID Architecture

Ve

Supply energy for the tag

Decoding of command

[ Reception and Demodulation of
, commands

>

Response to the interrogator

>

Generate clock for digital section

Memory Control

RFID IC [1,2]

Memory
Control

: vdd } m
il PMU
- Modulator - Encoder
—e I / Clock
Generator ] Crypto || Main
Power—On i/ (FSM)
Reset - CRC
Flags Demodulator wl Decoder

Memory

Analog Domain

Digital Domain

100 0

Memory

[2] Lehpamer, H. “RFID Design Principles.” ; Boston: Artech House (2003)

[1] Finkenzeller, K. “RFID Handbook: Fundamentals and Applications in Contactless
Smart Cards and Identification.” 2" ed. ; Wiley (2003)
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EPC Gen 2

UHF 915 MHz RFID Protocol ]

Most Used Pattern in Industry

Long Read Range

Finite State Machine ]

Current State

[Command Received

Output:

Tag's Response
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FPGA Prototyping

Obijectives ]

Validate the digital section of a RFID tag

Find and fix RTL errors not detected by functional verification

>

Save time and money

Avoid rework
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'CEITEC 5R

FPGA Prototyping
ASIC x FPGA FLOW l

RTL CODE
SYNTESIS SYNTESIS
¥ ¥
PLACE&RQOUTE PLACE&ROUTE

A J L 4
TAPE-OUT/FAB DOWNLOAD
BITSTREAM/

|ICP
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FPGA Prototyping

Technigues Used ]

Create a FPGA Top Module to adapt its constraints
and IC's specifications (Buttons, leds, UCF, clock, analog chip)

[ Change of Memory IP Module

Ve
\
Ve

Synthesize Digital Blocks into FPGA

Creation of scripts to update FPGA's Digital RTL

>

\

Compare the results with the verification testcases

Vs

Creation of scripts to the reader tests
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FPGA Prototyping

Hardware and Tools Used

A

Antenna

Reader

Ethernet
Communication

E—

RF 915 MHz

A

Antenna

FPGA Prototype Board
Analog Front-End

} Demodulator

FPGA Analog
Frontend

) Modulator

N y 3
Digital Inputl Digital Output

Digital Block (FPGA)
Chipscope/|TAG
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Computer

>

LEDS
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Conclusions

{The Digital Section of RFID
was successfully validated

Saved significant time in the
Bringup phase

sssssssssssssss



'CEITEC 5R

Thank You

Questions?

lauro.puricelli@ceitec-sa.com
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semiconductors

Xilinx Synthesis

Results

Number used as Flip-Flop

Number of 4 input LUTs

Number of Slices containing only related logic

Total Number of 4 input LUTs

Number used as a route-thru 313

Avarege Fanout of Non-Clock Nets 4.16
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Current State

—an B e oD
ot Power-up & ~killed NEW ROUND
GQueryfien Counter St CMD: Query [mismatched
QueryAdjust inventoried or SL fiags]
Reply: Mone
CMD: Sefect
Action: Return to ready
Reply: Mone. Mote 1 e o
CMD: Query e
Action: New round CMD: Query [slot > 0 & matching
Reply: Mote 3 (inventoried & SL) flags]
CMD: All other Reply: Mone
Action: Remain in ready
Reply: Mons 3
Arhitrate CMD: GQueryRep, GuensAdiust [shot <<= 0]
Reply: Mane
NEW ROUND
% = CMD: lot = O & matchi
CMD: Sefect CMD: QueryAdiust, GueryRep [slot=0] ‘;“"’;’1’ G o s‘:}ﬂ ':]El
Action: Return to ready Reply: Mew RN18 entoried ag
Reply: None. Mote 1 Reply: Mew RN18
CMD: Query
Action: Mew round
Reply: Mote 3 CMD: GQueryAdiust [shot = 0]
CMD: All other Rephy: New RN1G
Action: Return to arbitrate
Reply: Hone.

CMD: None within fime T,
Action: Return to arbitrate
Reply: Mone.

CMD: ACK [valid RN18]

Reply: See Table 6.14 CMD: ACK [valid RM16]

Reply: Ses Table .14

CMD: Req RN [invalid RN 18]

Reply: Mone

CMD: Mone within time T,

Action: Return to arbitrate Acknowledged

Reply: Mone. e CMD: Reg RN [valid RM16] & {access password = 0}

Reply: handie

CMD: ACK [valid handle]
Reply: See Table 6.14
CMD: Req RN, Read, White, Lock, BlockWnite/Erase/Permalock

CMD: Reqg RN [valid RM18] &
{access password <= 0}
Reply: handle

CMD: Kilf [valid handle & kill password = 0]

Reply: Emor code

CMD: Kl [valid handle & valid nonzero kill password & [Recom <= 0}]
Reply: handle when done. Note 4
CMD: Kil, Access [invalid handle
Reply: Maones

CMD: Access [valid handle & valid access password)
Reply: handle when done

Lf‘/ Reply: See state-transition tables \

CMD: Select
Action: Return to ready
Reply: Mone. Mote 1
CMD: Query
Action: Mew round
Reply: Motes 2, 3
CMD: QueryRep, QueryAdjust
Action: Return to ready
Reply: Mone. Mote 2
CMD: All other
Action: Return to arbitrate
Reply: Maone.

CMD: ACK [valid handle]

Reply: Se= Table §.14

CMD: Req AN, Read, Wiite, Lock, BlockWite/Erace/Pemalock
Reply: See state-transition tables

CMD: Kilf [valid handle & kill password = 0]

Reply: Emor code

CMD: Kill [valid handle & valid nonzero kil password & {Recom =0)]  CMD: Kill [valid handle & valid nonzero kill password & {Recom <> 0}]
Reply: handle when done. Mote 4 Reply: handle when done. Note 4

CMLO: Access [valid handle & valid access password]

Reply: handle when dans

CMD: Kilf, Access [invalid handle]

Power-up & killed Reply: Mone
CMD: All
Reply: Mone

NOTES 1. Sefect Assert/deassert SL or sat inventoried to A or B.
2 Query: A— B or B—* A if the new session matches the prior session; otherwise no change fo the inventoried flag.
QueryRep/GueryAdiust: A— B or B—* A if the session matches the prior Query; othenwise, the command is invalid and ignored by the Tag.
3. Query staris a new round and may change the session. Tags may go to ready. arbitrate, or reply.
4. If a Tag does not implemant recommissioning then the Tag treats nonzero Recom bits as though Recom = 0.

rio da
bcnologia
acao

GOVERNO FEDERAL

PAIS RICO E PAIS SEM POBREZA



'CEITEC 5R

Commands

EPC Gen 2

Command Code Length (bits) Mandatory? Protection
QueryRep 00 4 Yes Unigque command length
ACK 01 | 18 | Yes Unique command length
Unigque command length
Cuery 1000 22 Yes and 3 CRC-5
QueryAdjust 1001 | 9 | Yes Unigue command length
Select 1010 | =44 | Yes CRC-16
Reserved for future use 1011 | - | = =
NAK 11000000 | 8 | Yes Unigue command length
Req RN 11000001 | 40 | Yes CRC-16
Read 11000010 | =57 | Yes CRC-16
Write 11000011 | > 58 | Yes CRC-16
Kili 11000100 | 59 | Yes CRC-16
Lock 11000101 | G0 | Yes CRC-16
Access 11000110 | 56 | No CRC-16
BlockWiite 11000111 | = 57 | Mo CRC-16
BlockErase 11001000 | = h7 | Mo CRC-16
BlockPermalock 11001001 | = B | Mo CRC-16
11001010
Researved for future use - - -
11011111
11100000 00000000
Reserved for custom commands - - Manufacturer specified
11100000 11111111
11100001 00000000
Reserved for proprietary commands | ... - - Manufacturer specified
11100001 11111111
11100010 00000000
Reserved for future use - - -
11101111 11111111
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EPC Gen 2

FMO Encoding l

FMO Symbols
I L
1| !

FMO Sequences

Sequéncia "10"
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