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Abstract— This paper presents a preliminary investigation of

DSP techniques to perform frequency sorting, realigment of
power traces and noise reduction before Differentia Power
Analysis (DPA) attacks. DPA has been effective inewealing
cryptographic key on cryptosystems. In this senseseveral
methods to prevent the action of these attacks havéeen
proposed in order to avoid information leakage. Radom delay
insertion (RDI) causes misalignments in the time duoain
hindering the action of DPA. However, some DigitalSignal
Processing (DSP) techniques have being proven effiot as
countermeasures to improve DPA rate of success. THBALS
pipeline architectures uses random clock frequencyand
simultaneous processing of two or more pipeline sga@s to hide
leakage information. The results show that applyingdigital
filters and correlation phase adjustment may be ei€ient to
improve DPA attacks.

Keywords— cryptography, side channel attacks, DPA, DEMA,
security, DSP.

I. INTRODUCTION
Side channel attacks (SCA) are a major concern

Since then a lot of proposes have been presentptect
cryptographic circuits from SCA, commonly known as
countermeasures [3][4][5][6][12]. Moreover, severabrks
are presented to improve the efficiency of SCA dimdl
vulnerabilities in systems protected with some kiofl
countermeasure [9][10].

One of the strategies to avoid DPA is execute the
cryptographic algorithm at different time instarmtisning to
scatter power waveforms by inserting random delayq43]
random delay insertion (RDI) is applied in the waite level,
interleaving the cryptographic algorithm instruaoto with
dummy instructions. In [4] RDI is applied in therteare
level by the addition of logic gates to the dathp&DI can be
implemented by driving the system at different &loc
frequencies as mentioned in [8].

Nagashima et al. in [10] prove to be possible unseiret
key on cryptographic systems protected by RDI
countermeasure through phase only correlation (POC)
Generally pre-processing with signal processindirgpes
can be effective to align power traces before apphA [9].
forcombine RDI with extra hardware to compute a

cryptographic circuit designers since it was prés@nby cryptographic algorithm is effective against classDPA. In
Kocher [1]. SCA exploits leakage information on esid[12] the authors proposed an architectural courdasure that
channels such as power consumption, eIectromaganfbbmems a hardware pipeline using global asyordus
radiation, or time propagation to derive confidahti locally synchronous (GALS) design style able to pote
information, _ speciﬂcally secret keys_ used in cogﬂaph_ic each pipeline stage driven by random clock fregigsnc
systems. Differential Power Analysis (DPA) uses @8N |n 3 recently search in the literature, there iging related
statistical techniques that are almost independenthe using DSP techniques to improve DPA on GALS archite
cryptographic algorithm implementation to correlda and 5nq this paper brings some of them to this unerpla@rea.
power consumption. Differential Electromagnetic As&  |n this paper is presented a preliminary evaluatbGALS
(DEMA) follows the same principle, but measures thgipeline architecture against DPA attacks usingpsoeessing
electromagnetic radiation of circuits, according@sbotys et techniques such as POC and digital filter. Thisclartis
al [2]. . _ structured as follows: Section Il explains the DBAalysis.
DPA evaluates the power signature caused by execofi gection Il shows the GALS pipeline architecturen A
an intermediate operation of the cryptographic eysfor a overview of digital signal processing techniquepissented
specific plaintext data input, and compares all @Owgn Section IV. The experiments and results areudised on

signatures obtained by the execution of a set fferént gection v and some conclusions are presented dioSad.
plaintexts. As the hardware device is designed raitg to

synchronous paradigm, all operations are executed [I. DPAANALYSIS

sequ_entiallyin the same order and spending th@samimg. The information leaked in power traces occurs a& th

In this way, the power traces are aligned and trecker is ansistor level of the system. Logic gates impleteé with

able to compare them. CMOS technology have distinct power consumption whe
switching from logic levels '0' to '1' or when setitng from "1



to '0'. An attacker can explore such informationelxgcuting
on cryptographic system a collection of plaintektputs
PTI[i], with i =1, ..., N, and measuring the powsmsumed
by the device, obtaining TI[i][j] power traces, wheris the
discrete time index of the values sampled. The steq is to
sort power traces according to the type of switglnaused by
input data. Thereby, it is necessary to definerd@rimediary
function of the algorithm that relates plaintextdathe
unknown cryptographic key, the target of attacksefection
function D(K, PJi]), where K is a part of cryptognaic key

and PJi] is a part of fi], allows to calculate the intermediate

value for all possible K. The power traces are theparate in
two groups for a hypothesis of K according to thiteimediate
value of a specific bit chose to be the target. @neup

contains all power traces which the value is zevd another
contains the rest of power traces where the vatuenie.
Thereafter, the average is calculated for eachobiiee traces
groups, producing MiJ[j] and M[i][j]. The next step, a
differential trace T[i][j] for an hypothetic value of K is
obtained by subtraction M][j] - M ([i][j]. For a correct
hypothesis of K, at the time point where the openatarget
occurs should appear a peak and to the othergglat $lat

signal. This procedure is repeated for all hypdthe$ K. At

the end, there are a differential tracg[i][j] to each K

hypothesis. Comparing all differential traces, tberrect
hypothesis of key is that has the highest peaks Ptocess is
shown in Fig. 1.
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Fig. 1 Proposed DPA using a pre-processing D&fhiques.

I1l. GALS PIPELINE ARCHITECTURE

The GALS pipeline presented by [12] is an architexthat
implements a cryptographic algorithm in hardwareoading
to a globally asynchronous locally synchronousgtestyle to
avoid leakage information. This architecture is posed by
synchronous logic blocks that communicate eachratking
asynchronous interfaces as depicted in Fig 1, lat&awn as
synchronous islands
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Fig. 2 Structure of the GALS pipeline architect[i2].

Each island is able to process one or more rouhdkeo
algorithm. The islands can be driven by a globakhdocal
clock signal. A subsystem clock is responsible emegate
clock signals with different frequencies. A Lindaeedback
Shift Register (LFSR) defines the clock signal taves the
island at end of data encryption. Thus, the archital
proposal avoids SCA through execution of pipelitsgyes on
different frequencies in addition to the simultango
executions of the islands causing amplitude distostin the
power traces [12]. The processing in different kloc
frequencies causes misalignment in the time dorbasides
provoke a distortion in the amplitude.

IV. PRE-PROCESSINGTECHNIQUES

Since the power traces are misaligned in time aaek h
different clock frequencies, DPA attack is not afglainveil a
secret cryptographic key on GALS pipeline archiiees.
Three different pre-processing techniques were usettis
work to improve DPA success rate: phase-based wawef
matching, as presented by [11]; frequency clasgifio and
low pass filter de-noising.

A. Phase based waveform matching

Consider two signald(n) andg(n), where we assume that
the index range is = -Z, ... ,Zfor mathematical simplicity,
and hence the length of waveforins= 27 + 1. LetF(k) and
G(k) denotes the Discrete Fourier Transforms (DFTsyhef
two waveforms [10]F(k) andG(Kk) are given by

FR= 3 HWE = A (K 1)
GH) = 3 gMWH = A (ke @)

e
where W, = e 't , Ax(k) e Ag(k) are amplitude components,
and %% and €%™ are phase components [10]. The

cross-phase spectrum (or normalized cross specRug(R) is
defined as

FIGK) _ g irort
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where G(k) denotes the complex conjugateGik) andfr(k) To reduce the influence of the frequencies abowe th
= 0x(k) — Og(k). The POC functionr(n) is the Inverse desired frequency, it has been used a moving aediléey.

Discrete Fourier Transform (IDET n) and is aiven b This filter consists of a low-pass Finite ImpulsesBonse
( ) Ba() ) y (FIR) filter that is used to remove the frequenaé®ve the

desired frequency to reduce the noise in ordemfarave the

Frg(N) = % Ziz Ree (KW " (4) DPA analysis. This filter isldsfilned by followingjeation.
yinl==> x{n-K] )
N iz

If there is a similarity between two waveforms, tA@C
function gives a distinct sharp peak. (WH¢m) = g(n), the ) ) )
POC function becomes the Kronecker delta functitfinnot, Below is presented two waveforms, as Fig. 3 and #ig
the peak drops significantly. The height of the peak be respec_tlvely, in order to verify the efﬂmencythf_s technlqu_e.
used as a good similarity metric for the waveformtehing, The window used has n=100 taps. These figures dépec
and the location of the peak shows the translatiorRPWer consumption of the FPGA computing the firgtht

Now Considerfc(t) as a Waveform deﬁned in Continuougrchitecture iS |dent|f|ed by a diSCI’ete numba]hb]traces.

space with a real number index Let & represents a 03
displacement offy(t) so the displaced waveform can be 05
represented afg(t-0). Assume thaf(n) andg(n) are spatially s
sampled waveforms &f(t) andf.(t-9), and are defined as ns

f(n)=fo()]onr (5)

9(n) = fe(t=0)lnr ®) >
whereT is the sampling interval and the index range igiv 'D_?

byn=-Z, ... ,Z For simplicity, we assumeé = 1. The cross- I
phase SpectrurRFG(k) and the POC funCtIOl'lfg(n) between 0 500 1000 1500 2000 ZENEIIJ 3000 3500 4000 4500 5000
f(n) andg(n) will be given by

Fig. 3 Waveform before moving average filter.
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The peak positiod of the POC function corresponds to the aal

displacement between the two waveforms [10]. sl

B. Frequency Separation 08f

The FFT can be used in order to evaluate the clock 0 200 1000 1500 2000 2500 3000 00 4000 4500 0
frequency of a synchronous circuit. The FFT shows t "
frequency components of a given signal and sinde al Fig. 4 Waveform after moving average filter.
operations in a synchronous circuit depends on dbek
frequency, the highest peak of the FFT should behin V. EXPERIMENTATION
operating clock frequency. We realized some expantsiand  |n this paper we used a collection of traces aeqiin [12],
concluded that this assumption is correct. For eenagcurate so the acquisition step was not performed in thiskwSince
evaluation, boundary effects must be consideredretiiice the power traces obtained had different clock feemies,
the boundary effects, the power traces are prodes#td a frequency classification was performed.
window function before the FFT process. An impoartan Applying FFT to classify the traces, two cluster§ o
consideration is that this step is performed befthe frequencies clearly emerged: one of the groups had
application of the moving average filter, becausis filter frequency range between 38MHz and 42MHz, and therot
attenuates the higher frequencies. between 55MHz and 60MHz. This work was appliedha t
group with range between 38MHz and 42MHz.

Firstly, an extraction of the first stage of tras@erformed.
Since power traces obtained had a RDI countermeatgn

C. Moving Average Filter



the computation starts in different instants ofdifior each

is effective to ensure DPA success. The attackbeas able

trace. Thus, the starting point of the computati@s been to reveal 7 out of 8 intermediate keys. In addititre high

detected using an amplitude criterion.

Moreover, the trace still had a small amount
misalignment. Using POC-based waveform matchinghia
set, we aligned the entire set accordingly with ceference
trace. The longer the trace is, worst will be theatignment
due the frequency difference between traces. Toawgpeven
more the results, was used a moving average liktéore the
DPA attack. The results are summarized in Tablénlthe
first row below the substitution box (referred d®s in the
table) is the correct cryptographic key, the secawd below
is the guessed cryptographic key, the third rovwoweis the
rank of the correct key and, at last row, is theimal number
of power traces needed to unveil the respective.sbiee rank
sorts the probabilities of all possible keys foclkeabox. In a
successful attack, the rank of the key guessed inest,
otherwise the attack fails. Table 1.a shows thdy amder
traces of the same or very close frequencies ifficient to
apply a successful DPA. Table 1.b depicts that ghase
alignment is needed and POC is efficient to realigites.
Table 1.c presents the improvement of the ratesafcaessful
DPA when high frequency noise is mitigated.

a. DPA without any pre-processing technique.

frequency noise reduction was able to decreasauhwber of
dfaces required to unveil the intermediate keys.

Although the shox8 key was not able to be reveited
position in the hypotheses ranking was improvednftas to
22 when moving average filter was applied. Thidiprieary
evaluation proves to be efficient to improve DPAaeks
against random frequency misalignment traces. luréu
works, we will use short time-frequency transfortogether
with interactive sorting and clustering techniqtesttack the
remaining traces. We also intend to evaluate thesmess of
the combination of two pipeline stages processing
simultaneously with random clock frequencies tceHebakage
information against DPA attacks.
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