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Abstract—With the increasing deployments of Network Func-
tions Virtualization (NFV) in both industry and academia, it
becomes necessary to design mechanisms for keeping the in-
tegrity of Service Function Chains (SFC) responsible for NFV
services delivering. Despite the advances in the development
of management and orchestration for NFV, solutions to keep
SFCs resilient to well-known and zero-day threats are still much
needed. In this paper, we introduce a framework for deploying
anomaly detection techniques for SFC in NFV environments.
Our framework consists of a set of functional blocks with well-
defined functions, composing an additional SFC Integrity Module
(SIM) for the standard NFV architecture. The proposed SIM
enables NFV orchestrators to analyze NFV elements and perform
suggested actions with the goal of keeping service integrity in the
network. The results obtained through the evaluation of a Proof-
of-Concept implementation show that the proposed framework is
able to properly detect different types of anomalies using entropy-
based detection techniques.

Index Terms—network functions virtualization, service func-
tion chaining, services integrity, anomaly detection

I. INTRODUCTION

Introduced by the European Telecommunications Standards
Institute (ETSI), the concept of Network Functions Virtual-
ization (NFV) is already a reality in computer networks [1].
NFV deals with the virtualization of network functions usually
performed by dedicated hardware devices, such as load balanc-
ing, Deep Packet Inspection (DPI), and firewalling. In NFV,
service provisioning is achieved by chaining Virtual Network
Functions (VNF) to compose Service Function Chains (SFC).
Both industry and academia are taking advantage of NFV
and SFC for boosting innovation and providing flexibility in
network service provisioning and management [2].

Many solutions for NFV Management and Orchestration
(MANO) emerged recently, mainly focused on service life-
cycle management. However, there still are many challenges
in NFV MANO not properly addressed [3]. Among them, SFC
integrity is extremely important for service delivery [4]. SFCs
are vulnerable to many types of exploits, such as unauthorized
reconfiguration of VNFs (for denial of service or unauthorized
privilege for specific users), flow redirection, and duplication.
Despite its importance, there currently is no focus on SFC
integrity solutions for network safety and guaranteeing the
proper operation of SFCs in NFV environments.

Taking into account the security of NFV deployments, ETSI
created a working group focused on NFV security issues,
evidencing the importance of protecting NFV environments.
The literature in the area lists several vulnerabilities related
to different virtualization approaches that can be exploited for
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malicious purposes [5] [6]. Moreover, undisclosed vulnerabil-
ities (so-called zero days) are under constant investigation by
security firms [7]. However, there is a lack of solutions for
guaranteeing the integrity of SFC deployments against exploits
of potential known and unknown vulnerabilities. Malicious
users take advantage of network operators’ assumption that
following network security best practices will keep their
environment protected against malicious behaviors.

In this paper, we propose an anomaly detection frame-
work for SFC deployments in operators’ data centers, using
SFC models based on ETSI NFV MANO network service
catalogs [8]. Our solution interacts with NFV Orchestrators
(NFVO) to provide reactive resiliency executing operations
like stopping anomalous VNFs, deploying new valid VNFs,
stopping anomalous redirected traffic, and detecting re-chained
SFCs. Moreover, the proposed solution is based on two views:
(i) a general SFC view, which results from monitoring the
entire SFC operation and the interactions among its elements
(e.g., connection points, member VNFs, virtual links); and
(ii) a VNF view, which is computed from analyzing local
information regarding VNFs operation (e.g., connection points,
dependencies, localization).

We consider an operator network scenario as presented by
the ETSI NFV security group, where the same organization
that operates the VNFs deploys and controls the resources.
As main contributions of our work, we highlight: (i) an
SFC anomaly detection solution, (i) the proposal of an SFC
Integrity Module (SIM) for the NFV MANO architecture, and
(ii7) an information model based on the NFV MANO network
service register. Results obtained based on a Proof-of-Concept
(PoC) implementation show that the proposed framework is
able to properly detect different types of anomalies using
entropy-based detection techniques.

The remainder of this paper is organized as follows. In
Section II, we provide the background, related work, and
motivation for this work. In Section III, we present the
proposed SIM framework in detail. In Section IV, we detail
the design of the SIM PoC developed to validate the proposed
framework. The evaluation performed to validate the SIM
framework is presented and discussed in Section V. Finally,
our conclusions and perspectives for future work are discussed
in Section VI.

II. BACKGROUND AND RELATED WORK

The ETSI NFV Industry Specification Group was estab-
lished aiming at a consensus for interoperability and man-
agement of Virtualized Network Functions (VNFs), creating



the concept of NFV [1]. As the NFV concept evolved, it
became an enabler for flexible service deployment, delivery,
and management [2]. Essentially, NFV decouples network
functions from dedicated hardware to run as software in
commercial-of-the-shelf (COTS) servers as VNFs.

The NFV architecture presents a Management and Orches-
tration (MANO) plane designed to handle operations related
to services and functions life-cycle management, a well as
resource sharing [8]. The central element in NFV MANO is
the NFVO, responsible for deploying and monitoring func-
tions and services. In NFV, service delivery is provided by
connecting VNFs through SFCs (or VNF Forwarding Graphs
— VNFFG - according to ETSI’s nomenclature), enabling
automated provisioning of network services with different
characteristics. Taking into account the importance of SFC for
service delivery, the Internet Engineering Task Force (IETF)
created a working group focused on defining an architecture
for SFC operation [9].

Despite all its benefits, NFV has challenges to be overcome,
from small NFV deployments [10] to performance issues
[11], but especially MANO-related issues [3]. The CloudNFV
project [12] provides an architecture for deploying and man-
aging VNFs in a cloud environment using open standards.
TeNOR [13] is an NFVO designed for supporting NFV as
a Service (NFVaaS), focusing on automated deployment and
configuration of services and resource sharing optimization for
VNF hosting. In the same way, Maestro [14] is the first NFVO
that considers the internal composition of VNFs for selecting
their best deployment setup on wireless networks.

Despite NFV MANO solutions properly address the chal-
lenges they aim for, there are still a lack of proposals for
dealing with security and integrity of NFV deployments,
especially in the context of SFC [4]. Lee and Shen [15]
proposed a path self-recovery scheme for SFCs, without taking
into account anomalies on the SFC elements. Examples of
exploitable elements are container engines [5], hypervisors [6],
and Virtual Machines (VM) [16].

In NFV environments, vulnerabilities and exploits can lead
to different types of malicious behavior for compromising
the integrity of SFC operation. Examples of such malicious
behavior are information redirection and duplication, Denial of
Service (DoS), and unauthorized privileges for specific users.
However, there is still a lack of proposals for guaranteeing
SFC integrity in NFV scenarios. In this paper, we propose an
anomaly detection framework, detailed in the next section. To
the best of our knowledge, the SIM framework proposed in
this paper is the first SFC integrity approach for NFV.

III. SFC ANOMALY DETECTION FRAMEWORK

The framework proposed in this paper is based on the
addition of a new module called SIM in the NFV MANO
architecture, as depicted in Figure 1. The SIM communicates
directly with the NFVO, using standard northbound APIs of
the NFVO to request information regarding NFV elements
operation and to forward the results of the anomaly detection.

Operations and Business Support Systems (OSS/BSS) are
responsible for enforcing access control rules in data centers
shared with different network operators. NFVO is the NFV
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Figure 1. SIM architecture and its internal components

element responsible for bringing intelligence to service provi-
sioning and composition processes, directly interacting with
VNF Managers (VNFM) for managing the VNF operation
life-cycle. In the same way, the resource sharing orchestration
among different virtualized elements is performed by the
NFVO through the Virtual Infrastructure Managers (VIM).
We designed SIM detached from NFVO to make it inde-
pendent of the NFVO implementation. Therefore, any NFVO
should be able to communicate and operate with SIM us-
ing standard northbound APIs. Moreover, SIM is a modular
framework, providing flexibility for implementing different
anomaly detection techniques. SIM can be directly configured
by network operators. However, the most suitable approach
is controlling and configuring SIM through NFVO, taking ad-
vantage of management interfaces already provided by NFVO.
As depicted in Figure 1, network operators configure ser-
vices through OSS/BSS and NFVO, as well as SFCs and
VNFs responsible for delivering network operators services.
According to the NFV architecture, the NFVO must deal with
all responsibilities regarding services’ life-cycle management
[8]. To do so, NFVO manages services, SFCs, and VNFs
available through a catalog with information regarding their
operation. For deploying a new VNF, the network operator
should first catalog it. Once deployed, VNFs operation should
be monitored and registered by NFVO. SIM is composed of
four functional components, described in detail as follows.
Orchestrator Abstraction Driver (OAD): Responsible for
handling all communication between NFVO and SIM. Since
SIM was designed to operate with any NFVO, SIM should be
able to adapt its communication to fit their northbound APIs.
OAD hosts the communication functions of the NFVO being
used. To change the NFVO or communicate with multiple
NFVOs, only the OAD component needs to be modified,
avoiding changes and bringing flexibility to SIM operation.
Detector: Requests and receives information regarding
SFCs and VNFs operation to/from NFVO, as well as performs



the anomaly detection technique implemented. This compo-
nent can be configured in two different ways: oriented (i)
by events, where SIM requests and analyzes SFCs and VNFs
information only when a new event related to these elements is
signalized by NFVO; and (i) by polling, in which SIM period-
ically looks for anomalies based on a predefined time interval.
The Detector component is composed of two modules. The
first one is the Processor module, responsible for processing
the information acquired from NFVO and formatting it for the
anomaly detection techniques. The second module is called
Analyzer and it uses the processed information to identify
potential anomalies based on cataloged values. If an anomaly
is detected, results are forwarded to the Specifier component.
Otherwise, the Library component stores the results and the
NFVO is notified about the absence of anomalies.

Specifier: Identifies the anomalous elements and selects
the most appropriate action to be taken. The main reason
for separating the anomaly detection from its specification
is to save time and computational resources. To do so, a
Filter module is defined for filtering the anomalies from the
list of monitored elements. After identifying the anomalous
elements, the Advisor module evaluates which is the most
appropriated action to be taken to overcome the anomalies
and sends an alert message to the NFVO. The suggestion
can be based on both predefined sets of actions and learning
mechanisms, depending on the implementation of the Advisor
module. After selecting the action, the Specifier component
sends a notification containing the information regarding the
anomalous elements to the Library. The final choice of whether
the apply or not the suggested actions and possible impacts of
such actions lies with the NFVO.

Library: Stores the anomaly detection technique results
and forwards them to the NFVO when queried. The Alerts
module handles information regarding alerts generated by the
Specifier, which can also be used by the network operator to
generate reports regarding the historical occurrence of anoma-
lies in the data center. In the same way, the Values module
handles the results of analyses that did not detect any anomaly.
These values can be used as the baseline for further analyses
depending on the anomaly detection technique implemented
in the Detector component, or they can be re-evaluated when
new anomaly detection techniques are implemented, enabling
the detection of previously undetected anomalies [17].

IV. ANOMALY DETECTION MECHANISM

In this section, we provide the details related to the design
of a SIM Proof-of-Concept (PoC), developed to evaluate the
proposed framework. In Subsection IV-A, we present the
anomaly detection technique implemented to validate SIM
operation. Then, in Subsection IV-B, we present and discuss
the information regarding NFV elements under analysis.

A. Anomaly Detection Technique

The choice for a specific anomaly detection technique
depends on the network scenarios and monitored information.
[17]. Techniques that require supervised training or statistical
modeling regarding network operation may not be suitable
for NFV scenarios due to their dynamic behavior. However,
information theory-based techniques do not require training

data sets or statistical models to operate, as required by classi-
fication and statistic-based techniques. Moreover, information
theory-based techniques are less complex than spectral theory-
based techniques, which usually demand high processing
capabilities to run in acceptable time.

Based on information theory techniques, we implemented a
Shannon’s Information Entropy anomaly detection technique
into the Detector component. The decision for using Shannon’s
entropy is based on the type of information monitored and the
proven effectiveness of using entropy for detecting anomalies
on network environments [18]. Disorders in the data set of
monitored elements handled by NFVO indicate anomalies in
the operation of NFV elements. The computational cost of
calculating the entropy is smaller than comparing element
by element (diff). Only if the entropy changes, the filtering
process will be started to identify where the anomaly occurs.
The two-level approach of SIM (detection and filtering) also
improves the accuracy and avoids false negatives alarms, two
known issues of entropy-based detection mechanism [19].

B. Monitored Information

After defining the types of anomalies to be detected and the
anomaly detection technique, the final step is selecting which
information will be monitored and analyzed. The information
monitored determines which types of anomalies and possible
threats the system will be able to detect. We based the PoC
design on the information model proposed by ETSI NFV
MANO [8]. This information model provides a hierarchical
structure for NFV elements, composing a tree for cataloging
information regarding the operation of SFCs, VNFs, Virtual
Deployment Units (VDU — VNFs’ execution elements, like
virtual machines or containers), among others. For the PoC
implementation, we selected the information regarding (i)
SFC operation (identifier, connection points, virtual links, and
member VNFs); and (i7) VNF operation (identifier, connection
points, virtual links, member VDUs, localization, and VDU
dependencies). Although VDU-specific information, such as
resource consumption, is not handled in this paper, it can be
easily achieved using SIM framework by adding a new third
view in the SFC operation to handle VDU information.

V. SIM FRAMEWORK VALIDATION

In this section, we present the evaluation of SIM based on
the definitions presented in the previous section. First, we
present and discuss the results obtained through an experi-
mental evaluation of the PoC in Subsection V-A. Then, in
Subsection V-B, we analyze the trace of anomalies detected
and the actions suggested by SIM PoC.

A. Entropy Result Analysis

Our first evaluation is regarding the time spent by the
anomaly detection technique in analyzing the data set. We
compared the time expended for calculating the entropy with
the time needed for directly comparing cataloged information
stored in NFVO catalogs with monitored information obtained
from the running NFV elements by NFVO (Diff). We varied
the number of instantiated elements, from 1 SFC to 384, each
one composed of 3 VNFs and up to 3 VDUs. The results are
depicted in Figure 2(a). All experiments have been repeated
until we achieved a confidence level of 99%.
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Figure 2. Evaluation results: Execution time comparison of entropy-based anomaly detection vs extracting differences (Diff) (a); and comparison of entropy

value changes when detecting anomalous (b) and missing (c) elements

The entropy-based technique was faster than extracting the
difference between monitored and cataloged information for
all number of instances (deployed elements) evaluated. As
we can observe in Figure 2(a), although both execution times
are close to each other for small deployments (e.g., above
6 SFCs, 18 VNFs, 36 VDUS), as the number of instances
increases, the entropy presents a less accentuated growth.
For this reason, entropy is considered a light-weight anomaly
detection technique, suitable for performing the first evaluation
of the monitored information for detecting anomalies. When
the entropy indicates an anomaly, more complex mechanisms
for filtering such anomalies can be applied. This configuration
fits in the SIM framework, where the entropy-based technique
was implemented in the Detector component, allowing us to
implement more sophisticated filters in the Filter module. The
advantage of this approach is executing sophisticated heavy-
weight algorithms (e.g., Diff) only when an anomaly is de-
tected by the entropy analysis, saving time and computational
resources when no anomalies are detected. The drawback,
however, is that when anomalies are detected by the entropy
analysis, the filtering process should be performed after the
entropy calculation, increasing the total execution time.

The second experiment is related to the effectiveness of
using entropy for detecting anomalies. For this experiment,
we randomized the occurrence of anomalous events in the
data set to analyze the changes in the entropy value. The
data set is composed of information regarding 150 SFCs, each
one composed of 3 VNFs, totaling 450 VNFs. We defined a
probability of 60% of occurrence for each anomaly, each one
being able to occur up to 5 times in each analysis. Considering
that every disorder in the monitored information characterizes
an anomaly, the anomalies detected represent 100% of the
anomalies inserted in the data set. We measured the overall en-
tropy of the monitored information with randomized anomalies
and compared with the unchanged cataloged entropy value.
In Figure 2(b), we show the changes in the entropy value
when anomalous elements are detected in the data set, while
Figure 2(c) shows the entropy when some information of the
monitored elements is missing.

As can be observed in Figure 2, the entropy value changes
significantly more when anomalous elements are present (Fig-
ure 2(b)) than when cataloged elements are missing on the
monitored data set (Figure 2(c)). It highlights the difference
in the magnitude order of the changes in the entropy value

when anomalous and missing elements are detected in the
data set and is directly related to the amount of information
cataloged in the NFVO. This behavior is especially interesting
for our scenario for two main reasons. First, it is impossible for
anomalous and missing elements to cancel or hide each other
in the final entropy value. Second, it is usually worse when
an intruder element is found in the network than when there
is a missing one. An intruder element (non-cataloged) may
indicate a higher threat, such as information leakage, while
a missing one usually indicates a DoS. By analyzing these
differences, more sophisticated actions could be suggested to
NFVO when more dangerous behavior is detected.

B. Anomaly Detection Analysis

For this evaluation, we recorded the anomalies and the
actions suggested by SIM to NFVO during the anomaly
detection analysis. The recorded values of the tracking can
be observed in Tables I and II for uncataloged and missing
elements detection, respectively. Tracking these data sets allow
us to verify what anomalies were detected, as well as the
actions suggested by the SIM PoC Advisor module to NFVO.

When no anomalies occur, SIM sends a standard report to
NFVO without any suggested action, as occurs in analyses
0,4,6, and 9 of Table I, and on 0,5,6, and 9 of Table II.
With regard to the anomalies summarized in Table I, when an
anomalous VNF is detected (analyses 1,2, 3,5, and 8), SIM
sends the results of the anomaly detection and suggests NFVO
to shutdown the anomalous VNFs. An uncataloged VNF in the
middle of an SFC may indicate several threats, such as DoS
attacks, flow duplication for obtaining private information, and
unauthorized access to services. In the same way, uncataloged
virtual links (analyses 5 and 7) and connection points (analyses
7 and 8) may also indicate flow duplication and unauthorized
access, as well as unauthorized privilege for users accessing
services means of by a side connection.

In the case where missing VNF are detected (all anomalies
presented in Table II), the immediate standard action is to re-
instantiate the missing VNF to avoid interruption in delivering
the services composed of the missing VNF. For missing
connection points (analyses 2,3,4,7, and 8) and missing
virtual links (analysis 4), the suggested action is restarting the
connections lost and re-chaining the virtual link, respectively.
The most common threat characterized by missing elements
is a DoS attack, where one or more SFC elements are turned
off or reconfigured for overthrowing service delivery.



Table I
ANOMALOUS ELEMENTS TRACE AND SUGGESTED ACTIONS

Table 1T
[ Analysis | Anomalies | Possible Threat |  Suggested Action | MISSING ELEMENTS TRACE AND SUGGESTED ACTIONS
0,4,6,9 None - None
12,3 | Uncataloged VNFs (1, 2, 4) DoS, ﬂl:)w_duéalllcatlé?, Shutdown VNFs [ Analysis | Anomalies | Possible Threat | Suggested Action |
Du"a“; (’”Ze l‘}cce}‘ 0,5,6,9 None - None
5 Uncataloged virtual link (1) u‘;i’uth‘;\:u;p ;;:;:’Sn’ Remove & trace virtual Missing VNF (1) DoS Re-instantiate VNF
and VNF (1) . S link, shutdown VNF Missing VNFs (1, 2, 2, 2) and Re-instantiate VNFs,
unauthorized privilege 2,3,7,8 . . DoS .
Flow duplication Romove & trace virtual connection point (1, 1, 1, 2) restart connections
Uncataloged virtual link (1) ow duprication, emove ace ua Re-instantiate VNFs
7 . . unauthorized access, link, remove Missing VNF (2), connection i ’
and connection point (1) - i : . 5 RO DoS restart connections,
unauthorized privilege connection point point (1), and virtual link (1) :
K DoS, flow duplication, . re-chain
8 Uncataloged connection unauthorized access Remove connection
point (1) and VNF (2) L L point, shutdown VNF
unauthorized privilege

The Advisor module implemented was configured with a
predefined set of standard suggested actions, according to the
type of anomaly detected. However, smarter mechanisms may
be implemented in the Advisor for suggesting more precise
actions to NFVO. For example, machine learning techniques
can be implemented to learn over time what is the best action
to be executed based on the history of anomalies detected.
Complementarily, fine-grained conclusions can be obtained,
such as uncovering the origins of a DoS attack by analyzing
the missing elements and the last access to these elements.

VI. FINAL REMARKS AND FUTURE WORK

In this paper, we presented the SIM framework capable
of monitoring and maintaining SFC integrity in NFV en-
vironments. SIM was designed to be easily adaptable to
operate with different NFVOs, and its modular architecture
enables the implementation of different anomaly detection and
filtering techniques. The choice of such techniques should
fulfill network operators’ needs for their NFV environment
and the information available in such an environment. We
implemented an entropy-based anomaly detection technique
based on Shannon’s entropy to validate SIM operation. The
results obtained confirm the entropy-based technique as a
suitable solution for detecting anomalies using some elements
of the information model proposed by the ETSI NFV MANO
group. As future work, we consider extending the SIM views
to include VDU information, such as resource consumption.
In addition, more advanced anomaly detection techniques can
be implemented and evaluated, as well as different filtering
mechanisms, according to the network scenario and threats to
be detected.
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