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Software-Defined Networking (SDN) provides a more sophisticated and flexible architecture for managing and
monitoring network traffic. SDN moves part of the decision-making logic (i.e., flow processing and packet
routing) from network devices into a logically centralized controller. However, the expected behavior and
configuration of network devices are often defined directly in the controller as static rules for specific situations.
This approach becomes an issue when associated with an increasing number of network elements, links, and
services, resulting in a large amount of rules and a high overhead related to network configuration. As an
alternative, techniques such as Policy-Based Network Management (PBNM) and more specifically policy
refinement can be used by operators to write Service Level Agreements (SLAs) in a user-friendly interface
without the need to manually reconfigure each network device. To address these issues, we specifically introduce
ARKHAM: an Advanced Refinement Toolkit for Handling SLAs in SDN. In this article, we present (i) a policy
authoring framework that uses logical reasoning for the specification of business-level goals and to automate
their refinement; (i) an OpenFlow controller which performs information gathering and configuration
deployment; (iii) a policy repository that stores information about the behavior of the infrastructure, which
is obtained by the OpenFlow Controller, and policy authoring operations; and (iv) a formal representation using
event calculus that describes our solution. The main contributions of this work are (i) the capacity to deploy
refined policies with minimal human intervention; (i7) analysis of the infrastructure's ability to fulfill the
requirements of high-level policies; (iii) decreased amount of network rules coded into the controller; and (iv)
management and deployment of new rules with minimal disruption to the network. The experimental results
demonstrate that the refinement toolkit achieves the expected results within acceptable performance bounds,
even with the increasing complexity and size of SLAs, network topologies, and repositories.

1. Introduction a set of packet fields to match traffic flows with their specific actions) that
are remotely configured by controllers through an open interface, such as
the OpenFlow protocol (McKeown et al, 2008); OpenFlow itself is

completely independent of the underlying switch hardware specificities

The emergence of Software-Defined Networking (SDN) offers a more
flexible architecture for managing computer networks (Nunes et al., 2014;

Wickboldt et al., 2015; Machado et al., 2014). SDN provides an extensible
platform to accommodate network services able to quickly adapt to
dynamic changes of service requirements. SDN presents a clear separation
between data/forwarding and control planes by moving part of the
decision-making logic from switching physical devices to logically cen-
tralized entities often refereed to as controllers. Decisions are then taken
at the control plane, by controllers, while switching devices become
ordinary packet forwarding nodes. Controllers have a global view of the
network infrastructure and ultimately define its behavior. Switching
devices (or just switches), in turn, use flow tables (structures that contain
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(Bakshi, 2013). As a result, SDN realizes a more flexible architecture for
deploying network services, including for example, access control, Quality
of Service (QoS), and load balance (Sezer et al., 2013; Hakiri et al., 2014).

Despite the benefits of SDN, the expected behavior of network
switches is often defined by static rules written directly at controllers
(Sezer et al., 2013; Monsanto et al., 2013; Kim and Feamster, 2013). As
a consequence, SDN becomes susceptible to some traditional network
management problems, including (i) human work overload due to the
need of writing a large set of rules; (ii) limited deployment of new
services and resources that were not anticipated because static rules and
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configurations use fixed values, for example, TCP/UDP port number,
destination IP address, becoming not adaptable to other services and
resources; and (iii) too low-level rules that do not faithfully fulfill high-
level goals, as network programmers may not be aware of business goals.

A possible approach to address these problems is the employment of
Policy-Based Network Management (PBNM) (Han and Lei, 2012;
Moffett and Sloman, 1993). In PBNM, network administrators define
the infrastructure's goals and restrictions in the form of policies that
then guide the behavior of the managed system (Aib and Boutaba, 2007;
Pueschel et al.,, 2012). Policy refinement techniques are used to
automatically translate high-level policies — e.g., specified as a Service
Level Agreement (SLA) — into a set of low-level rules (Moffett and
Sloman, 1993; Bandara et al., 2004). A PBNM solution for managing
SDN can offer three main benefits. First, due to the homogeneous switch
flow tables, a single policy is created to any switching device without the
need for adaptations, decreasing human work overload. Second, due to
the centralized decision-making logic in SDN controllers, it is more
flexible to deploy or change policies dynamically at runtime when new
services emerge, resulting in minimal service disruptions. Third, thanks
to the controller's overall view of the network, it is easier to analyze
policies in order to guarantee consistency, i.e., that policies will be
fulfilled (Verma, 2002; Koch et al., 1996; Carey and Wade, 2008).

The use of PBNM and policy refinement for the management of
traditional networks has been extensively investigated (Bandara et al.,
2004, 2005; Rubio-Loyola et al., 2006; Craven et al., 2011). However,
we argue that policy refinement in the new research area of SDN has
been a neglected topic. When using SLAs, their translation to low-level
rules, e. g., rules for configuring switching elements, is not straightfor-
ward. If this translation is not performed properly, the system elements
may not be able to meet the implicit requirements specified in the SLA.
For this reason, when applying policy refinement, specific problems
must be addressed, such as (i) determining which resources are needed
to fulfill the policy requirements; (ii) translating high-level policies into
operational rules that the system can enforce; and (iii) checking
whether or not the low-level rules are accurate and faithfully satisfy
the requirements specified by the high-level policy.

In this article, we introduce ARKHAM: an Advanced Refinement
toolKit for Handling service level AgreeMents in SDN. ARKHAM is a
solution for the refinement of high-level policies (expressed in a
controlled natural language) into low-level rules to be enforced by the
network controller. This solution comprises (i) a policy authoring
framework that uses logical reasoning (Kowalski and Sergot, 1986)
for the specification of business-level goals and to automate their
refinement; (i) an OpenFlow controller that performs information
gathering and configuration deployment; (iii) a policy repository that
stores information about the behavior of the infrastructure, which is
obtained by the OpenFlow Controller, and policy authoring operations;
and (iv) a formal representation using event calculus (Shanahan, 2000)
that describes our solution. As a proof-of-concept, we have applied
ARKHAM for QoS management in SDN. We developed a system
prototype and performed several experiments considering different
SLAs, scenarios, and the amount of information in the repository to be
processed. Furthermore, to evaluate the use of logical reasoning and
event calculus, we measured the number of iterations required by our
solution to identify QoS classes that can faithfully fulfill the requirements
of different SLAs.

The remainder of this article is organized as follows. In Section 2, we
discuss related work. In Section 3, we introduce the ARKHAM refine-
ment toolkit, together with the elements, techniques, and concepts that
are part of it. In Section 4 we present a formal representation to model
both the system behavior and the policy refinement process for SDN
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management. In Section 5, we describe the prototype, experiments, and
the results achieved. In Section 6, we discuss the lessons learned during
the development of this work. Finally, in Section 7, we conclude this
article with final remarks and perspectives for future work.

2. Related work

In this work, we advocate that policy refinement techniques can be
used to reduce the manual work needed for SDN configurations. In this
section, we describe research efforts that either use SDN to improve
network resource management or propose frameworks for PBNM and
policy refinement.

SDN features have been employed to enhance the monitoring and
management of network traffic. Foster et al. (2011) introduced a new
language, called Frenetic, for network programming supporting
OpenFlow. Frenetic has a set of operators for handling network traffic
flows, and a runtime engine that abstracts the details related to installing
and uninstalling low-level rules in switches. Monsanto et al. (2013)
introduced the Pyretic language. Pyretic introduced programming ab-
stractions that simplifies the creation of modular management programs.
Nonetheless, Frenetic and Pyretic are languages to model low-level rules
and do not employ any policy refinement technique to translate high-level
policies into a set of low-level rules.

Rubio-Loyola et al. (2011) investigated the sharing of virtualized
network resources in SDN. The authors proposed an autonomic manage-
ment system capable of separating control and data planes, providing
greater isolation in the execution of applications. In addition, an
Orchestration Plane was presented, which aims to manage the system
behavior in response to context changes, and in accordance with business
goals and policies. However, the authors do not specify a refinement
approach to automate the translation of policies in different levels of
abstraction. Kim and Feamster (2013) presented a discussion about three
problems with the current state-of-the-art in network management: the
need to support modifications to network behavior, the lack of a high-level
language for network configuration, and the need to exert control over
tasks related to network analysis and troubleshooting. Further, the
authors described the use of the Procera language to assist operators to
express network policies that react to various types of events using a high-
level functional programming language. Despite presenting a broad
discussion on network management problems, that work does not
investigate aspects concerning policy refinement and its implementation
issues.

The use of PBNM and policy refinement in computer networks has
been investigated for over two decades. Bandara et al. (2005) presented
the use of goal design and abductive reasoning to derive strategies that
attain a specific high-level goal. Policies can be refined by combining
strategies with events and restrictions. The authors provided tool
support for the refinement process and use examples of DiffServ
(Blake et al., 1998) QoS management. Craven et al. (2011) presented
a refinement process for authorization and obligation that involves
stages of decomposition, operationalization, re-refinement, and deploy-
ment. The authors discussed how concrete low-level rules can be
produced from a high-level policy, decomposition rules, and a descrip-
tion of system objects (described in UML). Rubio-Loyola et al. (2006)
presented a goal-oriented approach for goal decomposition using KaOS
(Canos et al., 1998). The refinement approach makes use of linear
temporal logic and reactive systems analysis techniques, thus generat-
ing deployable policies in Ponder (Lupu et al., 2000).

Although many efforts related to PBNM have achieved important
results, they were also limited by the characteristics imposed by
traditional IP networks, such as best-effort packet delivery and
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distributed control state. In addition, they did not use information
about network guarantees to accommodate service requirements. We
distinguish our policy refinement solution from the existing approaches
by exploring the characteristics of the SDN architecture, such as the
logically centralized control plane, overall view of the network infra-
structure, and the existence of standard communication protocols, such
as OpenFlow (McKeown et al., 2008) and ForCES (Liu et al., 2009).
The work presented in this article uses policy refinement to model the
behavior of SDN components without the need to recode them or
interrupt the network operation. Although some of the ideas in our
toolkit are inspired by the research efforts mentioned before, to the
best of our knowledge, this is the first time a policy refinement toolkit
for SDN management is presented.

3. ARKHAM refinement toolkit

In this section, we describe ARKHAM: an Advanced Refinement
toolKit for Handling service level AgreeMents in SDN. ARKHAM
introduces the use of PBNM to tackle issues of SDN such as static rules
and configurations often written for specific situations directly in the
controller. PBNM and policy refinement techniques can be used to
reduce the amount of static rules deployed in the network. These
techniques also assist network operators in writing more generic, high-
level configurations for the management of specific network devices.

Our solution is inspired by previous investigations in the area of
PBNM and policy refinement (Bandara et al., 2005; Craven et al.,
2011), which have been limited due to the characteristics of traditional
IP networks, such as best-effort packet delivery and distributed control
state in forwarding devices. In SDN, these limiting factors can be
overcome, since in implementations such as OpenFlow the control
plane is logically centralized in SDN controllers. The controller receives
information from all network elements becoming aware of network-
wide events and traffic flows. This centralization of network traffic
information simplifies the process of gathering information from the
network infrastructure. Thus, ARKHAM relies on the characteristics of
SDN to enhance the policy refinement process.

We present an overview of the ARKHAM refinement toolkit in
Section 3.1. In Section 3.2, we describe the main components of our
solution. We introduce a controlled natural language (CNL) created to
establish restrictions and requirements for writing SLAs in Section 3.3.
In Section 3.4, we explain the stages to collect network information and
refine SLAs into a set of low-level rules.

3.1. Policy refinement toolkit: an overview

A PBNM system is composed of four basic entities (Waller et al.,
2011): (1) Policy Repository (PR), which stores policy-related informa-
tion; (it) Policy Management Tool (PMT), which allows the operator to
manage policies that are inserted into the PR; (iii) Policy Decision Point
(PDP), which performs event monitoring on the system to verify and
validate the necessary conditions for policies; and (iv) Policy Enforcement
Point (PEP), which executes and monitors policies, and provides feedback
on relevant information during runtime. In ARKHAM, these entities are
mapped as follows: a Policy Authoring Framework implements the PMT;
a MySQL database implements the PR; an OpenFlow controller imple-
ments the PDP; and OpenFlow switches implement PEPs.

Fig. 1 shows an overall view of our conceptual solution. On the right
side, an infrastructure-level programmer inserts service specifications
and system configurations into the PR. On the left side, a business-level
operator inserts SLAs descriptions into the system. A policy analyzer
component finds expressions in order to parse and match an SLA to
some QoS class stored in the repository. Periodically, the controller
collects network information and stores it in the policy repository.
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Subsequently, it gets configuration parameters, such as service port
numbers (e.g., HTTP =80, SMTP = 25), SLA parameters (e.g., delay
<2 ms, bandwidth >128 kbps) from the policy repository. These para-
meters are used to perform the requirements formulation, in other
words, to verify how to accommodate each SLA in the network
infrastructure based on the network characteristics, e.g., number of
hops, available bandwidth. Finally, the controller encodes deployable
rules, such as forward packet to specific ports and installs low-level
rules in forwarding devices.

3.2. Main components

Our solution comprises the following fundamental components:

OpenFlow Controller — Its operation is divided into three phases:
(i) Startup Phase: discovers network elements, possible paths, and
performs information gathering such as number of hops, delay, and
available bandwidth for each path. In addition, in this phase, a set of
forwarding rules, which we call standard rules, are initially deployed to
guarantee best-effort delivery of traffic; (if) Events Phase: identifies
network services and analyzes the duration of each flow to propose
modifications to the network configuration triggering the Analysis
Phase; and (iif) Analysis Phase: determines the best path based on the
characteristics of the network and service requirements. Additionally,
this phase implements the rules and waits for the Events Phase in
order to identify possible enhancements to the active flows and
reconfigure the infrastructure. For further details about the
OpenFlow Controller, we refer the reader to Machado et al. (2014).

Policy Authoring Framework — It has two independent Graphical
User Interfaces (GUIs): (i) Policy Authoring GUI, and (i1) Configurator
GUI. The Policy Authoring GUI enables the writing of SLAs in a
Controlled Natural Language (CNL) and automates the translation of
SLAs into the low-level controller configuration. It analyses the SLA
requirements that match the regexes (regular expressions) stored in
the Policy Repository, and uses abductive reasoning to suggest the
more appropriate QoS classes for the SLA. In addition, if the network
cannot accommodate the SLA requirements, it uses inductive reason-
ing to suggest classes or the creation of a new class that can fulfill the
SLA requirements. The Configurator GUI allows the specification of
regular expressions and technical characteristics of services and their
parameters such as TCP/UDP port numbers and service name. The
policy authoring operations were described in more details in Machado
et al. (2015b).

Policy Repository — It stores information about the behavior of the
infrastructure, which is obtained by the OpenFlow Controller and
policy authoring operations. For example, the repository stores in-
formation about the network topology, available bandwidth, delay, and
jitter. Additionally, the repository maintains a list of all services and
their parameters, as well as some QoS classes. The information in this
repository will be used by the OpenFlow Controller during the Events
Phase and the Analysis Phase and for policy authoring. Finally, the
repository stores a wide range of regular expressions separated by type.
The regular expressions are presented in Section 3.3.

3.3. Controlled natural language (CNL)

We created a CNL to establish restrictions and requirements for
writing SLAs. Our CNL aims to improve the translation between what
humans (business-level operators and infrastructure programmers) in-
tend and what the ARKHAM Refinement Toolkit needs to do. In addition,
our CNL is used as the basis for creating natural and intuitive representa-
tions for formal notations. Furthermore, it can be adapted as needed for
new applications such as monitoring, firewalls, and access control. The
grammar of the controlled natural language is defined below:
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Business-level

Policy Refinement Toolkit
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Infrastructure-level

(o cl N Programmer
|
|
: Inserts/Query g Policy = Inserts/Query |
SLA = Analyzer Parser services
| description and configurations
ﬂ I h /]

Regexes-based

Suatam Bak 4 {>, high, highest, higher, more, bigger}

1< HTITP Service has prortes {<, low, lowest, lower, less, smaller}

2 - P2P packets are blocked...

System behavior configuration

1 - if Service == HTTP { TCP_Port = 80 };
2 - if Packet == P2P { Action = Drop };

Select, Modify
or
Create

Analyzer/Parser

| Configuration
| | < Parameters
: | -
| | Requirements| | Network
| Formulation | | Information

' |
: | Getsystem |
| | behavior |

< .

| Encode ) 1 =
| | Deployable | == T —
| policies | Low-level Rules |

' I
|
| ! |
| ! |
| : |
|

"oy

Fig. 1. Overall

Lstlisting 1.

Language :— (<QoS-Class> | <Service >) <ModalVerb> <Expression>
QoS-Class :— qos—regexes

Service :(— service —regexes

ModalVerb:— should |
Expression :— <Term> | <Term> <Connective> <Expression> | <QoS-Class>
Term:— <Parameter> <Operator> <Value>

Parameter i requirements —regexes

should not

Operator:— adjective —regexes
Value :— v

Connective:— and | or

Our toolkit uses regexes as a concise and flexible way of identifying
strings of interest such as particular characters (e.g., >, <, =) or terms
(e.g., high, low, HTTP, gold). We defined the following types of regexes:
(i) qos-regexes — regular expressions to identify QoS classes; (i)
service-regexes — regular expressions to identify services; (iii) require-
ments-regexes — regular expressions to identify service requirements;
and (iv) adjective-regexes — regular expressions to identify adjectives
in service requirements. Table 1 shows examples of regular expressions
that can be contained in an SLA. Fig. 2 shows an example of SLA
containing regular expressions.

Table 1
Examples of regular expression.

Type Expression

qos-regexes Bronze, Silver, Gold,... N/A

service-regexes VoIP, Streaming, HTTP, FTP,... N/A

requirements-regexes Priority, Bandwidth, Delay, and Jitter N/A

adjective-regexes more, high, higher, highest,... >
equal, like, even, uniform,... =
less, low, lower, lowest,... <

conceptual solution.

Service ModalVerb Parameter Operator Value Connective  QoS-Class

HTTP services should receivelbandwidth higher than 100kbps | or Gold QoS

-/Expression

Fig. 2. Example of occurrences of grammar constructs in an SLA.

VolP services should
receive bandwidth higher

H than 128kbps and delay [0}
Refinement lower than 20ms (o))
Technique &

H d w

: c

; 2

o
Translation of [m)]
Parameters é_
e :
Parameters —
—
(SLA)
~~~~~~~~~~~~~~~~ -
< Delay = 20ms [0}
I (Infrastructure) | ©)
S
Available (%))
—n network elements | =
Information T T i
Gathering e
Process [e]
H Network %
L
Infrastructure @

(SDN)

Fig. 3. Deriving SLOs/parameters from goal and gathering network information.

3.4. Bottom-up and Top-down stages

Policy refinement encompasses the process of derivation of SLOs
that must meet the SLA (Fig. 3). These SLOs are considered QoS
requirements, e.g., priority, bandwidth.

As mentioned previously, we identify business-level objectives and high-
level policies as Service Level Agreements (SLAs). Therefore, our refine-
ment process consists in a technique that extracts regexes from an SLA and
decomposes them into meta-goals or Service Level Objectives (SLOs), i.e.,
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SLA] d SLO]-], SLA] - SLOI_z, SLA] d SL01_3, SLA] - SLOI_n.

These SLOs are identified from a query to the repository of require-
ments-regexes, such as delay (D), jitter (J), bandwidth (B), and priority
(P), or gos-regexes, such as Diamond, or service-regexes, such as HTTP,
according to Table 1.Thus, our refinement process comprises a restricted
SLO mapping, where SLO,_; - D, SLO;_; — J, SLO;_3 — B, SLO;_4 - P
or SLO;_; — qos-regexes or SLO;_; — service-regexes.

Our refinement approach is split into two stages: The first stage, called
bottom-up, consists of gathering network information (e.g., bandwidth,
delay). A key element of this stage is the OpenFlow Controller, which
performs the data collection process. The information gathered is stored
in a Policy Repository. Using this information, the Policy Authoring
framework uses abductive reasoning to indicate to the business-level
operator what are the possible configurations that can accommodate a
given SLA. These indications are provided through settings performed
previously — other SLAs or policies created manually by the business-level
operator or by the infrastructure-level programmer — along with the
characteristics that the network can support.

The second stage, called top-down, is a technique for the refine-
ment of high-level goals, extracted from SLAs and translated into
achievable goals (SLOs). An operator writes SLAs and creates (if
necessary) the QoS classes needed to fulfill them. As mentioned
previously, the bottom-up stage tries to indicate using abductive
reasoning what are the best configurations for the SLA that is being
written. Thus, multiple policy configuration options will be offered to
the operator, who can select or customize an existing configuration, or
even create a new configuration.

After any selection or customization performed by the operator, the
low-level rules for switch configuration that satisfy the given SLA are
stored in the Policy Repository. Subsequently, the OpenFlow Controller
reads from the Policy Repository these new policies, starting the
Analysis Phase for setting up the appropriate rules in the network.

4. An EC-Based formalism for policy refinement

In this section we present a formalism for representing SLAs using
Event Calculus (EC) Kowalski and Sergot (1986), and apply logical
reasoning to model both the system behavior and the policy refinement
process. We aim with this formal representation to assist infrastruc-
ture-level programmers to develop refinement tools and configuration
approaches to achieve more robust SDN deployments.

EC is a formalism that permits representing and reasoning about
dynamic systems. It consists of axioms and predicates that are
independent of application or domain. We use the form described by
Bandara et al., (2005, 2003), consisting of (7) a set of event types, (ii) a
set of properties (called fluents) that can vary over the system lifetime,
and (i17) a set of time points. In order to achieve our goals we extended
it with new constants, variables, operations, and predicates as follows:

Constants — these can be defined as SLAs (SLA), services (Serv),
classes (Class), parameters/requirements (Par), or objects (Obj,). Obj
may represent a set of objects of the system where n represents a
source object (Objs,.), a destination object (Objps), a link object
(Objink), or even a route (Objrouse)-

Variables — define V,, to represent the attributes of objects and V, to
represent the parameters for the operations supported by objects.

Predicates — specify what objects represent in the system, what is
declared about them or relationships between objects. Table 2 presents
the new predicates.

Operations — specify actions used with predicates. For example, a
query in a repository or the triggering of a phase.

In our solution we first describe the SLAs in EC, and use logical
reasoning to derive the SLOs (requirements-regexes) and QoS classes
based on a system model description. We also model the state of routes
and links maintained by the controller, and use logical reasoning to
match the best route based on the SLOs. SLOs are used to search for
matching QoS classes in the repository. In the following, we demon-
strate how our formal model can be used for matching an SLA with QoS
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Ay : isMemberParameter (SLA,,Priority,V,)
A isMemberParameter (SLA,, Bandwidth,V,)
A isMemberParameter (SLA,,Delay, V,)
A isMemberParameter (SLA,,Jitter,V,)

A, : isMemberParameter (Class,,Priority,V,)
A isMemberParameter (Class,,Bandwidth,V,)
A isMemberParameter (Class,,Delay,V,)
A isMemberParameter (Class,,Jditter,V,)

A3 : isMemberParameter (Class,,Priority,V,)
A isMemberParameter (Class,,Bandwidth,V,)
A isMemberParameter (Class,,Delay,V,)

Ay : isMemberParameter (Class,,Bandwidth,V,)
A isMemberParameter (Class,,Priority,V,)

As : isMemberParameter (Class,,Priority,V,)
A isMemberParameter (Class,,Delay, V,)
Classes. Adg : isMemberParameter (Class,,Bandwidth,V,)
A isMemberParameter (Class,,Delay,V,)

A7 : isMemberParameter (Class,,Priority,V,)
V isMemberParameter (Class,, Bandwidth,V,)
V isMemberParameter (Class,,Delay,V,)
V isMemberParameter (Class,,Jditter,V,)

d 4 o A

¢ i (4 © B3) <« 2 ¢
$3 0 (A © 4) « = h
$s 1 (4 © A5) <« = ¢
¢s 1 (4 © A) « 2 ¢
$6 1 (41 © A7) « = ¢

SLA, is an SLA

Class, is a QoS Class
V, is a value of a parameter
A, 1s a predicate

The set of A rules are used to retrieve the QoS classes that satisfy the
largest amount of requirements. Thus, A, will retrieve QoS classes that
satisfy all requirements (priority, bandwidth, delay, and jitter), whereas
A, will retrieve QoS classes that satisfy at least one of the requirements.
The set of ¢ rules specifies an order of matches that happens until an
occurrence of ¢ matches the desired result. Thus, ¢; represents an ideal
match where all requirements are satisfied while ¢ is a match where at
least one requirement is satisfied.

We also use EC and the predicates in Table 2 to specify all the
processes performed by the refinement toolkit. For a better under-
standing, we use friendly names to indicate to the reader where
each process occurs. In the following, we use the topology dis-
covery performed by the controller as a case-study to demonstrate
how the formal model can be used to specify a system process.

Ay : 1initiates(doAction (Controller,

operation (Controller, startupPhase (packets)),
state (Controller, status,on),T)) .

An+1 < (happens (operation (Controller,

discoveryTopology (LLDP) ), T+1)

A happens (operation (Controller,
discoveryLinks (LLDP) ), T+1))

<« happens (doAction (Switch,
operation (Controller,
sendPacket (LLDP) ), T+1))

— An

Am+z < (happens (doAction (Controller,
operation (Repository,
registerSwitchId(idSwitch)),T+2))

A (happens (doAction (Controller,
operation (Repository,
registerSwitchLink (1linkSwitch) ), T+2))

— Apt1-

Ay 1s a predicate.
T is a time point.

As can be observed, when starting the controller, it monitors
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Table 2
New predicates for event calculus.

Journal of Network and Computer Applications 90 (2017) 1-16

Predicates Description

object(SLA/Serv/Class/Par/Obj,,)
links, or routes.
isElement(Obyj,,)
method(Obj,, Action(V ,))
iSLink(ObjLink, Objsre, Objpst)
isRoute(Objroute)
isMemberRoute(Objroute; ObjLink)
isRouterParameter(Objroute, Par, V)

Used to specify that Obj is an object in the system. Objects can be network elements such as routers, switches, controllers,

Holds if Obj, represents a network element, e.g., switch, controller.
Defines an action supported by an object.

Holds if Objri represents a link between an Objs,.. and Objps.
Holds if Objroue represents a route.

Holds if the object, Objpink, is a member of the route, Objroue-
Holds if the object, Par, is a parameter of the route.

isSLA(SLA) Holds if SLA represents an SLA.

isDescriptionSLA(Serv/Class/Par/Obj,,,SLA) Defines if Serv/Class/Par/ Obyj, is an object contained in the SLA description.
isService(Serv) Holds if Serv represents a service, e.g., HTTP, VoIP.

isClass(Class) Holds if Class represents a QoS Class, e.g., gold, silver.

isPar(Par) Holds if Par represents a parameter/requirement, e.g., delay, priority.

isMemberClass(Class, Serv)
isMemberParameter(Class/Serv/SLA, Par, V,)
newMemberParameter(Class/Serv/SLA, Par, V,)
attr(SLA/Serv/Class/Par/Obj,, V,)

Holds if the object, Serv, is a member of the QoS Class, Class.

Holds if the object, Par, is a parameter of a QoS Class, Service or SLA.

Holds if the object, Par, is a changing or addition of parameter value of a QoS Class, Service or SLA.
Defines that V, is an attribute of a Serv, Class, Par, or Obj,.

Policy Authoring GUI

Framework

o)
c
=
o
<
£
=)
<

Open API

Repository

Open API

Startup phase

Controler

Southbound Communication

- f08 Classes - Reasies ped -

Configurator GUI

Setings

Analysis phase

OpenFlow Protocol (secure channel)

I 4 e

OpenFlow Switch 1 OpenFlow Switch 2

Topology

[ ] [ |

OpenFlow Switch 3 OpenFlow Switch N

Fig. 4. Overall policy refinement toolKkit.

(StartUp phase) the network in order to discover the network elements
and their links. Switches are instructed to send LLDP packets to report
their location in the topology. The controller collects these packets and
calculates all possible links between every element. For each result of
this calculation a spanning tree is created. As a result, the controller
comes to know the position of all network elements and what is the cost
(per link) to reach them. This information about links between
forwarding elements is stored in the repository, and will be subse-
quently used to find a matching QoS class. For further details about the
formalism we refer the reader to Machado et al. (2015a).

5. Prototype and experimental evaluation

In this section we present the prototype developed (Section 5.1) and
the experiments performed (Section 5.2) in order to validate ARKHAM.

5.1. Prototype

The overall implementation of ARKHAM and its main modules are
depicted in Fig. 4. To implement our solution we customized a POX"
OpenFlow controller based on the [2_multi module. This module has
some important presets for our solution such as support for the
discovery library, used to discover network elements and the spanning
tree library, used to calculate and deploy different paths between
source and destination elements. The customization enables the
gathering of additional information about the network infrastructure,
which is used, for example, to calculate optimal routes. This customi-
zation is based on SDN native features, thus it can be applied to any
controller implementation. For example, topology discovery, which is

1 http://www.noxrepo.org/pox/about-pox/
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available in the POX controller from the discovery module, is a feature
that can be achieved by other controllers in different implementations
by collecting Link Layer Discovery Protocol (LLDP) packets that are
sent from network devices. We used the OpenFlow Protocol 1.0
(Machado et al., 2015) for southbound communication because it is
the most widely supported version of the protocol. We are aware that
newer versions of the protocol introduced a more flexible pipeline with
multiple tables and the use of groups to organize flow rules. However,
so far version 1.0 has presented satisfactory results, although in the
future we might consider newer versions of the OpenFlow protocol for
optimization or organization purposes.

We developed a Policy Authoring Framework to enable operators to
express business goals, e.g., Service Level Agreements (SLAs), without
having to specify in detail what elements in the network infrastructure
should receive the configurations and how they should be configured.
This authoring framework is based on the Django web framework.” We
chose Django due to its support to the Python® language and the
support it provides to create web applications. For the interface design
we used the Bootstrap front-end framework.” Fig. 5 illustrates the
home screen of the Policy Authoring Framework. It presents statistics
about the number of policies, classes, services, and users registered. In
addition, it shows charts about the top 5 services that most appear in
policies and the top 5 QoS classes that most have linked policies.
Finally, the dashboard comprises items to manage policies, classes,
services, and users; view reports; and determine system configurations.

We created a Policy Repository to store information about the
behavior of the infrastructure, which is obtained by the Controller, and
information inserted by the Policy Authoring Framework. The Policy
Repository uses a MySQL database 5.5.° We chose MySQL because it
supports the MyISAM (My Indexed Sequential Access Method) storage
engine, which provides fast response times in queries. The Repository
is composed of several tables, such as SLAs, QoSClasses, and
RegexesPool, used by the Policy Authoring Framework; and Services,
Devices, Links, and Routes, used by the Controller.

5.2. Experimental evaluation

In this section we present and discuss the experimental evaluation
of ARKHAM. It is important to emphasize that ARKHAM is generic
enough and can be used to perform configuration and manage services
and network functions such as monitoring, access control, load
balance, and firewall. However, in order to validate the principles
employed in our solution, we have limited the scope for QoS manage-
ment, providing a more specific case-study. QoS mechanisms allow
network administrators to use existing resources efficiently and ensure
the required level of service without the need of expanding or over
provisioning their networks.

5.2.1. Controller experiments

This section describes our test environment and some initial results
with the controller prototype. The experiments were performed on an
AMD 2.0 GHz Octa Core with 32 GB RAM memory. Each experiment
was run thirty times, in order to obtain a 95% confidence level. The
scenarios were created using the Mininet emulator.

Five scenarios were created in our experiments. The scenarios that
we built had increasing numbers of switches and redundant links, thus
increasing path diversity between any two hosts. Table 3 shows the
number of hosts, switches, and links in each scenario.

The topologies used in the experiments were based on Fat-Tree
topologies Leiserson (1985). An overview of scenarios V, W, and X is
shown in Fig. 6. Due to the large number of elements, scenarios Y and Z

2 http://www.djangoproject.com/
3 http://www.python.org/

4 http://getbootstrap.com/

5 http://www.mysql.com/
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could not be clearly presented in the figure. By increasing the number
of switches and redundant links, these topologies can be used to, for
example, maintain system availability in the presence of link disrup-
tions and to reduce traffic congestion in the infrastructure.

The first set of experiments aim to evaluate the reduction of the
amount of time necessary for switch configuration when our custo-
mized controller is used. Thus, we compare the time spent by our
solution that initially recognizes the topology (Fig. 7(a)) and deploys
specific rules using the known topology (Fig. 7(b)) against the time
spent by an approach that deploys specific rules without previous
knowledge of the topology (Fig. 7(c)).

As can be observed in Fig. 7(a), with the increase in the number of
elements and paths in the topology, the time to calculate all paths
between any network element also increases, reaching 78.17 s in
scenario Z. Despite this, we advocate this pre-calculation and the
installation of the initial standard rules because this process will speed
up the processing of new flows when they arrive. This happens because
later, in the Analysis Phase, all possible flow paths will be already pre-
calculated, making the calculation and installation of specific rules as
fast as 0.841 s in scenario Z (as can be seen in Fig. 7(b)). The increase
in the number of elements in each topology reflects in a small increase
in the time to deploy specific rules as can be observed in Fig. 7(b).
Thus, there is a minimum time necessary for deploying the specific
rules, but this does not delay service flow processing due to the pre-
established standard rules.

For comparison purposes, Fig. 7(c) shows an alternative approach
in which standard rules are not pre-calculated. As can be observed,
when a new flow arrives the time for rule calculation and installation in
scenario Z is 8.23 s, which is nearly 10 times lower than the time taken
by our solution for pre-calculation and deployment of standard rules
(78.14s according to Fig. 7(a)). During runtime, however, our
approach based on the pre-calculation of standard rules can reduce
the delay in deploying specific rules, thereby increasing the perfor-
mance of the network as can be observed in Fig. 7(b)). Certainly there
is an overhead related to the startup phase of the controller.
Nevertheless, this is justifiable as it improves the performance of the
network during runtime. For example, in scenario Z our approach takes
0.841 s to calculate and install specific rules when a new flow arrives
(Fig. 7(b)), which is approximately 10 times lower than the 8.23 s
required for rule calculation and installation for the same scenario
using the alternative approach without pre-calculation (Fig. 7(c)). As
mentioned previously, these results show that due to the calculations
performed initially, our proposal is able to perform a quick reconfi-
guration of specific rules, since we already have a populated list of the
best path based on best-effort delivery between network elements.

It is important to mention that the path chosen in the experiments
(Fig. 7(c)) is the first one found between a source and a destination.
Thus, there is no checking if this path is the best one to a particular
flow, i.e., if it complies with the QoS requirements of a particular flow.
Nevertheless, rules deployed by our solution intend to choose the best
routes to fulfill the service requirements among several possible paths.

5.2.2. End-to-end process experiments

We present in this section experiments obtained with the imple-
mented toolkit. Our goal is to measure the response time of the end-to-
end process, in other words, from policy authoring to deployment of
low-level rules in the switches. Each experiment was run thirty times
for the same reason as explained in the previous experiment. The
scenarios were also created using the Mininet emulator. The experi-
ments were performed on an AMD 2.0 GHz Octa Core with 32 GB RAM
memory.

In order to perform the experiments, we created three SLAs (Table 4)
with an increasing number of expressions, where SLA, has more
expressions than SLA; and SLA3; has more expressions than SLA,. Our
goal is to show the robustness and efficiency of the refinement process
when we increase the number of expressions that should be compared.
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Fig. 5. Policy authoring graphical user interface.

Table 3
Number of hosts, switches, and links in each scenario.

Scenario SwLO SwL1 SwL2 SwL3 Host Link
A% 2 2 0 0 4 4

w 4 4 2 0 8 12

X 8 8 4 0 16 32

Y 16 16 8 4 32 80

Z 32 32 16 8 64 96

We also created three scenarios (Table 5) by varying the number of
network devices and adding redundant links between some network
devices. The scenarios used in the experiments were based on Fat-Tree
topologies (Leiserson, 1985). Our goal was to demonstrate the ability of
the framework to operate in increasingly large topologies.

We applied the three SLAs to five different repositories and
populated each repository according to Table 6. We performed experi-
ments on all variations of SLAs, repositories, and scenarios.

In particular, the experiments described in this section intend to
evaluate our prototype in terms of average execution time and percen-
tage of the total time taken by each stage of our policy refinement toolkit.

Fig. 8 shows the average response time for each SLA in each
scenario. We break the total execution time down in three categories,
namely: requirements analysis (i.e., parse the SLAs and their regexes),
repository queries (i.e., search for the best matching QoS class), and
rule deployment (i.e., install the flow rules in the switches). By
increasing the number of classes, it is possible to observe that the
average time spent performing repository queries also grows. This
increase is visible in all experiments performed with SLAs 1, 2, and 3.
This behavior is expected, since the number of classes has influence on
the time spent in queries to obtain the ideal matches between SLAs and
QoS classes.

In Fig. 9 the y-axis shows the percentage of the total time taken by
each process in the experiments performed with SLAs 1, 2, and 3 in
each scenario. From these results we can observe that, according to the
level of complexity of each SLA, the percentage of time for analyzing
requirements also increases. This happens due to the increase in the

number of occurrences of regular expressions found in each SLA.

Fig. 10(a) shows the total number of rules generated by refining each
SLA separately in each scenario. The total number of rules only includes
the amount of specific rules for each SLA, not including any standard
rule. As can be observed, each SLA generates practically the same
number of rules in each scenario. SLA 1 shows a small difference in the
number of rules deployed compared to SLAs 2 and 3. This occurs
because SLA 1 has fewer QoS requirements (i.e., low priority) compared
to other services, which causes the choice of routes with more hops and
consequently causes rules to be deployed in more devices. It is worth
mentioning that the total number of rules generated by the policy
authoring framework is smaller than the total number of rules that
would have to be created on all network devices. As our approach is
based on routing, it creates a spanning tree to find all routes between
sources and destinations. Thus, some routes may share common
elements between different sources and destinations. As a result, a
number of switches do not need to be configured, thus reducing the total
number of rules required in each scenario.

The increase in the total number of rules in SLA 1 appears more
clearly when we performed simultaneously the refinement of the three
SLAs in each scenario (Fig. 10(b)). Our framework attempts to fulfill
the requirements of each SLA. In order to achieve this, it identifies the
possibility of routing each SLA by alternative routes without failing to
fulfill their requirements. Thus, SLA 1 receives routes with more hops
in order not to compete with SLAs 2 and 3 which have higher priority
requirement.

Finally, Fig. 10(c) shows the total amount of rules generated by all
SLAs in each scenario. This illustrates the benefits of our policy
authoring and refinement approach, in which the infrastructure-level
programmer does not need to be concerned with the number of low-level
configuration rules to be deployed in the network. Our results suggest
that the prototype is able to support the refinement of SLAs and the
installation of flow rules in large-scale deployments. Even if we consider
the scenario with the largest number of switches and links (Fig. 8(c)),
and the largest number of QoS classes, the total measured time remains
within acceptable bounds. Moreover, as mentioned previously, the
framework optimizes the deployment of rules according to the require-
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Fig. 6. Scenarios for the experiments with increasing number of switches and link redundancy.
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Table 4
Description of the SLAs used in the experiments.

SLA Description of SLAs

SLA; HTTP traffic should receive lowest priority.

SLA, Streaming traffic should receive highest priority, lowest delay, and
bandwidth higher than 512kbps.

SLA; VolIP traffic should receive highest priority, delay lower than 200 ms,

lowest jitter, and bandwidth higher than 128kbps.

Table 5

Number of switches and links in each scenario.

Scenario SwLO SwL1 SwL2 SwL3 SwlL4 Link
X 16 8 8 4 0 88

Y 32 16 16 8 4 176
Z 64 32 32 16 8 210
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Table 6
Number of classes registered in the repository.

Journal of Network and Computer Applications 90 (2017) 1-16

ments of each SLA and according to each scenario.

Repository Number of Classes 5.2.3. EC-based formalism experiments
- In this section, our goal is to evaluate the EC-based formalism and
Repository A 10 . . .
Repository B 100 measure the amount of iterations and rules required to find QoS classes
Repository C 1000 that fulfill the requirements of different SLAs. The experimental
Repository D 10,000 evaluation was performed in Prolog 6.6.4. Each experiment was run
Repository E 100,000 ten times since we were able to obtain a confidence level of 95% with a
reduced number of executions. The experiments were performed on an
AMD 2.0 GHz Octa Core with 32 GB RAM memory.
We created six SLAs by changing the number of expressions
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according to Table 7. We applied the six SLAs to five repositories
containing different amounts of classes. We populated each repository
according to Table 8. Each QoS class considers all QoS requirements,
i.e., priority, bandwidth, delay, and jitter. Each QoS requirement has
different values.®

In this experiment our goal is to measure the number of iterations
for the identification of QoS requirements and for querying all
suggestions of QoS classes. Each SLA (Table 7) generated a set of
prolog rules to find at least one occurrence of a QoS class. Each rule is
composed of a set of prolog operations. Each prolog operation is

© The values for QoS requirements were generated randomly: between 0 and 999 for
priority (where 0 is highest priority and 999 is lowest priority), between 2 kbps and 22
kbps for bandwidth, between 1ms and 999ms for delay, and 10% of the delay value for
jitter.

11

connected by connectives. Connectives can be “and” (represented by a
comma []) or “or” (represented by a semicolon [;]). The prolog rules
generated for each SLA are described in Table 9. The prolog operations
used in the prolog rules are described in Table 10.

As can be seen in Table 9 some SLAs have generated more rules
such as SLA 1(4), SLA 2(3), SLA 4(2), and SLA 6(3). This happens
when the rule for an SLA does not match the information stored for
QoS classes. Thus, our technique applies a first rule that includes all
parameters found in an SLA. If there is not a match, new rules are
generated until a match is found. In the worst case, the rule generated
will fetch the parameters using the connective “or” (represented by a
semicolon), for example, parameter; or parameter, or parameters or
parametery.

Table 11 shows the relationship between the number of iterations
generated by each rule and the number of classes found. As can be
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Table 7

Description of the SLAs used in the experiments.

SLA Description of SLAs

SLA, Streaming traffic should receive highest priority, lowest delay, lowest
jitter, and highest bandwidth.

SLA, Peer-to-peer traffic should receive lowest priority, highest delay, lowest
jitter, and highest bandwidth.

SLA3 FTP traffic should receive highest bandwidth.

SLA4 VolIP traffic should receive delay lower than 20 ms and bandwidth higher
than 128kbps.

SLAs SNMP traffic should receive priority higher than 500 and bandwidth
lower than 16kbps.

SLAg SSH traffic should receive bandwidth higher than 1024kbps, delay lower
than 50 ms, and lowest jitter.

Table 8

Number of classes registered in the repository.

Repository Number of Classes
Repository A 5
Repository B 10
Repository C 50
Repository D 100
Repository E 250
Table 9

Rules performed for each SLA in each scenario.

seen, in all cases at least one class has been found by a rule. In addition,
some rules have found multiple classes such as S5R1. This happens
because each rule aims to find an ideal match of parameters ignoring
the other parameters registered in the class. Thus, a rule requiring
priority=12 and bandwidth=128 kbps can identify classes with the
following information: Classl: priority=12, bandwidth=128 kbps;
Class2: priority=12, bandwidth=12 8kbps, and delay=10 ms; Class3:
priority=12, bandwidth=128 kbps, delay=10 ms, and jitter=1 ms;
Class4: priority=12, bandwidth=128 kbps, and delay=200 ms.

Fig. 11 shows the number of iterations for each SLA in each
repository. Each color indicates a different prolog rule. For example, in
Fig. 11(a) the repository with 50 classes performed 4 prolog rules to
find at least one class. As previously mentioned, our solution generates
prolog rules until a match is found. Thus, in cases where the repository
has a smaller number of QoS classes, the tendency is that a larger
number of prolog rules will be generated. This happens because the
first prolog rule comprises all QoS requirements to find a more precise
match, while each next prolog rule generated removes or toggles QoS
requirements in order to find usable matches, i.e., QoS classes that
fulfill some QoS requirements. As can be observed in Fig. 11, by
increasing the number of classes the amount of iterations for each
repository grows. This increase is visible in all experiments performed
with the SLAs. This behavior is expected, since the number of classes
has influence on the number of iterations to obtain the ideal matches
between SLAs and QoS classes. In addition, the SLAs requiring extreme
values, e.g., lowest delay, highest bandwidth also increase the number

SLA Name" Rule
1 S1R1 lowestValue(Class,priority,Priority), lowestValue(Class,delay,Delay), lowestValue(Class,jitter,Jitter), highestValue(Class,bandwidth,Bandwidth).
S1R2 lowestValue(Class,priority,Priority), lowestValue(Class,delay,Delay), highestValue(Class,bandwidth,Bandwidth).
S1R3 lowestValue(Class,priority,Priority), highestValue(Class,bandwidth,Bandwidth).
S1R4 lowestValue(Class,priority,Priority), lowestValue(Class,delay,Delay).
2 S2R1 highestValue(Class,priority,Priority), highestValue(Class,delay,Delay), highestValue(Class,jitter,Jitter), lowestValue(Class,bandwidth,Bandwidth).
S2R2 highestValue(Class,priority,Priority), highestValue(Class,delay,Delay), lowestValue(Class,bandwidth,Bandwidth).
S2R3 lowestValue(Class,bandwidth,Bandwidth), highestValue(Class,priority,Priority).
3 S3R1 highestValue(Class,bandwidth,Bandwidth).
4 S4R1 findParLower(Class,delay,20), findParHigher(Class,bandwidth,128).
S4R2 findParLower(Class,delay,20); findParHigher(Class,bandwidth,128).
5 S5R1 findParHigher(Class,priority,500), findParLower(Class,bandwidth,16).
6 S6R1 findParHigher(Class,bandwidth,1024), findParLower(Class,delay,50), lowestValue(Class,jitter,Jitter).
S6R2 findParHigher(Class,bandwidth,512), findParLower(Class,delay,20).
S6R3 findParHigher(Class,bandwidth,1024); findParLower(Class,delay,50); lowestValue(Class,jitter,Jitter).

@ Name is the short representation of a rule where S SLA and R Rule. Thus, S1R1 is the first rule for SLA1.
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Table 10
Description of Operations used in the rules.
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Prolog Operation

findParLower(Class,Parameter,Value): — isMemberParameter(Class,Parameter,Value2), Value2 < Value.
findParHigher(Class,Parameter,Value): — isMemberParameter(Class,Parameter,Value2), Value2 > Value.

findParIdentical(Class,Parameter,Value): — isMemberParameter(Class,Parameter,Value2), Value2=Value.

lowestValue(Class,Parameter,Value): — isMemberParameter(Class,Parameter,Value),

(isMemberParameter(Class2,Parameter2,Value2), Parameter=Parameter2, Value2 < Value, Class != Class2).

highestValue(Class,Parameter,Value): — isMemberParameter(Class,Parameter,Value),

(isMemberParameter(Class2,Parameter2,Value2), Parameter=Parameter2, Value2 > Value, Class != Class2).

Description

Used to find a parameter lower than a specific value.
Used to find a parameter higher than a specific
value.

Used to find a parameter identical the specific value.
Used to find the QoS Class which has the lowest
parameter among the registered QoS Classes.

Used to find the QoS Class which has the highest
parameter among the registered QoS Classes.

Table 11
Results of the iterations and classes found for each scenario.

Number of Classes

5 10 50 100 250

SLA Rule® Iterat. Found Iterat. Found Iterat. Found Iterat. Found Iterat. Found

1 S1R1 158 1 332 0 2617 0 4747 0 11,573 1
S1R2 N/A N/A 332 0 2617 0 4747 0 N/A N/A
S1R3 N/A N/A 226 0 2111 0 2232 1 N/A N/A
S1R4 N/A N/A 252 1 2157 1 N/A N/A N/A N/A

2 S2R1 77 0 137 0 1783 1 1352 0 10,763 0
S2R2 77 0 137 0 N/A N/A 1352 0 10,763 0
S2R3 118 1 270 1 N/A N/A 12,218 1 40,923 1

3 S3R1 68 1 289 2 1743 1 2137 2 13,563 6

4 S4R1 19 0 12 0 58 2 114 4 290 13
S4R2 14 1 24 1 N/A N/A N/A N/A N/A N/A

5 S5R1 14 2 33 5 125 20 293 45 718 107

6 S6R1 7 0 12 0 564 3 2126 4 16,579 13
S6R2 7 0 12 0 N/A N/A N/A N/A N/A N/A
S6R3 100 1 314 2 N/A N/A N/A N/A N/A N/A

@ Rules described in Table 9. The occurrence of an N/A means that a previous rule found a class.

of iterations because they require finding lowest or highest values
among all possible values stored in the repository.

6. Open issues

Several points that were not part of the proposed goals in this work
call for our attention. As mentioned previously, we defined a formal
representation of high-level policies in the form of SLAs using Event
Calculus and used logical reasoning to model both the system behavior
and the policy refinement process in SDN. Although this formalism is
not integrated with the refinement toolkit, it can be incorporated for
validation of the toolkit operations and of the properties of each
predicate using logical inferences achieved with the aid of an inter-
preter, such as a Prolog engine. The integration with an interpreter can
be used to increase the reliability of the refinement process, since all
SLAs could be modeled as logical predicates and the mapping to low-
level rules could be automatically performed via logical inferences.
However, by incorporating an interpreter, there is a possible increase
in the response time of the processes, due to the set of inferences to be
performed. Thus, it is important to analyze and select the set of
processes and predicates requiring logical inferences, so that the time
spent with an interpreter has the lowest operating cost.

It is noteworthy that many tools, techniques, and algorithms can be
exploited to improve the toolkit processes. An example the replacement
of the repository. When observing the toolkit performance experi-
ments, we found that in cases where the amount of information in the
repository increases, there is an exponential growth in response time
for the queries. Replacing the repository for databases that support
semantic metadata can dramatically improve the response time for the
queries. In addition, we are aware of the limitations of our database
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schema to organize and store information about network devices,
services, and links. We chose to present a simple and understandable
organization, maintaining the focus only on our policy refinement
solution. However, by using a network management schema such as
DMTFs Common Information Model (CIM) there is a possible im-
provement to represent and define how to manage the set of network
elements and their relationships.

Regarding the controller phases, each phase comprises a set of
modules responsible for specific actions. In the events phase, we only
observed network services and analyzed the duration of each flow.
However, several modules can be implemented to assist the decisions
taken upon the arrival of new flows and even concerning the occurrence
of events in network elements. An example is the creation of a module
that identifies new network elements. Through the identification of a
new element, a reformulation of the routes can be performed. Another
example is the development of a module that monitors the processing
overhead on switches. Through this monitoring, a load balancing
process can be activated, for example, to reorganize routes between
network elements.

We also noted some questions regarding the toolkit scalability.
When we observe the experimental results related to the sum of low-
level rules deployed in each switch, it is evident that a large set of
classes leads to an increase in the number of rules produced. It is
important to emphasize that the toolkit induces the operator to register
each SLA with existing QoS classes, aiming to restrict the growth of the
number of classes, which results in a reduction on the number of rules
produced. Despite this, the flexibility provided by the toolkit for
creation and modification of QoS classes does not limit the maximum
number of classes that can be created. Thus, a study of possible toolkit
configurations/characteristics can reduce the number of rules pro-
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Fig. 11. Average number of iterations for each SLA performed in each scenario, (a) SLA 1, (b) SLA 2, (c) SLA 3, (d) SLA 4, (e) SLA 5, (f) SLA 6.

duced, optimizing the use of computing and network resources. For
example, limiting the creation of QoS classes or inducting the
accommodation of an SLA with a QoS class based on service behavior.

Another issue that may be better explored is the way network
information is gathered. We have used ICMP packets and applied a
cross multiplication to calculate information/parameters/weights of
links between network elements. In this context, other approaches,
techniques, and tools can be explored, for example, entropy-based
classification algorithms (Giotis et al., 2014) used to estimate and
observe the baseline distribution related to network traffic or Iperf” tool
used to measure network throughput.

7. Concluding remarks

Despite the benefits of SDN, the expected behavior of network
elements is still defined by static rules written to handle specific
circumstances. This approach presents several problems such as
human work overload to write, analyze, and manage a large set of
hard-coded rules. It also limits or prohibits the development and
deployment of new services and resources that were not anticipated
when rules were written in the controller. Finally, low-level rules are
difficult to analyze and do not provide guarantees for compliance with
high-level goals.

In this work, we presented a high-level policy refinement toolkit for
SDN management. We aim to remove much of the manual workload of
administrators in the configuration of network elements. In particular,
we focused on the refinement of QoS requirements for different

7 http:/ /iperf.fr/
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applications and services (specified in SLAs) into the configuration of
controllers and switches. As a result of our toolkit, we identified the
resources that need to be configured in accordance with the SLAs, and
successfully executed reactive dynamic actions for the reconfiguration
of the infrastructure.

Our experiments have shown that the initial recognition of topology
and collection of network performance metrics performed during the
controller's startup phase improves the deployment time of specific
rules for each service. Also, our policy authoring performs well even
with the increase in the number of QoS classes and in the complexity of
the SLAs. Furthermore, we performed experiments to analyze the
amount of iterations and suggestion of classes for the rules created by
our solution, showing that the refinement technique found suggestions
of QoS classes to match different SLAs.

As part of our future work, we intend to analyze the broader
applicability of the toolkit when managing other types of services and
functions. Thus, with some adaptations, the toolkit can be used to
perform configuration and manage services and network functions
such as access control and firewall. In addition, we intend to investigate
techniques for detection and resolution of policy conflicts. One
common source of policy conflicts is the refinement process itself,
during the translation of high-level goals into implementable low-level
policies (Lupu and Sloman, 1999). Moreover, we intend to extend the
policy authoring framework to support more terms, expressions, and
rules. Finally, our approach is limited to rules triggered by the
occurrence of an event, i.e., a flow receives a specific action. We intend
to extend our grammar to support temporal logic. This will allow the
specification of policies defined within a given time frame.
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