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Abstract Power grids are undergoing a major modernization process, which is
transforming them into Smart Grids. In such cyber-physical systems, a security
incident may cause catastrophic consequences. Unfortunately, the number of
reported incidents in power grids has been increasing in the last years. In this article
we advocate that the adoption of Computer Security Incident Response Teams
(CSIRTs) is necessary for the proper management of security incidents in Smart
Grids. CSIRTs for Smart Grids must cover different parts of the grid, thus consisting
of specialized response teams for handling incidents not only on the physical
infrastructure, but also on the Smart Grid equipment and on the IT infrastructure.
We thus propose an incident classification to assist the implementation of CSIRTs
for Smart Grids, considering the specific concerns of the different response teams.
We evaluate attack classifications available in the literature and review a well-
known database of Smart Grid security incidents.
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1 Introduction

Smart Grids can be defined as the next generation of the power grid, in which
electric distribution, generation, and transmission are integrated with data commu-
nications and pervasive computing. As a result, Smart Grids offer increased control,
efficiency, reliability, security, as well as bidirectional power and data communi-
cation [1]. Furthermore, concepts such as renewable energy sources, responsible
energy usage, and customer awareness are also captured by the notion of Smart
Grid.
A Smart Grid is typically divided into two subsystems:

e Supervisory Control and Data Acquisition (SCADA) allows remote control and
monitoring of resources, devices, and industrial processes. This subsystem is
highly distributed and used to control devices geographically dispersed. Control
and acquisition of centralized data is critical to the functioning of the
subsystem [2].

e Advanced Metering Infrastructure (AMI) allows gathering power measurement
information from smart meters installed on the customer premises. Generally,
the data collected in the smart meters is related to the power consumption, which
is sent to a central controller through a secure connection and can be used for
various purposes, such as demand management [3].

To ensure the proper operation of all grid components, possibly against malicious
individuals, security becomes a key concern [4]. Therefore, understanding the
possible vulnerabilities, risks, and attack motivations is essential to protect the
Smart Grid from cyber-attacks that may compromise the electrical infrastructure
and affect the economy and the safety of the population [5].

In computer security, an incident is an event that affects directly or indirectly
confidentiality, integrity, or availability (the CIA triad) of the system or its data. In
many companies, these occurrences are treated by a Computer Security Incident
Response Team (CSIRT), using a set of standards and guidelines for incident
management [6]. These standards define the procedures to recognize, analyze, and
respond to security incidents with minimum damage and low cost of recovery. One
of the key parts of the deployment of CSIRT is the analysis of the scope where the
team will operate within an organization. Once defined the scope, a review of the
main existing vulnerabilities is conducted to create a taxonomy for classifying
incidents in representative classes. This is essential to reduce the recovery time after
an incident.

The management of Smart Grid can be divided into three main areas of concern:
power grid physical infrastructure (e.g., relays and fuses), Smart Grid equipment
(e.g., field devices and smart meters), and Information Technology (e.g., commu-
nication protocols and servers). Each of these areas is typically managed by
different teams, and the organization should be able to forward attacks and
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vulnerabilities to the correct maintainers. In this article, we argue that Smart Grids
can benefit from the use of an incident management infrastructure with the
implementation of a CSIRT that covers not only the communication network, but
also the resilience and integrity of the electrical grid and its equipment. For that
purpose, we introduce in this paper a taxonomy to assist the implementation of a
CSIRT for Smart Grids that takes into account the concerns of the different response
teams. Other industrial control systems could also benefit from a similar approach,
though the present work focuses solely on Smart Grids and on the specificities they
exhibit. In the process of defining our proposed taxonomy, we evaluate attack
classifications available in the literature and review a well-known database of Smart
Grid security incidents.

The remainder of this article is organized as follows. In Sect. 2, we classify the
attacks against Smart Grids reported in the literature considering security principles
and target Smart Grid areas of concern. In Sect. 3, we present concepts regarding
incident response management, which is essential to base our taxonomy for Smart
Grid-specialized CSIRT. In Sect. 4, we present a classification of incidents obtained
from a well-known cyber-security incident database for SCADA systems, and then
propose our taxonomy. Finally, in Sect. 5, concluding remarks and future directions
are presented.

2 Categorization of Smart Grids Attacks

All processes and services that we rely on, such as water and sewage systems,
telecommunication infrastructures, air, sea, and land traffic control, are highly
dependent on electricity supplied by power grids. Power grids comprise several
subsystems, also known as domains, that ensure the generation, transmission,
distribution, and accounting of electrical energy [7]. Because of the importance and
characteristics of these cyber-physical systems, any threat to their operation may
result in catastrophic consequences, such as the destruction of equipment, heavy
economical losses, or even put lives in danger [8].

Most of the existing power grids have been designed several years ago without
much concern about basic security requirements, such as confidentiality, integrity,
and availability. Although power grids were originally conceived to operate in
completely isolated environments, nowadays these systems are highly intercon-
nected and often linked to the Internet [7]. As such, most vulnerabilities resulting
from poor Smart Grids design in terms of security are related to the rise of new
types of malware and viruses that can spread through the network, including
Stuxnet, Havex, Flare, and Night Dragon, to name but a few.

We argue that, given the importance of Smart Grid and its subsystems, any
security threat to their correct operation needs to be identified and dealt as rapidly as
possible. A comprehensive taxonomy of attacks can assist in reducing the time for
detecting and mitigating attacks targeted to the power grid. Smart Grids present
unique requirements and characteristics because they rely on a physical infrastruc-
ture, general IT components, and Smart Grid-specific equipment. Thus, a taxonomy
for classifying attacks in Smart Grids must be tailored to this environment.
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Furthermore, we target at a taxonomy with a high-level of abstraction, instead of
describing attacks in detail. Our proposal intends to allow the classification of
specific attacks under generalized categories. In addition, we define a taxonomy that
can be easily expanded to adapt to new types of attacks that continuously appear.
Finally, the taxonomy must tolerate incompleteness of information: in several cases,
incident reports often omit the consequences of an attack. Thus, the taxonomy must
also allow the classification of attacks targeted to the power grid, even when there is
few information available about the incident.

One of the basis of our taxonomy encompasses, first, classifying the key
vulnerability of Smart Grids addressed in the literature. Such a classification helps
have a better landscape on vulnerabilities to then propose a taxonomy. Taking the
observations discussed above in mind, we reviewed the state-of-the-art on security
in Smart Grids, seeking to identify vulnerabilities of its many subsystems. Several
investigations describe attacks targeted to the power grid and its inherent
vulnerabilities [9, 10]. Others present SCADA vulnerabilities for each system
layer [8]. We also take into account proposals of generic attack taxonomies for
cyber-physical systems [11], as well as studies that discuss specific attacks to the
power grid [12]. In Table 1 we summarize the state-of-the-art classifying Smart
Grid vulnerabilities according to two main dimensions: security principles (CIA
triad) in each row, and Smart Grid areas of concern in each of the three main
columns. Each column is further detailed considering the corresponding component
affected (e.g., Master Terminal Units (MTUs), Remote Terminal Units (RTUs),
field devices, communication protocols, smart meters, and the electric equipment in
the power grid itself).

Attacks aiming to disrupt the confidentiality (row A in Table 1) premises of the
Smart Grid may compromise privileged information regarding the utility company
and the customer alike. Understanding the habits and necessities of the customers is
needed, so the utility company can offer more tailored services [1]. Unfortunately,
there are still several systems that do not use any kind of encryption in
communication [12]. In these systems, where commands and responses are
transmitted in clear text, a cyber-attacker can eavesdrop (item 1.1-A in Table 1)
information about the field devices, obtain access credentials, or compromise
customer confidentiality [9]. Moreover, an attacker may be able to discover the
network address and open communication ports of power grid components using
Port Scanning and Ping Sweep (items {1.2, 2.1, 2.2}-A in Table 1), or even using
Phishing techniques (item 1.2-A in Table 1), spyware programs like Virus/
Malwares (items {1.2, 2.1}-A in Table 1), and brute force (items {1.2, 2.1, 2.2}-A
in Table 1) to find out access credentials to components in the control center.
Additionally, traffic analyzers could break the confidentiality in the communication
between the equipment in the AMI subsystem, such as concentrators and smart
meters, thus compromising the privacy of the user’s energy usage profile [13]. No
confidentiality attacks targeting the Smart Grid physical infrastructure were found in
the literature (item 3.1-A in Table 1); this was somehow expected because of the
lack of Information and Communication Technology (ICT) deployed in such
equipments, serving solely as electrical infrastructure for the Smart Grid.
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Cyber-attacks such as man-in-the-middle, tampering, and unauthorized access
can compromise the integrity (row B in Table 1) of the components in the power
grid and of the data exchanged. These allow a cyber-attacker to modify the data
transmitted by smart meters, field devices, or even substations [10, 14]. Attacks on
the integrity of the data can hide electricity thefts and corrupt information through
added interference (item 3.1-B in Table 1), or induce wrong responses to
unnecessary demands caused by false information about the functioning of the
power distribution system. In this context, mechanisms to handle unauthorized
modification, insertion, or destruction of information in SCADA systems are not
implemented or are weak. This characteristic can also be observed in widely used
communication protocols, such as Modbus [15] or DNP3 [16], which offer weak
packet integrity assurance. These protocols do not provide security mechanisms to
prevent an attacker from sending forged messages, as well as modifying, reordering,
replaying, or destroying messages [10] (items {1.1, 1.2, 2.1, 2.2}-B in Table 1).
Moreover, the lack of adequate access control in the majority of SCADA systems
may allow an attacker, for example, to manipulate data in the company server using
SQL injection techniques [8] (item 1.2-B in Table 1).

Finally, availability (row C in Table 1) is also a major concern for the operation
of Smart Grids. That is so because of the real-time characteristics of some domains,
which collect operational and usage statistics from system components. Attacks to
the availability of power grid services and resources, such as Denial-of-Service
(DoS) [17] or Black Hole [18], targeted to company servers, substations, field
devices, or smart meters may have a large impact because of the importance of
control and monitoring functions [19] (items {1.1, 1.2, 2.1, 2.2}-C in Table 1). For
example, a Distributed DoS (DDoS) attack can isolate a power substation or prevent
operators from accessing SCADA servers and intentionally delay the transmission
of a time-critical message to violate its timing requirement. This could possibly
interrupt the energy supply or, even worse, cause severe damage to power
equipment [9]. Furthermore, cyber-attacks that interrupt the energy supply to
substation components may have the same effects of a DDoS attack if the company
responsible for maintaining the system does not enforce resilience policies. Lastly,
partial or total equipment failure (item 3.1-C in Table 1) may be induced by an
attacker, rendering relevant information unavailable until the equipment is repaired
or replaced by the utility company.

3 Incident Response Management

Incident Response Management (IRMA) is a critical component for the Information
Security Management System (ISMS), which operates as an information repository
in order to simplify and accelerate the mitigation of security incidents. Several
recognized publications, including the ISO/IEC 27000-series [20] and RFC2350
standards [21], describe the importance of implementing procedures and controls
for incident management. Understanding what composes incident management for
industrial systems and the importance of their role in countering both natural and
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man-made hazards [22] is needed to base our contributions presented in the
remaining of this paper.

In general, IRMA—usually described as a set of procedures for handling
information security incidents—is divided into well-defined stages. Although there
are differences among existing best practice guidelines, such as NIST800-61 [23]
and ISO/IEC 27035 [20], the process can be summarized in the following main
stages: (1) prepare, (2) detect, and (3) learn. While the stages prepare and detect
deal primarily with how to organize and execute Incident Response, learn seeks to
provide feedback to the system with the information acquired throughout the
process.

IRMA requires the interaction among several parts of an organization; as such,
the creation of an organized group known as CSIRT is highly recommended.
CSIRTs aim to minimize and prevent the spreading of damages from computer
security incidents. CSIRTs can range from one to several security experts, be
composed of specialists as diverse as malware and forensics experts to attorneys and
public relation staff, in charge of controlling all stages of IRMA. In addition,
CSIRTs can provide services not only to organizations, but also to third parties such
as governments or customers located in CSIRTs’ operating area.

Created as a reaction to the impact caused by the worm developed by Robert
Morris back in 1988, the first CSIRT [24], then called CERT (Computer Emergency
Response Team), was implemented jointly by the Defense Advanced Research
Projects Agency (DARPA) and Carnegie Mellon University in Pittsburgh. Other
terms that can be found in the literature and are used as synonyms of CSIRT include
CIRT (Computer Incident Response Team) [25] and CSIRC (Computer Security
Incident Response Capability)] [23].

CSIRTs may differ in their purpose, and this directly influences the services
provided by them. Among the possible types of CSIRT, we can list:

e Corporate Team, which improves and maintains a corporation’s information
infrastructure;

e Information Technology (IT) Vendor, which improves the security of its
products;

e Network Service Provider Team, which provides a response team to customers
for security incidents;

e National Coordination Center, which maintains a national integration point of
contact to several CSIRTs.

From the mission and purposes of the CSIRT, a range of services can be offered,
and these services can be summarized into three main categories:

e Reactive services, which are triggered by and event or request, are the core core
component of CSIRT work;

e Proactive services, which provide assistance and information to help prevent and
reduce the number of incidents in the future;

e Security quality management services, which augment existing and well
established services that are independent of incident handling and traditionally
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performed by other areas of an organization such as the IT, audit, or training
departments [25].

The success of a CSIRT depends on the overall quality of the services it provides.
It is essential that the services offered are aligned with the organization
requirements. CSIRT that operate in line with such requirements can develop a
more effective IRMA and thus help diminish or mitigate the damage caused by
future attacks.

By integrating Industrial Control Systems (ICS) (e.g., SCADA and AMI systems)
to the Internet, it became even more crucial to handle incidents in Smart Grids.
Thus, a few national organizations, primarily in the US and Europe, have provided
guidelines for the creation of CSIRTs in the context of ICS. Specifically, it is worth
mentioning two documents created and maintained by the Homeland Security
Department—“Developing an Industrial Control Systems Cybersecurity Incident
Response Capability” [26]—and ENISA—*“Good practice guide for CERTSs in the
area of Industrial Control Systems” [27].

Most documents that recommend the establishment of CSIRTs describe the
requirement for a well-defined classification of security incidents. However, such
documents do not explicitly define the prerequisites for an efficient categorization of
incidents. Thus, one of our contributions is to present a categorization to manage a
CSIRT for Smart Grids based on the types of attacks investigated in the previous
section, taking into account the different response teams that may be involved. In
addition, in the next section, we introduce our taxonomy for reported incidents in
Smart Grids, according to the main security dimension affected. The attack
categorization, combined with the dimension-ratio each attack historically shows to
affect the most, outlines the incident classes and corresponding response teams in a
Smart Grid specialized CSIRT.

4 Incident Classification for the RISIDATA Incident Catalog

Mapping and classifying the historical incidents in power grids and SCADA
systems are prerequisites for suggesting how specialized CSIRTs for Smart Grids
should operate. In Sect. 4.1, we introduce the dataset of incidents that we have used
to base our classification. Further ahead, we present our incident classification,
which showcases what CSIRTSs are to handle each incident, in Sect. 4.2.

4.1 RISI Dataset

The Repository of Industrial Security Incidents (RISIDATA) [28] is a database of
cyber-security incidents that have affected SCADA systems, cyber-related inci-
dents, as well as events such as DoS attacks and malware infiltrations. RISIDATA’s
community is responsible for adding incidents to the database. This information is
reviewed by researchers and some data is anonymized, for example, related to
incident’s exact event location, or details about the affected company. Incidents
reported in this database contain information such as: when and where that the event
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occurred, industry type (e.g., power grids, water sewage, oil refineries), a brief
description about the incident, and the impact of the event on the environment,
people, and cyber-physical system. The database also uses a reliability rating for
reported incidents; for the statistical analysis, all but the incidents reported and
confirmed by trustworthy, firsthand witness, or by official documents available (e.g.
Nuclear Regulatory Commission reports or court documents), are excluded,
therefore making the database suitable (in comparison to other sources) to academic
analysis.

Because companies not always disclosure official reports on incidents occurred in
power grids and cyber-physical systems, gathering a reliable overview of these
incidents is not a straight-forward task. Therefore, RISIDATA stands as one of the
few publicly available databases of security incidents in SCADA systems,
emphasizing its importance as an asset for research in the area. Although there
are other reports of same nature as of RISIDATA (e.g., Dell Annual Security
Report [29]), these do not have the same level of detail. Additionally, in order to
enrich our data sample for incidents occurred in Smart Grids, we included our
search to cover incidents that occurred on other kinds of industries but that are still
applicable to power grids, since many field devices can be used in several
environments. On one hand, this expansion enlarges our sample size, allowing our
classification to better represent the scale of incidents for power grids and similar
industries; on the other hand, our classification still considers particularities of the
Smart Grid (such as its specific equipments), since it is the main scope of this work,
rendering the classification not directly applicable for other industries.

We analyzed the confirmed incidents in SCADA systems as follows. First, we
cataloged the confirmed incidents related to the power sector, totalizing 36
incidents. In order to increase our dataset, we also included the confirmed incidents
in RISIDATA in the 2005-2014 period, independently of the industry type. Hence,
we achieved a total of 120 confirmed incidents. We analyzed in detail each event
and used the taxonomy presented in Table 1 to classify these events according to
their scope of impact (Information Technology equipment, Smart Grid equipment,
or Physical Infrastructure). Due to the complexity and impact of some incidents,
some events were classified into more than one category in the taxonomy, e.g., the
blackout occurred in Florida in 2008 [30] that affected the power grid availability
and integrity. Thus, we cataloged a total of 156 events that are presented in Fig. 1.

In Fig. 1, the three main columns (CIA triad) depict how often each security
principle was affected the most by each type of attack, which are mapped on the left.
Further to the left, these incidents are grouped into seven categories; these
categories represent our classification of the incidents, helping identify which
CSIRT should act in each event. On the right-side, it is shown which of the three
areas of the Smart Grid each incident affects; an attack type that impacts more than
a single area will thus appear replicated in the figure for each area it affects.

This data shows the increasing number of incidents related to cyber-physical
infrastructures. Moreover, it is also possible to observe the increasing number of
incidents that affected the IT infrastructure of these systems, which reached its peak
in the 2011-2012 period, with 25 confirmed events.
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Fig. 1 Number of security incidents in SCADA systems per year, according to RISIDATA database

The proliferation of attacks targeted to the IT infrastructure confirms the fact that
these systems are becoming more connected, directly or indirectly, to the Internet,
exposing the vulnerabilities of SCADA systems. This is an important alert about
how cyber-physical systems are vulnerable and how cyber-terrorists are turning
their attention to attack these infrastructures.

4.2 Incident Classification

After reviewing the literature and the RISIDATA database, we sorted out the events
on well-defined categories of security incidents thus defining our proposed
taxonomy. We attempted to maintain our classification simple while covering all
areas of a Smart Grid, from physical equipment to the communication protocols.
Our taxonomy is shown at the bottom of Fig. 2, which presents a multilayer
overview of the data obtained from the RISIDATA database. To accomplish it, we
first cataloged the data according to the main dimensions of information security;
second, we categorized each incident according to the incident classification. The
categorization of each incident was done manually, and therefore requires a
specialist for further expanding the classified dataset, or for reproducing it, for
example.

In the database, we found 13 different types of attacks, presented separately in
Fig. 2, which also highlights the targeted equipment group. According to the
diagram, it is possible to notice a concentration of attacks involving integrity and
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availability, whereas there were no reported attacks attempting to violate
confidentiality in the physical infrastructure. This can be partially explained by
the unwillingness of companies to disclose incidents involving data confidentiality
breaches, either due to legal or commercial reasons.

The classification also takes into consideration that a type of incident may affect
the operation of one or more areas of the power grid and, consequently, requires the
involvement of more than one response team. An example is equipment failure,
which may occur in the physical infrastructure, IT, and even in grid components.
Hence, depending on its nature, an equipment failure can mobilize a single response
team or all teams of a CSIRT specialized for Smart Grids.

Compared to the classification shown in Table 1, a few types of attacks do not
stand out either because they are difficult to detect (such as eavesdropping, port
scanning, and interference) or due to privacy issues, such as cable theft.

A more detailed description of all cataloged incident classes contained in Fig. 2
is presented below. In addition, we also indicate which teams can act in each kind of
incident that may occur, facilitating the forwarding of people to handle an event
occurred on power grid.

e Software failure Failures caused by intentional or non-intentional actions, which
can occur in management, control, or sensor software and operational systems.
This kind of incident can mobilize teams responsible for maintaining the IT
infrastructure and Smart Grid equipments;

o Virus/malware Software-based incidents that support the invasion or modifica-
tion of the system. This category seeks to address incidents where the
virus/malware is recognized before an attack is performed. Similarly to Software
Failure, this kind of incident is a responsibility of teams that maintain the IT
infrastructure or support Smart Grid equipment;

e Compromised information Access to privileged information that should not be
available, including physical access to documents and servers. The majority of
incidents classified within this category will mobilize the team responsible for
the IT infrastructure. However, this kind of security incident may propagate to
RTUs and field devices, which are managed by the Smart Grid equipment team;

e Defacing and tampering Alterations in the functioning of devices or software,
e.g., smart meter tampering or website defacing. If the incident is recognized as
Defacing, the service reestablishment will be conducted by the IT team. If it is
recognized as Tampering, the incident will be treated by the team specialized on
Smart Grid equipment;

e Denial-of-service Attempt to make a service or equipment unavailable,
including Black Holes, Equipment Isolation or DDoS. This kind of security
incident may occur on the IT infrastructure or on Smart Grid equipments. Thus,
the team responsible for neutralizing this event will be mobilized according to
the incident nature;

e Unauthorized access Unauthorized access to information, servers and equip-
ment. Similarly to the previous class, Unauthorized Access may occur on the IT
infrastructure or on Smart Grid equipment. The teams respective will be
responsible for handling this kind of incidents;
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e Physical incident Incidents that occur in the physical equipment, either due to
natural causes or human interference, including equipment failures. This
incident category can occur in all areas of the electrical system. Thus, a physical
incident can mobilize all teams in a Smart Grids specialized CSIRT.

It is important to notice that, because our classification is based on reported
incidents, we indicate the CSIRT responsible for reacting to each classified incident.
Complementary to the reactive support, some classes of incidents may also be pro-
actively tackled by their responsible team. For example, Software Failure incidents
may arise from intentional or non-intentional actions, triggering the response from
the CSIRT; alternatively, the team could find the critical faults through reviewing
the software code, fixing the problem before an incident even occurs. Our
classification is thus intended to base the categorization of incidents, and the
implementation of the responsible CSIRTs, but is not to be taken as absolute or
immutable. The permanent reevaluation of the adopted taxonomy and its
responsible teams is vital for their lasting success in a Smart Grid.

5 Related Work

The proper management of security incidents in Smart Grids should not be solely
relied on CSIRTs. In fact, it is equally important to look at the very characteristics
of the Smart Grid that make it a target for malicious users, and what role the
widespread standardization of the cyber-physical systems plays in securing these
systems. Lastly, we also cite some computing techniques that have been recently
proposed as defensive mechanism for incident management caused by attempts
from intruders against the system.

Unfortunately, legacy SCADA protocols were developed focused only on
performance, placing in background security aspects [31]. For example, the IP-
versions of Modbus and DNP3 offer weak packet confidentiality assurance. Thus,
these protocols allow, for example, the information exchange between SCADA
devices to be transmitted in clear text. Although SCADA systems were originally
conceived to operate in completely isolated environments, nowadays these systems
are highly interconnected and often linked to the Internet. This trend was strongly
motivated by the necessity to perform maintenance and to access remotely SCADA
components but it also potentially enables malicious individuals to access the
system [32]. Due to the importance of these cyber-physical systems, an targeted
cyber-attack can result in catastrophic consequences.

In addition to the International Electrotechnical Commission (IEC), there are also
other efforts that focus on standardizing cyber-physical system and several
professional organizations have been developing standards to improve the security
of SCADA systems. For example, The Institute of Electrical and Electronics
Engineers Power Engineering Society (IEEE-PES) has a working group for
addressing issues of risk assessment of information security in SCADA networks.
The Object Linking and Embedding for Process Control (OPC) Foundation is also
another organization working towards open connectivity in industrial automation
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using open standards. OPC has developed standards for implementing data access,
alarms, event management, and even Web access to SCADA network devices [10].
Furthermore, The National Institute for Standards and Technology (NIST) released
a complete guide to ICS security. NIST also focuses efforts on enhancing the
security of master stations [7].

Unfortunately, several SCADA systems currently in operation have vulnerabil-
ities in their mechanisms of basic security, such as access control and user
authentication. Although the adoption of reliable mechanisms of authentication and
access control in this context is feasible, costs of development and deployment
restrain the incorporation of those service to the SCADA systems. In addition, even
secure systems might have vulnerabilities occasioned by misconfiguration, errors, or
by intruders. Hence, the number of researches that propose Intrusion Detection
Systems (IDSes) as a complementary approach of security for protecting SCADA
systems is increasing [33].

Other techniques are also proposed for detecting intrusions in SCADA
environments. A process-aware approach to detect intrusion is proposed by [34].
An interesting aspect of this paper is the evaluation of the impact of different
realistic attack scenarios and the discussion of responses to these attacks. [35]
exploit the predictable and regular nature of SCADA communication patterns to
detect intrusion in field devices. The authors proposed a distributed and lightweight
IDS suitable for implementation across multiple resource constrained SCADA
devices in the Smart Grid. This approach uses the Bloom Filter data structure for
memory efficiency and incorporates the physical state of the power grid for greater
robustness. [36] designed an IDS that relies on the Honey Token based Encrypted
Pointers to protect SCADA networks from cyber-attacks. These honey tokens inside
the frame serve as a trap for the cyber-attacker. This IDS is designed for detecting
intrusions and for recovering the system using reverse engineering approach.

6 Conclusion

Analyzing cyber-security incidents in Smart Grids is essential to prevent failures
and ensure the resilience of the grid. In the event of an incident, quickly identifying
and repairing the affected sectors of the grid is mandatory in minimizing financial
losses, and overall customers’ satisfaction. In this article we advocate the adoption
of CSIRTs for proper incident management in Smart Grids. As a result, the handling
of specific security incidents remains under the responsibility of specialized
response teams, dealing with incidents not only on the power grid physical
infrastructure, but also on the Smart Grid equipment and on the IT infrastructure.

Despite the importance of power grids and similar industrial systems, it is
generally difficult to find reliable information about incidents that have affected the
operation of the different parts of a Smart Grid. Even then, RISIDATA arises as a
publicly available, well-rounded database for incidents reported in all types of
industrial control systems and processes. We built on the RISIDATA database to
evaluate incident scenarios in Smart Grids, and demonstrated how the specialized
CSIRTs can forward the requests among several distinct groups of maintainers,
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highlighting how the classification of these incidents can help in their assignment to
the corresponding team.

The task of keeping a Smart Grid secure from incidents, both nature and man-
made, is not one to be achieved easily. Moreover, due to factors usually rooted in
financial causes, much of the modernization process in turning a power grid into a
Smart Grid is built upon legacy structure and hardware, perpetuating vulnerabilities
that may have already been addressed by their more modern counterparts. In future
work, we plan to focus our analysis in the networking shortcomings of the Smart
Grid, which tends to continually grow as a target for malicious activity, due to the
modernization of the grid.
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